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to ask why. 


Introduction 


| was twenty-three years old the first time | walked through 
the doors of the Central Intelligence Agency’s headquarters 
in McLean, Virginia. The lobby at the main entrance 
reminded me a little of a museum. It had gray-and-white- 
checkered floors, rows of thick pillars, high ceilings, and in 
the center of the floor the giant granite CIA seal of an eagle, 
Shield, and sixteen-pointed star. All | had been told was that 
a point of contact from the office | was going to work in 
would meet me in the lobby. | wasn’t given a name or any 
kind of physical description of said person. At the time, the 
lack of details had felt deliciously spy-like. But it became 
instantly terrifying the moment | arrived and _ found 
absolutely no one waiting for me at the entrance. 

| had expected the lobby to be full of people rushing 
about doing important things, but it was utterly silent and 
completely empty, except for a guard at a small desk. A 
million doubts swam through my mind, and | froze in front of 
the seal. Am / really supposed to be here? What if | got the 
date wrong or went to the wrong entrance? What if no one is 
coming for me, because they’ve changed their mind about 
hiring me, and this is their way of letting me know? 

| took a shaky breath to work up the courage to approach 
the guard. 

“Hi, uh, someone is supposed to meet me here at nine 
o’clock, but | don’t know their name or where they’re 
coming from, but | was told someone would be here and this 
is my first time here...” The words tumbled out in an 


embarrassing rush, my voice at a squeaky pitch | wasn’t 
sure it had ever reached before. 

“Do you have a phone number for them? | can call them,” 
he said. His hand reached for the phone. 

“Oh gosh, no, | don’t.” The situation was feeling more 
hopeless by the second. 

The guard smiled. “No problem. You can just wait here for 
them. Feel free to look around in the meantime, if you 
want.” 

| felt myself relax a little. If he wasn’t worried that no one 
had arrived to collect me yet, | guessed | shouldn’t be 
either. It was the CIA, after all. Perhaps no one knew 
anyone’s names. 

| had wanted to work for the CIA almost my whole life. | 
had finally made it, but couldn’t quite believe it now that | 
was actually here. It hit me then that | would never again 
have a first day at the CIA, so | decided to take the guard’s 
advice and wander a bit. On the right side of the room, 
there was a wall of stars chiseled into the marble, one for 
each CIA officer who had lost their life in the service of their 
country. On the left, a fourteen-foot-tall bronze statue of the 
man largely considered to be the founding father of the CIA, 
William “Wild Bill” Donovan, loomed over the lobby. | 
crossed the room and stood transfixed, staring up at the 
man I'd only ever read about in history books. Next to him, 
there was a Single star on the wall to honor all the people 
who'd died while serving under the CIA’s predecessor, the 
Office of Strategic Services. 

| was about to head back to the seal to wait when 
something caught the corner of my eye. It was a sentence, 
high up on a wall of white marble, carved in large capital 
letters: 


AND YE SHALL KNOW THE TRUTH AND 


THE TRUTH SHALL MAKE YOU FREE. 
JOHN VIIN-XXXII 


| recognized the Bible verse, but something felt different 
about reading it again at the CIA, though | wasn’t quite sure 
why. | was too busy processing the words to notice a person 
approaching until she was standing next to me. 

“Hi, you must be Cindy,” the woman said. 

She introduced herself and | shook her hand, perhaps, in 
my relief, a little more enthusiastically than | normally would 
have. For a moment, my eyes flickered back to the verse on 
the wall. The woman followed my gaze. 

“It’s our motto, and it guides our work here every day,” 
she explained before waving for me to follow her. 

As we passed through the lobby together, | couldn’t help 
it. “This place is so cool,” | breathed. 

The corners of her mouth turned up in a small smile. “Yes, 
| suppose it is.” 

| would like to be able to tell you my job there as an 
intelligence analyst was like being the American version of 
James Bond, if only because it sounds really exciting. 
Hollywood’s depiction of the spy life involves a lot of 
blowing things up and daring fistfights with villains on top of 
moving vehicles. My job was not like that. But still, it was, as 
| had predicted that first day, “so cool,” because the heart 
of the job was important—| was discovering the truth. 

As an intelligence analyst at the CIA, | was responsible for 
keeping senior American government officials informed 
about current, fast-moving events happening all around the 
world. | looked at things like wars in other countries, 
terrorist attacks, and what policies foreign governments 
were making that might affect the US. To do this, | had to 
comb through information, or intelligence, that constantly 
poured in from many kinds of sources every single day. 


Some of that intelligence was from “human assets” in other 
countries (people the CIA has recruited to collect 
information) or from satellite imagery or electronically 
gathered information, like intercepted emails and phone 
calls. 

But some of our biggest sources of information came from 
things anyone could find online, like news reports, academic 
studies, and even social media. Maybe that comes as a 
surprise, but think about it—people put their whole lives on 
the internet. Foreign politicians have social media accounts 
where they post about what they are doing or where they 
are going, governments publish reports about their work, 
and investigative journalists constantly publish breaking 
news stories about events all over the world faster than 
most intelligence collection platforms can pick up and 
process the information. 

With all that information available to analysts, collecting 
intelligence is a little like fishing sometimes. We cast our 
line into the water and hope that eventually we will feel a 
tug at the end of it. That tug might be an actual fish—that is 
certainly what you’re hoping to catch—but in some cases it 
might turn out to be a plastic bag, or maybe it’s a tin can 
someone intentionally dropped into the water that found its 
way onto our hook. All this garbage makes it difficult for 
analysts to figure out what is real and what isn’t. 

So, what’s the garbage we pull out of the water? Some of 
it is lies and deceptions from a government trying to hide 
what it is really doing, or false information that 
governments, groups, or individuals put out to try to 
influence people’s opinions. Some of it is news that has 
been intentionally sensationalized in an effort to attract 
more readers, but that has lost some of its accuracy in the 
process. Other times it is a joke or a prank a person or group 
is trying to pass off as true. If | had to put all these pieces of 
information garbage under one umbrella term, it would be 
this: fake news. 


This is a term you have probably heard a lot in the last 
few years, but it’s not a new phenomenon. Fake news has 
gone by many different names in the past. Yellow 
journalism, propaganda, junk news, tabloid journalism, 
disinformation, and hoaxes can all be considered a part of 
fake news. All these terms have the same basic definition at 
their core: an attempt to deliberately spread inaccurate or 
false information in order to mislead others, presenting it in 
a way that makes people likely to believe it to be true. 

Let me be really clear right up front about something. 
Fake news is not the actual news media. Fake news does not 
include reporters working hard to bring you accurate 
information each day. Fake news is not when media outlets 
report something you disagree with. It also is not when they 
report something that ends up being wrong. News is 
gathered by journalists, and journalists are human. Their job 
is thankless and hard, and sometimes they get it wrong. The 
difference between that and fake news is their intent. 
Legitimate media is trying to inform you. Fake news is trying 
to deceive you. 

Now, if collecting intelligence is like fishing, then being an 
intelligence analyst is kind of like trying to put together a 
puzzle with whatever you fished out of the water, garbage 
(or fake news) included. Analysts have to weigh all the 
information we receive to figure out what, if any of it, is 
reliable and accurate. That’s why we are trained from the 
first day on the job to look at information critically. Analysts 
can’t afford to be wrong when national security is at stake. 

They also can’t let their opinions, political views, or 
personal biases influence their analysis. In fact, the CIA 
headquarters is not even in Washington, DC, where most of 
the major government agencies have offices. It is quite 
intentionally set in a forest on the other side of the river in 
Virginia, miles away from Congress, the White House, and 
other political officials. The idea when construction began 
on the building in the late 1950s was that the CIA needed to 


be able to do its work in an unbiased way without the 
influence of politicians trying to push for a certain outcome, 
and that meant keeping the two worlds physically separate. 

What does any of this have to do with me? you might be 
asking. /’m not protecting national security. You might not 
have access to super Top SEcrRET Classified intelligence like a 
CIA analyst does, but you’re constantly learning new 
information and having to decide what you think about it. 
You probably spend a lot of time online, right? You watch 
videos on YouTube or follow your family and friends on social 
media. Maybe your aunt likes to post a lot of news articles 
about politics. Your friend might really be into memes. 
Maybe you like to skim through websites like BuzzFeed. And 
then there’s school. You constantly have to look up stuff 
online for homework, papers, and tests. Your teachers 
always tell you to cite your sources in your papers, and 
there’s so much stuff to sift through. If you stopped to think 
about it, you’d realize you’re basically standing under a 
Showerhead of information all day, every day. It doesn’t 
stop, and it’s a lot. 

With so much material being thrown at you, it can be 
difficult to Know what is true and what is false. Through this 
book, I’m going to give you the same knowledge and tools | 
learned as an analyst so that you too can avoid becoming a 
victim of fake news. | hope to show you how to think 
critically about what you observe, how to ask questions, and 
ways to better analyze what you are reading and seeing. 
Because the truth is: Fake news isn’t going away, and in fact 
it’s only going to get worse. It is up to all of us to make sure 
we are each doing our part to fight it. 

By the end of this, you will be able to spot fake news like 
a CIA analyst. Next stop: McLean, Virginia! 


PART | 


THE HISTORY OF FAKE 
NEWS 


In times of universal deceit, telling the 
truth will be a revolutionary act. 


—GEORGE ORWELL (Maybe)* 


*This quote is widely attributed to Orwell, 
however it never appears in any of his writings. 


SECTION 1 








Fake News Has Been Around a 


Lot Longer Than You Think 





CHAPTER 1 


THE IMPACT OF FAKE NEWS 


It was almost four a.m. and still dark out when two men on 
their way to work in the local markets found a woman lying 
unconscious in the street between a warehouse and a row of 
houses in London’s East End. There was only one oil lamp lit 
nearby, so they could not see the blood pooling under her. 
She might have been drunk and simply passed out, they 
thought. It would certainly not be the first time that had 
happened in the neighborhood known as Whitechapel. After 
all, it was August 31, 1888, and that part of London was 
filled with brothels, crime, overcrowding, and drunks.! But 
something did not look quite right about this woman, so the 
men hurried off to find a policeman. They had no idea they 
had just stumbled upon the work of one of the most 
notorious serial killers in the world. 

The policeman on duty, Constable John Neil, had 
witnessed his fair share of grisly crimes, so when he got to 
the scene, he could tell right away—the woman had been 
murdered. This was not the first murder to hit the area, not 
even close. Women in the East End were often targets of 
violent crimes, and the police already had more ongoing 
investigations than they could manage. But this victim had 
been murdered in a way that shocked and horrified the 
police and local residents alike. The PG-13 version is that 
the killer slit the woman’s throat and mutilated her body, 
mostly by cutting out her internal organs like he was 
conducting some kind of nasty science experiment. It was 
the work of a monster. 

The unfortunate woman, the police discovered, was forty- 
three-year-old Mary Ann Nichols, or “Polly” to those who 


knew her. Polly was an alcoholic and had had a hard time 
keeping a job. She had been living on and off the streets 
Since separating from her husband years before. In her 
desperation to afford a place to stay, she had turned to 
prostitution. It had not been hard for the police to identify 
Polly, but tracking down her killer was another matter. 

Constable Neil had patrolled the very same area where 
Polly had been found just a few minutes before the men 
stumbled upon her body. How had he not heard the 
inevitable scream or at least come across the killer mid- 
butchery? The police were baffled. With how quickly he had 
committed his crime, it almost seemed like the killer was a 
phantom. 

Meanwhile, wild rumors quickly spread across London by 
word of mouth and in newspapers. Local residents came 
forward in droves to tell the police what they knew about 
the crime, which was not much, and they all seemed to 
have different accounts. One local said they had seen a 
deranged-looking man with a knife in the area the same day 
as the murder. Another said they had seen Polly talking to a 
man with a foreign accent on the street earlier in the day. 
But these tips all led the police to dead ends. 


FINDING THE Bopy. in uCKS ROW 





| MURDEROUS OUTRAGE AT HANDSWORTH. 


The front page of the ///ustrated Police News on 
September 8, 1888, depicting the death of Mary Ann 
“Polly” Nichols2 


Eight days after Polly’s murder, the killer struck again less 
than half a mile away from the original crime scene. The 
new victim, forty-seven-year-old Annie Chapman, was found 
mutilated like Polly was, but at the back of a boarding 
house. Chapman had a similar story of drinking heavily and 
turning to prostitution to pay for her room and board. It was 
official: London had a serial killer on its hands, and he had a 
target. The newspapers, meanwhile, had their next big story 
—a shadowy demon on the hunt for his next victim.3 

The gruesome tales of the killer’s butchery and his poor 
victims did not just grip all of England; they created a frenzy 
all over the world. “London lies today under the spell of a 
great terror. A nameless reprobate—half beast, half man—is 
at large, who is daily gratifying his murderous instincts on 
the most miserable and defenceless of classes of the 
community,” the Star newspaper reported after Chapman’s 
murder. Fathers and husbands refused to let their wives, 
daughters, and sisters out after dark. The police increased 
their patrols in Whitechapel to look for the murderer. People 
lined up to buy newspapers to read about new 
developments in the police investigation and the grisly 
details of the latest murder. The news- papers did not hold 
back any of the details and often included faceless, 
frightening sketches of the mass murderer, which haunted 
people’s dreams, even though no one had actually ever 
seen him. The more graphic their articles were, the more 
newspapers they sold, and that meant that profits soared. 
Readers simply could not get enough of any of it. 

Some regional newspapers even started printing special 
Short bulletins to keep readers up to date with the latest 
information. But these newspapers quickly ran into a 
problem. The more they wrote, the less new information 
they had to report. They tried to get the police to tell them 
more about their investigation. When that did not work, 
some journalists came up with a solution: fake news. 


Many people said that the murders were too gruesome for 
an Englishman to have committed. There was a significant 
undercurrent of racism across Europe, and London was a 
hotbed of anti-Semitism and anti-immigration sentiment. 
Local sex workers told investigators that there was a Jewish 
immigrant from Poland nicknamed “Leather Apron.” They 
said he kept several knives in his shop that could have 
easily done the job, and that he frequently walked around 
the East End threatening to “rip open” and murder them if 
they did not give him money. Another woman claimed to 
have seen Chapman with a man before she was murdered, 
and said he had a “foreign appearance,” even though she 
admitted she’d only seen him from the back. But the 
theories gained the attention of the police, and they turned 
their attention to the immigrant community. 

Soon many newspapers were reporting that this man had 
“Jewish features” and even drew racist caricatures of the 
supposed killer.4 A piece of leather had been found at the 
scene of Annie Chapman’s murder, and the Star seized on it 
and reported that the killer was the Jewish bootmaker, 
without any evidence other than the fact that the man wore 
a leather apron for his work, aS most bootmakers did back 
then. The police arrested the man, but released him shortly 
afterward, as he had airtight alibis during the murders.® 

Meanwhile, letters poured into newspapers and police 
stations from all over the country with tips, advice, and 
speculation. Some were from people who genuinely thought 
they could help with the investigation. Some letter writers 
claimed that they had spotted the infamous killer lurking in 
the shadows all over London, or that their neighbors were a 
bit sketchy and might be worth investigating. Others shared 
their theories that the killer seemed to have some tragic 
history with his mother that had led him to seek revenge, 
since both his victims were women. Some thought the killer 
had to be a surgeon or a doctor of some kind, because of 
the way he liked to disembowel his victims. The newspapers 


reported it all equally, rumors and speculation as much as 
actual facts, and without distinguishing between them.® 
Reporters even joined in on the guessing game, printing 
sketches of Known police suspects. 
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The first letter believed to be signed by the real Jack 
the Ripper, written in bloodred ink and sent to the 


Central News Agency of London on September 25, 
18888 


But in late September, a different kind of letter was 
delivered to the Central News Agency in London, and it was 
written in bloodred ink. “Dear Boss,” the letter, postmarked 
September 25, read. “Il keep on hearing the police have 
caught me but they won't fix me just yet.... Grand work the 
last job was. | gave the lady no time to squeal. How can 
they catch me now. | love my work and want to start again.” 
The author of the letter promised the police he would be 
striking again soon and that they would know it was him 
because he planned to cut his next victim’s ears off. A little 
killer calling card, if you will. The letter was signed “Jack the 
Ripper.”” Now the killer had a name. 

The newspaper almost discounted the letter as a hoax, 
but something about this one seemed different to the 
reporters. And they were right. They delivered the letter to 
the police the same day that Jack the Ripper struck again, 
this time killing two women within an hour of each other. He 
kept his promise to take an ear. 

The rumor mill began again. Some locals reported seeing 
a fair-haired man with the second woman before her death, 
and soon after, a bloody apron was found in front of an 
apartment building near the area. There was graffiti on the 
wall behind the apron that mentioned Jews. Graffiti was 
common on buildings back then, as it is now, but without 
knowing when the writing had been made, who actually did 
it, or if it was at all tied to the murder, newspapers and their 
readers latched onto the idea that it was written by the 
killer himself. They were certain then that the killer was 
Jewish.2 The rise in anti-Semitism spurred on by the 
newspaper coverage led to anti-Semitic demonstrations in 
London and violence against the Jewish community. 

Between August and November, a period dubbed the 
Autumn of Terror, Jack the Ripper killed at least five women 


in all. But even after the killings stopped, some reporters 
continued connecting murders to Jack the Ripper, even 
years later and even when the method of killing did not 
quite fit his particular style of butchery. It was a way to keep 
the intrigue going. As a result, his tale cast a shadow over 
London for a long time.?° 

Jack the Ripper was never caught. Over time, more than 
one hundred people have been listed as possible suspects, 
including the police investigators working on the case, a 
Russian doctor who worked in a London maternity ward, and 
even the son of England’s own Queen Victoria. For a decade 
after, London police and the media received more than a 
thousand letters claiming to be from Jack the Ripper. Each 
time there was a letter, it became front-page news and 
public speculation began all over again on Jack the Ripper’s 
identity. Most of the letters are believed to be fakes, and 
here’s the real kicker: It was discovered many years later 
that some of them had actually been written by a journalist 
from the Central News Agency, the same news organization 
that received the first letter from Jack the Ripper, trying to 
make a splash on what would have otherwise been a slow 
news day.?!! 

Today, Jack the Ripper still occasionally appears in 
newspapers, as hobby investigators, forensic scientists, and 
historians try to piece together one of the world’s most 
notorious unsolved murder mysteries. It is worth spending a 
bit more time dissecting (yes, | went there) the impact the 
news media had in fanning global hysteria and racism, and 
ultimately how those things helped create Jack the Ripper’s 
lasting legacy. Even though the media had a responsibility 
to report on topics of interest to the public, it is clear from 
the ways newspapers manipulated the facts in their stories, 
spun up conspiracy theories, and built on existing anti- 
Semitism that their main concern was making money.!2 They 
reported every rumor the same way they reported facts, 
without telling the readers what was speculation and what 


was known to be true. In that day, reporters did not have 
the same journalistic standards that they have now, and 
sensationalism sold papers. Things like verifying claims 
before publishing a story were not considered necessary. 

Historians mostly agree that one person was responsible 
for the five murders between August and November 1888, 
but the sheer amount of fake news, hoaxes, and 
contradictory media reports from the time period has made 
it impossible to know who else might have been his victim. 
As a result, to this day we do not know for sure how many 
people he killed. 

But, more importantly, these false reports had a more 
immediate impact on the situation. They may have 
distracted the police from pursuing credible leads. When the 
media turned to point the blame at the Jewish community, 
so too did the police, even when it was clear there was no 
evidence the killer was Jewish. Fake news could very well be 
one of the reasons why he was never caught and his 
identity remains a mystery to this day. 

As we often see today, the hotter an issue is—whether it 
is a topic or an event—the more people talk about it and 
newspapers write about it. Everyone wants in on the 
conversation. But that can make it difficult to find the truth 
amid all the noise. The spiral of fake news around Jack the 
Ripper was not a rare incident, nor was it the first. Fake 
news has been a problem a lot longer than that. So, to really 
understand how widespread fake news is, we have to go 
back to the very beginning. Okay, not the very beginning— 
we don’t need to go as far back as the first ancient cave 
paintings found in France and Spain. But almost. 


CHAPTER 2 


THE BEGINNING OF FAKE 
NEWS 


Ramses Il, the young pharaoh of Egypt, looked out from his 
chariot over a sea of his enemies. More than 2,500 horse- 
drawn chariots surrounded him, three soldiers in every one. 
Just moments before, the Hittite army had launched a 
Surprise attack on his camp, and Ramses had watched with 
a sinking heart as his own troops ran away, leaving their 
commander in chief to face death alone. 

It was 1274 BCE, and Ramses had learned weeks before 
that the Hittites were planning to invade the city of Kadesh, 
an impor-tant trading route near what is now modern Syria. 
He had quickly called up his army and set about to claim 
Kadesh for himself. After all, as a descendant of the gods, he 
was responsible for protecting his people. Ramses had spent 
years fighting the Hittites and other empires for control over 
the Near East, and the pharaoh was known far and wide for 
his many victories and his military prowess. But now, with 
the Hittites ready to pulverize him, things looked pretty 
hopeless, and he wondered if rushing to Kadesh had been a 
good idea after all. 

Feeling his courage falter, Ramses raised his head to the 
Sky and asked the gods if they were really going to just 
stand by and watch him get slaughtered: 


Father Ammon, where are you? 

Shall a sire forget his son? 

Is there anything without your knowledge | have 
done? 


From the judgments of your mouth when have | 
gone? 

Have | e’er transgressed your word? 
Disobeyed, or broke a vow? 

Is it right, who rules in Egypt, Egypt’s lord, 
Should e’er before the foreign peoples bow, 

Or own their rod? 


As he spoke, the pharaoh could feel the power of Ra, the 
sun god, and Baal, the thunder god, flow through him. 
Ramses knew one thing then—he could not let Kadesh fall to 
his enemies. He raised his spear in his left hand and his 
sword in his right, and, with a loud cry, drove his chariot 
Straight through the middle of the Hittites. The Hittite 
soldiers were stunned as they watched the mighty pharaoh 
transform into a god before their very eyes. They dropped 
their spears and bows and were dashed into pieces under 
the feet of his horses. 

Ramses returned home having single-handedly destroyed 
the Hittite army and claiming rightful ownership of Kadesh.2 
He had the story of his great victory carved onto his royal 
monuments and temples all over Egypt so his bravery could 
be properly immortalized.2 But temples did not exactly 
travel easily, and a// his subjects deserved to hear the tale, 
so he had a poem about the battle, called the Poem of 
Pentaur, written on thick papyrus. He then dispatched royal 
messengers to every town and village in the empire with a 
copy of the poem in order to spread the story of his courage 
and strength.4 





Relief of Ramses II at the Battle of Kadesh in the Great 
Temple of Abu Simbel in modern-day Egypt 


For hundreds of years afterward, historians believed that 
the battle between Ramses and the Hittites occurred more 
or less the way the poem described (without the whole 
transforming-into-a-god thing, of course, but including the 
Egyptian victory). It was the only record they had to go on. 
That is, until they discovered more than a hundred private 
letters Ramses Il and his Hittite counterpart, Hattusili III, 
sent each other after the pharaoh’s supposed victory.°® If we 
were to translate one of the letters Hattusili Ill wrote to 
Ramses about the battle into 2020 English, he basically 
asked: “Dude, why do you keep lying about what went down 
in Kadesh?” 

Here is what really happened. When Ramses II heard the 
Hittites were on the move, he left for Kadesh with twenty 


thousand soldiers. They were slow moving, and Ramses was 
anxious to get to the fight. On the way, the pharaoh’s 
soldiers captured two local tribesmen and brought them in 
front of Ramses. The tribesmen flattered and praised the 
young pharaoh and told him the Hittite army was still 
hundreds of miles away from Kadesh. They reassured him it 
would be an easy victory for him. Emboldened by the 
information, Ramses II broke off from the rest of his army 
and headed for Kadesh to take the city. He brought only a 
Small force with him for his protection—he thought he was 
in for the kind of easy victory that involves being the first 
one there and claiming it. Littke did he know, the men 
Ramses thought were tribesmen were actually Hittite spies 
who had purposefully gotten caught so they could feed him 
false intelligence. 

When Ramses and his small contingent arrived, they 
found that the Hittite army was already there, chariots and 
all. The Poem of Pentaur was right on one count—most of 
Ramses’s soldiers were not with him that day. But that was 
a result of his own overconfidence. The young pharaoh and 
his men probably would have been slaughtered if the 
Egyptian army had not swooped in and saved them at the 
last minute. Still, the Egyptians had to retreat without taking 
over Kadesh. Ramses II got out of the fight alive, but the 
battle was hardly a victory for the Egyptians, and there were 
huge casualties on both sides.* Later, Ramses and Hattusili 
Ill signed what is believed to be the world’s first peace 
treaty, even though the pharaoh continued to claim victory. 

Ramses'’s self-promoting fake news story is not all that 
out of the ordinary. Much of the ancient history we study 
today was written, or at least dictated, by the same people 
who were in power, so they controlled what got recorded 
and how their histories were told. But the ruler isn’t always 
the person with the power to spin the story. Centuries later, 
Roman Emperor Justinian found that out the hard way, or at 
least his ghost did. 


THE DEMONIC RULERS OF CONSTANTINOPLE 


Justinian may have been born into a peasant family in 482 
CE, but he sure was lucky with his extended family—his 
uncle Justin was the Eastern Roman emperor. Justin adopted 
Justinian and brought him to Constantinople (now called 
Istanbul) to receive an education in order to replace him 
someday. As his uncle aged, Justinian took on more and 
more responsibilities, until he was practically already 
running the empire, and he loved every moment of it. 
Justinian had a vision for the empire and was singularly 
focused on making it come true. That is, until he met 
Theodora in 522 CE. 

Theodora had lived on and off the streets before winding 
up working as a courtesan in a burlesque theater.’? Theodora 
was a relatively small woman with eyes that stopped 
Justinian in his tracks. She was about twenty years younger 
than him and beautiful. But there was something else he 
sensed about her—a natural intelligence and strong will that 
would make her a perfect partner for a future emperor. 
Justinian was smitten. As a courtesan, Theodora was from 
an entirely different social class (the lowest one, in fact), 
and legally, they were not allowed to marry. But there are 
perks to being in charge. Theodora became his mistress, 
and eventually Justinian changed the law so they could get 
married. 

In 527 CE, Justinian and Theodora became the Holy 
Roman emperor and empress. They ran the empire like true 
partners. Justinian’s goal as emperor was to restore the 
greatness of the Roman Empire by taking back the western 
part of it (including what would become Italy, England, 
France, Spain, and parts of Northern Africa), which had been 
lost to rival empires in previous years. That meant launching 
new wars. Lots and lots of wars. Theodora, on the other 
hand, thought they should focus on matters closer to home 
in the east. But she still supported Justinian through all his 


military campaigns. At the same time, Justinian worked to 
completely overhaul the empire’s legal system and created 
rights to protect women and children from crimes. He also 
became increasingly religious throughout his reign and was 
an active participant in theological discussions about the 
future of Christianity. Justinian worked so hard that he came 
to be known as “the emperor who never sleeps.” 

But Justinian and Theodora’s rule was not exactly a 
Smooth ride. For starters, the aristocracy constantly 
whispered, quietly and not so quietly, about Theodora. Most 
people did not believe someone of her low-born class 
deserved to be an empress. They also thought that she was 
too outspoken for a woman. There were a couple of 
attempts by Justinian’s rivals to take his throne from him, 
and violent riots in 532 CE burned down _ half of 
Constantinople and led to tens of thousands of deaths. In 
541 CE, Justinian contracted the plague when the disease 
swept through the empire. He survived, but the pandemic 
killed a quarter of the population. Okay, so his reign was not 
smooth at all. 

So much happened during Justinian’s rule that he 
appointed the scholar Procopius of Caesarea to be the court 
historian and document it all. Procopius wrote eight books 
about the Roman Empire and Justinian’s wars in Africa, 
Persia, and Italy. Procopius often traveled with the Roman 
military to give firsthand accounts of the battles and to 
write about military leaders, kind of like the war 
correspondents who report news from the front lines on the 
news today. In one of his earlier books, Procopius wrote 
admiringly of Theodora when she gave an impassioned 
speech to buck up Justinian’s courage during the violent 
riots of 532 CE. Justinian wanted to flee Constantinople, but 
Theodora convinced him to stay and defend his rule, which 
he ended up doing successfully. 

But several years after Justinian died, Procopius wrote a 
different kind of book. It was a lengthy treatise called The 


Secret History. This book painted a very different picture of 
Justinian and Theodora from any of his other histories. In 
fact, it reads a lot like a tabloid magazine. His view of 
Justinian was mixed. On the one hand, Procopius said he 
had a “tranquil” manner and that he was approachable, 
willing to have long conversations with anyone from any 
class. On the other hand, Procopius said that Justinian and 
Theodora had secretly plotted to ruin the empire. Sections 
of Procopius’s treatise include such subheadings as “How 
Justinian Killed a Trillion People” and “Proving That Justinian 
and Theodora Were Actually Fiends in Human Form.” In one 
part, Procopius said that Justinian was literally half demon: 


It is said that Justinian’s own mother told some of 
her close friends that he was not the son of her 
husband Sabbatius or of any man at all. For when 
she was about to conceive she was visited by a 
demon, who was invisible but gave her a distinct 
impression that he was really there with her like a 
man in bodily contact with a woman. Then he 
vanished like a dream. 


Some of those who were in the Emperor’s company 
late at night, conversing with him (evidently in the 
Palace)—men of the highest possible character— 
thought that they saw a strange demonic form in his 
place. One of them declared that he more than once 
rose suddenly from the imperial throne and walked 
round and round the room; for he was not in the 
habit of remaining seated for long. And Justinian’s 
head would momentarily disappear, while the rest of 
his body seemed to continue making these long 
circults,1° 


Now that would be a trick, right? Procopius continued, 
saying that Justinian had contained so much supernatural 


evil that he had caused plagues, earthquakes, and other 
natural disasters wherever he went. 

As for Theodora, Procopius did not hold back, taking the 
Same approach trolls on the internet today often take 
against their female targets. He went after her morality and 
her looks, claiming she’d slept with everyone in and out of 
the royal court and had had one of her many lovers killed to 
hide their affair. If anyone did anything to upset her, 
Procopius said, Theodora would make up fake charges 
against them, handpick a jury to make sure they were 
condemned, and then confiscate their property for herself. 

There is a saying that “history is written by the victors.” 
(The quote is attributed to many different people, from 
former British prime minister Winston Churchill to author 
George Orwell. Although that too is fake news. No one really 
knows who said it.) But these two cases show that is not 
really true. 

For Ramses Il, history was written by the loser of the 
battle who happened to be the ruler at the time. Is it any 
wonder that he wanted to make himself look good by 
embellishing or flat-out lying about his success? When we 
look at information, it is important to think about whether 
there is motivation behind it. For example, Ramses did not 
only lie about how the battle turned out. He also lied about 
how he won—with the power of the gods. A pharaoh’s rule 
was Safest when his people believed he had the support of 
the gods, so it was in his best interest to convince his 
people that the gods were at his beck and call, ready to 
transfer their power to him when he needed it. 

In the case of Justinian, at the end of the day the emperor 
was not the one telling the story of his rule. It was the 
historian who had the power. He was able to tarnish 
Justinian’s reputation with fake news after Justinian was not 
around anymore to correct the record. Procopius’s books are 
still the most comprehensive source of _ information 
historians have about the wars and Justinian’s rule. But 


Since his accounts of the time vary so wildly across his 
books, it is difficult for historians to figure out what really 
happened.!! Some historians believe that Procopius wrote 
The Secret History to distance himself from the former 
emperor because the new emperor did not care for 
Justinian. Others think that he never intended to publish it— 
that it was a private rage diary, if you will. If we read his 
book knowing that he wrote it to try to minimize his 
connection to Justinian, we would probably assume not 
much in it is accurate. But if Procopius wrote it for himself 
without any other agenda, it starts to seem more credible. 

History might not always be written by the victors, but 
the quote’s larger point holds, no matter who actually said 
it. That is, we should always think about who is writing what 
and why. Fake news, at least, is usually written by people 
who have a motivation for doing so. 





THE TALKING FAKE NEWS STATUES OF ROME. In 


Rome in the 1500s anonymous written 
messages started being posted on an ancient 
Roman statue. The messages included poems, 
stories, and true and fake criticisms of the 
monarchy, the aristocracy, and the Catholic 
Church.?2 It was like an early form of a 
neighborhood bulletin board or a WhatsApp 
message group. Locals started calling the 
statue Pasquino after a man by the same name 
who some historians believe worked as a tailor 
at the Vatican. He would pick up the latest 
gossip and information about Catholic Church 
leaders and royals, and then return home to tell 
his friends and neighbors about it. The statue 
named after him became a similar source of 
information, except with handwritten 
anonymous messages. Romans started the 


tradition of collecting the best messages and 
compiling them into a book. Over the years, 
messages started appearing on other statues 
throughout Rome. It is a tradition that 
continues to this day. 





The Pasquino statue in Rome 





THE PRINTING PRESS 


The ability to pass along fake news back in the day of 
Ramses II and Emperor Justinian was limited because 
people had few ways to send or _s receive 
communication. Most people then could not read or 
write. Stories and information, whether they were 
true or false, depended on individuals spreading 
them by word of mouth. News was often passed 
along by traders traveling between towns. But 
without widespread written communication and 
transportation options, there were serious 
geographical limitations to sharing things. 


Few inventions changed the world like the invention 
of the printing press.}3 As cities grew and universities 
were established over the centuries, there was such 
a big demand for access to books that the natural 
solution was a machine that could mass produce 
them. It led to the birth of journalism, to economic 
growth, and to a boom in literacy rates, education, 
and, yes—fake news.!4 


Before the printing press, each book was handwritten 
and usually ornately illustrated, making every page 
one of a kind. Some books, like the Bible, could take 
a monk over a year to copy by hand, and there was 
no guarantee that they would do it without making 
mistakes or changing up the language just for fun. 
More and more monasteries and workshops were 


established throughout the Middle Ages to keep up 
with the demand for books and make them more 
affordable. But as a result of the labor that went into 
copying them, books were often still too expensive 
for the lower socioeconomic classes.15 


A goldsmith named Johannes Gutenberg always gets 
the credit for inventing the printing press, but the 
first versions actually started to appear in China. The 
first known printed book was The Diamond Sutra, a 
Buddhist text, in 868 CE. These first presses invented 
in China required the printers to carve the letters of 
each page out before applying ink and pressing the 
paper onto it. It was okay if you wanted to print 
thousands of copies of a single page, but it was much 
harder and more time-consuming if you had multiple 
pages or different books. 


It was not until approximately 1450 that Gutenberg’s 
printing presses started cropping up in Europe. 
Gutenberg’s press was the first in Europe to use what 
is called movable type: metal molds of each 
individual letter in the alphabet. Someone had to lay 
out every single letter in every single word by hand, 
but unlike the original printing presses, you could 
change the letters around. The printer would then 
press ink onto the letters. The Gutenberg press was a 
screw press in which the user set the sheet of paper 
on a thin board over the type and then lowered the 
sheet down until it pressed against the inked letters. 
Once they had a page set up, printers could make as 
many copies as they wanted until they ran out of 
paper and ink. It definitely beat waiting for monks to 
write down each line. 


The printing press allowed people to produce books, 
pamphlets, and other printed materials in mass 


quantities, and all in one standard format. The very 
first book Gutenberg printed was the Bible in 1452. 
He printed 180 copies, and each one had 1,300 
pages. In just fifty years after the Gutenberg printing 
press was invented, there were over a thousand 
presses in Europe and about five hundred thousand 
printed books.!¢ (With the impact Gutenberg’s press 
had on the world, it hardly seems fair that he died 
just a few years after inventing it, completely broke.) 
Some historians estimate that before the printing 
press, fewer than 25 percent of adults in Europe 
could read, but by the mid-1600s that rate had 
doubled, as more people had access to literature. 


Before the printing press, the monarchy, the wealthy, 
and the church largely controlled what information 
people had and what was made public knowledge. 
(Spoiler alert: They were big fans of censorship.) But 
the printing press changed all that. It was like 
opening a floodgate, allowing new thoughts, ideas, 
and information to pour out to anyone, anywhere. 
With the invention of the printing press, reading and 
information became much more open to the common 
people, and that gave many people something they 
had never had before—a voice. And, as it turned out, 
people had a lot to say. 


CHAPTER 3 


FAKE NEWS AND THE 
FRENCH MONARCHY 


In 1610, King Henry IV of France was assassinated. His son, 
Louis XIll, was only nine years old at the time, so his mom, 
Marie de Médicis, became the regent of France. Her job was 
to run the country until the young king was ready to rule. 
But, over the years, Marie came to like having so much 
power, and when Louis XIII was old enough to take his place 
on the throne, she refused to step down. 

To justify her decision to the people of France, Marie 
decided she needed to spread some fake news. So she 
started the rumor her son was “simple” and “too feeble” to 
rule.t The problem was, Marie was easily manipulated by 
the people around her, including her longtime friend’s 
husband, Concino Concini, who Marie made her chief 
adviser. The French nobles, whose support Marie needed to 
keep her job, hated Concini, and they staged a revolt to 
protest Marie’s regency. In 1617, when Louis was just 
sixteen years old, he gathered his supporters, exiled his 
mother to a chateau in the middle of nowhere in France, had 
Concini killed, and took his rightful place on the throne. 





An oil painting of Marie de Médicis with her son Louis 
XIll, painted by Charles Martin in 1603 


The chateau was not exactly a prison, but Marie itched to 
return to the excitement of court life in Paris, and more 
importantly, to get her position as regent back. After two 
years of isolation in the chateau, Marie staged a daring 
escape by climbing down a ladder and hiding out in a 
fortress in western France. From there, she launched a war 
of words against her son, printing pamphlets to convince 
people that Louis was immature and weak, and that France 
would be better under her rule. 





PRINTED BOOKS WERE STILL QUITE EXPENSIVE 
TO PRINT AND TO BUY, SO PRINTED PAMPHLETS 
BECAME POPULAR. Pamphlets were printed on 
both sides of a single piece of large paper and 
then folded several times, making them 
anywhere from three to sixteen pages long, and 
sometimes longer. Thousands could be printed 
and circulated in just a few days. 2 They were 
also relatively cheap to print, making them a 
good way to spread information to the masses. 
This also meant that people could spread and 
amplify fake news to a degree they had never 
been able to before. People printed everything 
on pamphlets: opinions, criticisms, Conspiracy 
theories, rumors, and wild stories and 
exaggerations. It was kind of like when blogs 
were really popular in the early 2000s— 
everyone had one and the internet was full of 
people’s opinions and thoughts. Monarchies 
often used pamphlets to spread information 
about new laws and royal decrees. Thousands of 
pamphlets were printed each year. People went 
from having rulers restrict information to being 
absolutely inundated with it, even outside the 


major cities. ? The problem was that people had 
no way to verify what was being circulated. 





Marie’s pamphlets did not always criticize her son directly. 
Often she went after him by targeting his best friend and 
main adviser, the Duke of Luynes. The duke was greedy, her 
pamphlets claimed, and he had brainwashed Louis into 
letting him run the country into ruin. Her pamphlets blamed 
the duke for everything going wrong in France, even after he 
was killed in a military campaign against the Protestants in 
1621. Marie said Luynes was the reason she had been exiled 
and that he was keeping her—a devoted and loving mother 
—from her son. Her pamphlets made a compelling case, 
because the nobility of the French court were very jealous of 
anyone who had the king’s attention. When the king started 
to show a preference for one person, the court instantly 
rushed to hate them. 

Another part of Marie’s strategy in her war of words 
against her son was that she had many of her letters to 
important nobles printed into pamphlets and distributed to 
the public. In them, Marie made her case for why she would 
be a better ruler. More importantly, she tugged on the 
readers’ heartstrings by claiming she was the victim of her 
son’s cruelty. Printing what was supposed to be private 
correspondence between France’s most important people 
made readers believe her words even more. When Marie 
was able to start rallying troops and supporters to her side, 
she published yet more pamphlets saying it was simply her 
duty to protect her beloved country from evil forces. 
(Translation: This giant army I’m amassing to take power? 
Nothing to see here!) 

Louis, understandably, hated Marie’s pamphlets. He wrote 
to her saying so in a letter in 1619: “You could tell me what 
you think in a private interview without publishing it for the 
whole kingdom to read.”4 But he also had no intention of 


letting Marie near his court, so he responded with his own 
pamphlets. In fact, Louis published more than double the 
number of pamphlets Marie had—the equivalent of shouting 
over someone else to drown out their words. He took the 
tried-and-true approach used for many years before him of 
painting any powerful woman as both dangerous and 
incompetent.> His pamphlets called Marie an_ irrational, 
confused woman who was being manipulated by her selfish 
advisers, who preyed on her own mental weakness. He said 
She had abandoned her role as mother to pursue her selfish 
interests and asked, in his pamphlets, how she could be so 
cruel as to try to fight him. Louis also used the pamphlets to 
create an image of himself as a young and noble warrior 
king fighting for his God-given right to rule. Talk about 
family drama. 

In all, Marie and Louis had about 3,300 pamphlets printed 
between the two of them during what is sometimes called 
“the war between mother and son.” It was a massive 
number when you consider that the general population 
mostly still could not read. In the end, Louis XIll’s 
pamphlets were more persuasive, and Marie’s supporters 
started switching sides. When their armies met on the 
battlefield in 1620, Marie lost. She eventually gave up her 
attempts to become regent and went back to live at the 
court in Paris. 

The pamphlet wars between Marie and Louis XIII show us 
that fake news is most effective when it is written with 
certain audiences in mind. People are more likely to accept 
information that they already agree with. Louis’s arguments 
were successful because they reinforced what many nobles 
already thought of Marie. The French court had always been 
suspicious of foreigners, and Marie was originally from Italy, 
so it was not difficult to paint her as an inappropriately 
power-hungry foreigner. His pamphlets also played to the 
gender stereotypes of the time—women as emotional, 


feeble creatures, and men as warriors. It was a winning 
message with the nobles, who were mostly men.’ 


THE OTHER MARIE 


Marie Antoinette married the heir to the French throne, 
Louis-Auguste, in 1770 when she was just fourteen years 
old. She was the youngest daughter of Empress Maria 
Theresa of Austria and the Holy Roman emperor, Francis |, 
and her marriage was meant to cement the alliance 
between France and Austria. Louis-Auguste, who was fifteen 
years old at the time, was not exactly the knight in shining 
armor Marie had hoped for. He was awkward and quiet. He 
was also obsessed with hunting, an activity Marie Antoinette 
hated, and was terrible at dancing, which Marie Antoinette 
loved. Louis-Auguste was not supposed to be the heir to the 
throne, but his older brother, who was more that knight-in- 
shining-armor type Marie Antoinette had imagined, had 
died. Still, he seemed nice enough to Marie Antoinette, and 
that was often the most a female noble could hope for when 
her parents picked out her future husband for her, sight 
unseen. 

Court life overwhelmed Marie Antoinette. She did not 
speak or write French very well, and her family back home 
expected her to act as a sort of ambassador for Austria in 
France. It put her in an awkward position, because any time 
she mentioned her home country, the French royal court 
criticized her as being some kind of spy. The court at the 
palace of Versailles, just west of Paris, hated outsiders, and 
they were immediately suspicious of Marie Antoinette. Many 
nobles had been against forming an alliance with Austria to 
begin with. After all, France had gotten dragged into and 
ultimately lost an expensive seven-year-long war (1756- 
1763) against the Prussians and the British thanks to that 
alliance. The court was also much more rigid and had more 
rules and customs than Marie Antoinette was used to— 


dictating how she did her hair, what she wore, and how she 
ate—and the court whispered about her every time she got 
something wrong.® But it was not only the scrutiny of the 
French court she had to deal with. 

By the time Marie Antoinette arrived, small pamphlets or 
books called /ibe//les had flourished in France for more than 
a century. You can probably get the gist of what these were 
by the English translation of the word: offensive works.° 
Libelles mostly attacked public figures and other prominent 
individuals, but they especially went after the French 
monarchy and the aristocracy. Libe//es were often written as 
short stories, essays, cartoons, or plays. They were also a 
popular source of fake news, and by the late 1700s, the 
cities of France were awash with them. As someone seen as 
an outsider, Marie Antoinette quickly became a target for 
the /ibelles.1° 

The monarchies of Europe did not care for the surge in 
complaints through the /ibe/les, especially not from the 
common people, and passed laws throughout the continent 
to ban the printing of any criticism against them—whether 
or not the criticism was true. In France, they required press 
owners to get licenses from the government before printing 
anything, which meant they could deny or revoke licenses 
for anyone seen as unsupportive of the monarchy. They also 
jailed and executed people who printed things illegally. With 
the restrictions on printing in France, most /ibe//les were 
written outside the country and then smuggled _ into 
France.?! 

Before Marie Antoinette had left for France, her mother 
had given her these last words of advice: “Do so much good 
to the French people that they can say that | have sent them 
an angel.” Between the court and the /ibelles, Marie 
Antoinette felt like she was failing from the start. 
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An engraving from The Libertine and Scandalous 
Private Life of Marie-Antoinette of Austria, Queen of 
France, published in 1793 by Charles-Joseph Mayer 


Marie and Louis-Auguste were just eighteen and nineteen 
years old in 1774 when Louis-Auguste’s grandfather, Louis 
XV, died suddenly and they became queen and king of 
France. The only way for a ruler to secure his place on the 
French throne was to provide a male heir as soon as 
possible to make sure that the family line would continue. 
But for eight long years, Marie Antoinette and Louis-Auguste 
remained childless. The /ibel//es were full of theories about 
why. Some said it was because Louis-Auguste was impotent. 
One asked, “Can the king do it? Can’t the king do it?”!2 
Others claimed that Marie Antoinette was not sleeping with 
Louis-Auguste because she was too busy having multiple 
affairs with other people, including with her own brother-in- 
law. Other //be/les said that she was secretly gay and 
wanted nothing to do with Louis-Auguste. Many of the 
libelles included pornographic illustrations of Marie 
Antoinette’s supposed affairs and group orgies.?2 

The truth was, Marie Antoinette desperately wanted 
children. Her mother wrote to her regularly telling her that 
she was putting herself in danger the longer she was not 
pregnant. The actual problem was ... well, Marie Antoinette 
and Louis-Auguste did not really know what they were doing 
in the child-making department. After a few years, Marie 
Antoinette’s brother came to France to investigate why 
there was no heir yet. After talking separately to Marie 
Antoinette and Louis-Auguste, he wrote back to Maria 
Theresa that the problem was that they were “a couple of 
complete blunderers.”!4 Marie Antoinette eventually had 
four children, but when one of them died of tuberculosis, a 
libelles series called the Essays accused her of having 
poisoned him.?5 


Under so much pressure, Marie Antoinette turned to the 
two things she loved the most: fashion and gambling. She 
wore expensive feathers in her hair, and massive wigs 
sometimes as tall as three feet. She had a dressmaker come 
to Versailles twice a week to design new and expensive 
dresses for her. What she did not fully understand at the 
time was that she had become queen of a country that was 
on the brink of a financial crisis. 

The former king, Louis-Auguste’s father, had spent all of 
France’s money on fighting alongside Austria for seven 
years and on paying for his extravagant lifestyle at 
Versailles. And the new king and queen were not good with 
money either. Louis-Auguste took the throne when the 
American Revolution was underway, and he believed in the 
American quest for independence from the British. Despite 
his country’s debt, he sent the Americans money, troops, 
and aid for years, and he paid for it by taxing the peasants 
(the aristocracy were exempt from having to pay taxes) and 
going into more debt. 

Then, even though they had the palace at Versailles, 
Louis-Auguste had an opulent chateau built for his wife so 
she would have a private place of her own. The //belles 
started blaming Marie Antoinette for all the country’s 
financial troubles. They called her Madame Déficit, claiming 
that she had single-handedly bankrupted France and that 
she was everything wrong with the monarchy. They also said 
She was sending millions of assignat, France’s currency 
then, to her family in Austria.1° When the cost of flour and 
bread skyrocketed in France, the /ibe//les blamed it on Marie 
Antoinette’s lavish spending, which led to violent riots in 
Paris’s streets. 

It was reported that when Marie Antoinette heard that the 
people of Paris could not afford bread, she simply shrugged 
and then joked, “Let them eat cake!” (“Qu’i/ls mangent de la 
brioche!”) But that too was fake news. 


It was almost as though her mom, Maria Theresa, could 
see the writing on the wall. She wrote often to Marie 
Antoinette to try to persuade her to scale back her 
spending, citing the public unrest it was causing in Paris. 

Marie could not understand why the //be//es targeted her 
so much. Sure, she loved expensive things, but she also 
sent a lot of money to charities and genuinely cared about 
helping the poor, especially children. She was known to 
make her carriage driver stop to assist people who needed 
help along the road, and to send money to families when 
she heard they had experienced an illness or a death. But in 
Paris and all across France, her charitable acts were simply 
not enough. 

Taxes and bad weather ruined farms all over the country, 
leading to bread prices that got so high in 1788 that the 
poor could no longer afford to eat. In a time known as the 
Great Fear, a new rumor spread all throughout France that 
the lack of food was a plot by the monarchy to starve the 
population. The people had had enough. Peasants and 
townspeople around the country rose up against the 
aristocracy. By 1789, a full-on revolution had begun in 
France. Rioters overran the Bastille, an important storage 
site for the monarchy’s weapons.?’ The people were sick of 
living in poverty without getting a say in the government. 
That meant they needed to end the absolute rule of the 
monarchy and the control of the aristocracy over their lives. 

The royal family realized they were in danger and tried to 
escape, but they were caught and arrested, including the 
children. Louis-Auguste was charged with treason and 
beheaded in 1793. Marie Antoinette was put on trial and 
ultimately executed nine months after her husband. 
Demonstrating just how much fake news had influenced 
Marie Antoinette’s reputation, many of the things she was 
charged with, like infidelity, were the claims made in the 
libelles. 


Libelles did not create the French Revolution, but they 
certainly stoked the flame of anger against the monarchy. 
Where did all the ideas for these fake stories come from? A 
lot of the stories were simply gossip. People who wrote for 
libelles would often hang around public places in Paris or 
coffeehouses in London to listen for juicy conversations they 
could write about. But most of the stories were just made 
up.+8 

One of the key reasons the //be//es were so effective was 
that the monarchy did not tell the French public much about 
the royal family or the court. Reporters were not allowed at 
Versailles, and the government did not believe it needed to 
be transparent with the common people. There was so little 
information about the monarchy that /ibel/es filled that 
Space, and people believed them because: What else did 
they have to compare it to? Like a lot of the fake news we 
encounter today, these /ibelles often promised to tell the 
reader the real truth—to give the inside scoop on what was 
happening at Versailles that they could not get anywhere 
else. 

The common people already disliked the excess wealth of 
the monarchy. And who could blame them? The attacks on 
Marie Antoinette in the /ibe/ies gave people an explanation 
for their poverty and a focus for their anger—a corrupt 
French monarchy. Even today, fake news is often not meant 
to change our minds completely. Instead, it simply tries to 
make us even more set in our views by telling us exactly 
what we want to hear. 





ANOTHER POPULAR VEHICLE FOR FAKE NEWS IN 


FRANCE WAS A NEWS SHEET CALLED A CANARD. 
Canard is the French word for “duck,” but it 
also came to mean “an unfounded rumor or 
story.” Canards made up sensational stories: 
One famously reported in 1780 that a monster— 


imaginary, of course—had been found and 
captured in Chile.19 


THE FIRST NEWSPAPERS 


Less than a hundred years after the printing press 
came to Europe, people began writing reports about 
one-time events. They were called “news books.” 
Can you guess what “news books” became? That’s 
right. Newspapers. The first actual newspapers that 
were printed regularly were created in 1605 in 
Europe. Newspapers were different from other 
printed materials, like pamphlets, in that they were 
published regularly. Soon after newspapers were 
created, they started cropping up in all major cities 
in Europe and in the American colonies. 


Fake news hit America before the country even 
gained independence from Britain in 1776. The first 
newspaper, Publick Occurrences, was published in 
the American colonies in 1690, but it was shut down 
after only one edition when it claimed the king of 
France was sleeping with his daughter-in-law. 
Surprisingly, it was actually agents of the British 
monarchy who killed the paper. Britain and France 
might have been on-and-off-again enemies 
throughout history, but they believed that criticism 
from the common people against any monarchy 
threatened the order of the whole world.° 


By 1775, at least thirty-seven different newspapers 
were being published in the colonies.21 But they were 
still quite different from the hefty newspapers we are 


used to today. Politicians and public figures owned 
most of them, which meant they were basically full of 
partisan attacks against opposing political parties 
and rivals, rather than actual news reports. And since 
paper was still expensive, until the nineteenth 
century newspapers were also short and mostly read 
by the wealthy elite, who had the money to buy 
them. In America before the 1830s, a paper cost 
around six cents—about ten percent of the average 
person’s paycheck—which meant that the working 
class could not afford them.22 They were also kind of 
boring for anyone not involved in_ politics, with 
articles written by people trying to show how smart 
and witty they were, rather than to make them easily 
understandable and interesting to a wide range of 
readers. 


The people considered to be the founders of the 
United States had a love-hate relationship with fake 
news. On the one hand, they knew the importance of 
keeping public opinion on their side no matter what 
as they built their new country, and they found fake 
news a handy way to do so. At the same time, many 
of the founders found it very annoying when anyone 
else used fake news against them or the eventual 
American government, even as they ensured the 
freedom of speech and the press by including them 
as rights in the First Amendment to the Constitution. 


The primary architect of the Constitution, James 
Madison, once wrote that “public opinion § sets 
bounds to every government, and is the _ real 
sovereign in every free one.” So the founders took a 
page from the Europeans and waged their own 
pamphlet and newspaper wars to fight against their 
enemies—mostly the British and one another. 


CHAPTER 4 


FAKE NEWS AND AMERICA’S 
FOUNDERS 


In 1777, Benjamin Franklin was working on a very special 
project. He had only just arrived in France as the 
ambassador from the American’ colonies, but he 
immediately put together a printing press he could run 
himself in Paris. 

Franklin got a thrill out of putting the press together and 
finding different fonts to use. As a hobby inventor, he loved 
learning how things worked and pulling apart pieces to re- 
form them into something different, like turning a key anda 
kite into a lightning rod. But the most exciting part of the 
press for Franklin was knowing just how powerful his words 
could be in changing public opinion on the topics that he 
cared about most, which was exactly what he intended to 
do to help the war effort from France. 

By then, the American Revolution had been raging for 
twelve months, and Franklin was focused on keeping France 
as an ally in the war against the British. But there was 
another big problem. The thirteen colonies that would 
become the United States were exhausted and morale was 
low. They needed more troops if they were ever going to 
have a chance at gaining independence. Franklin was 
certain that with his press, he could do more than just print 
official government documents, like he was supposed to as 
ambassador. He could help turn the tide of the war.! 

This was not Franklin’s first foray into the world of 
newspaper publishing. In fact, he had made a fortune as the 
publisher of the Pennsylvania Gazette newspaper out of 


Philadelphia. There he had learned that a _ well-placed 
political cartoon, like his most famous—a snake cut into 
pieces to represent the colonies under the ominous heading 
JOIN, OR DIE—or, yes, even a fake news story, could have a big 
impact. 





Political cartoon published by Benjamin Franklin in the 
Pennsylvania Gazette, May 9, 1754 


Printing presses had been critical for people like Franklin, 
George Washington, and Alexander Hamilton in building 
Support and sustaining momentum for the revolution in the 
first place, so it is no wonder Franklin turned to them again 
in Paris. By 1782, Franklin believed he was very near to 
convincing the British to sign a peace treaty with the 
colonies. He could feel an independent America just within 
reach, but he needed to do something to tip the scales so 
that Britain would finally give up. So he turned to fake 
news.3 Franklin’s press was fully functioning by then, and 


with it he printed a paper styled as a supplement to the 
very real Boston Independent Chronicle, using the same 
design and font. He worked hard to make it look like a real 
newspaper page. 


BRITAIN KNEW HOW POWERFUL THE PRINTED 
WORD COULD BE AND TRIED TO QUASH IT IN 
1765 BY PASSING THE STAMP ACT. The act taxed 
printers for each page they printed and still 
more for every advertisement they published. 


Any paper or book printed in a foreign language 
was taxed even more. Even a person who 
wanted to become a printer’s apprentice had to 
pay a tax. The British taxed the printers so 
much that some were forced to shut down, 
which was the whole point. 4 





Each edition of a newspaper had a number printed on it, 
so Franklin made sure to print the corresponding number on 
his fake supplement. His paper was one big page, with one 
article on each side and advertisements and notices 
scattered throughout, such as a notice about a missing 
horse in Salem, Massachusetts. He also wrote the articles 
under pseudonyms so they looked like they were written by 
real journalists, and so no one could trace them back to him. 
When his paper was ready, he sent it to his friends in the 
colonies and in England so that it would arrive around the 
same time the Boston Independent Chronicle would be 
published. He hoped his friends would get his articles 
published in other newspapers, too. If he could turn British 
public opinion against the war on the colonies, Franklin 
thought, America might just have a chance. 

Franklin knew from past experience that shocking stories 
of violence grabbed the public’s attention the most, so most 


of his articles tapped into the deep-seated racism of the era. 
One of his first articles was about the British and Native 
American tribes working together. Some tribes did actually 
work with the British, because they wanted to stop the 
colonists from taking their land, but many tribes stayed 
neutral, and some even joined the side of the colonists. 
Franklin, though, made up stories about tribes committing 
attacks against colonists. According to one article, American 
troops had found packages of money and goods bound for 
the king. Among the bags were found the scalps of 
hundreds of men, women, and children murdered by the 
Seneca tribe and a letter addressed to the king offering the 
scalps as a token of loyalty and friendship. To make it 
convincing, he printed a fake letter, claiming to be from a 
New England militia officer to his commanding officer, 
reporting on the supposed scalping, saying that King George 
had hired the Seneca tribe to attack people, and warning 
about the importance of an independent America. He 
included graphic details and listed all the people who had 
been killed. The letter also included the transcript of a 
speech a Native American chief supposedly gave upon 
sending the scalps to “the great King, that he may regard 
them and be refreshed; and that he may see our 
faithfulness in destroying his Enemies.” 

Franklin sent the supplement to his friends, including 
future president John Adams, hinting in a letter he attached 
that the stories were not real. Soon enough, several colonial 
newspapers and British papers reprinted his made-up story. 
It didn’t stop there. His fake news story was also published 
years later in at least twenty-seven newspapers before the 
next war between the United States and Great Britain, the 
War of 1812.5 


PRESIDENTIAL FAKE NEWS BATTLES 


The founders did not just use fake news during wartime. 
They also used it to fight their political battles. Thomas 
Jefferson was desperate to become president after the 
American Revolution, but there was a long line of other men 
who wanted the same thing. They were all eagerly awaiting 
the day George Washington would decide to step down. 
Then Jefferson had an idea that he thought might help him 
Skip to the front of that line. When he was still the secretary 
of state, he secretly hired a newspaper editor, Philip 
Freneau, to set up a newspaper called the National Gazette. 
Although Jefferson officially gave Freneau a job at the State 
Department, which is where Freneau got his paycheck, he 
really worked for Jefferson’s newspaper. Jefferson never 
wrote for the paper himself, at least not under his own 
name. But he did not have to, since Freneau published 
whatever Jefferson wanted. Jefferson used the National 
Gazette to attack then-president George Washington by 
calling him America’s new tyrant king. Jefferson also went 
after the man he saw as his main competition for the job of 
president: Alexander Hamilton, who was the secretary of the 
treasury. Jefferson worked with James Madison to get 
Subscribers for the newspaper, and Madison even wrote 
articles for it, both under pen names and his own.® One 
article published in the National Gazette had the headline 
THE FUNERAL OF GEORGE WASHINGTON AND JAMES WILSON with an 
illustration of an emperor-like Washington being put on a 
guillotine.’ 

The other thing Jefferson used the paper for was to 
promote the Democratic-Republican Party he had founded, 
and, of course, himself as the next natural leader. Jefferson 
gave Freneau secret intelligence to publish about issues he 
was working on as secretary of state to help build public 
support for his positions and his work. Jefferson also saw an 
opportunity to get the public on board with his becoming 
president by using the National Gazette to promote the fact 
that he had written the Declaration of Independence. It was 


not exactly a lie: Jefferson had taken the lead in writing the 
document. But he had written it as part of a group of men 
who had worked together. Jefferson’s claim of sole 
authorship rubbed many of the founders the wrong way, 
especially John Adams, who had been part of the original 
group. “Jefferson ran away with all the stage effect ... all the 
glory of it,” Adams complained years later. But Adams got a 
bit of payback—when Washington finally stepped down, it 
was Adams, not Jefferson, who became president in 1797. 

For his part, Hamilton saw right through the National 
Gazette and Jefferson’s ties to it. He wrote an essay in 1792 
calling out Freneau and, by extension, Jefferson. As a fan of 
the musical Hamilton, | like to read this quote as a rap: 


[Freneau] ts the faithful and devoted servant of the 
head of a party, from whose hand he receives the 
boon. The whole complexion of his paper is an exact 
copy of the politics of his employer foreign and 
domestic, and exhibits a decisive internal evidence 
of the influence of that patronage under which he 
acts.... 


... ls it possible that Mr. Jefferson, the head of a 
principal department of the Government can be the 
Patron of a Paper, the evident object of which is to 
decry the Government and its measures? 8 


In other words: Why is a government official trying to 
destroy the very government he works for with fake news? It 
was a good question. Maybe Hamilton saw _ through 
Jefferson’s fake newspaper so easily because of his own 
closely held secret—Hamilton was paying a_ different 
newspaper to print what he wanted, too! 

Jefferson became John Adams’s vice president, even 
though the two were from different political parties. (That’s 
how it worked back then: The runner-up became the 


winner’s VP.) But Jefferson still had not given up his goal of 
becoming president, nor was he done using fake news to 
help him get the job. Jefferson ran against John Adams 
during the presidential election of 1800. They both relied 
heavily on fake news to go after each other in what was one 
of the most malicious political campaigns in American 
history. Adams said Jefferson was an atheist and a coward. 
Newspapers run by Adams’s political party, the Federalists, 
claimed Jefferson was soft on crime. If he became president, 
they warned, “Murder, robbery, rape, adultery, and incest 
will be openly taught and practiced, the air will be rent with 
the cries of the distressed, the soil will be soaked with blood 
and the nation black with crimes.”?° 

Jefferson fired back with his own personal attacks.!! He 
used toxic gender stereotypes of the era to claim Adams 
was not man enough to lead and claimed that Adams was 
neither male nor female. Repeating his past strategy 
against George Washington, Jefferson also depicted John 
Adams as a wannabe American king and tyrant. His 
Supporters spread a story that Adams planned to arrange 
for one of his sons to marry a daughter of King George Ill, a 
deal that would have essentially put America back under 
British rule if George Washington had not stopped Adams 
just in time. Jefferson also hired a journalist, James 
Callender, to get his fake news out for him so he did not 
have to get his own hands dirty. Jefferson’s efforts worked— 
he won the presidency and booted Adams out of the White 
House. As a result of the contentious race, Jefferson and 
Adams, who had actually been close friends up until this 
point, did not speak for twelve years after the election. 2 





JEFFERSON ALSO USED JAMES CALLENDER TO 

BREAK THE NEWS THAT ALEXANDER HAMILTON 
HAD HAD AN AFFAIR WITH MARIA REYNOLDS, A 
MARRIED WOMAN. ?? IN 1800, CALLENDER WAS 


SENTENCED TO NINE MONTHS IN JAIL FOR 
PRINTING “FALSE, SCANDALOUS, AND 
MALICIOUS WRITING” AGAINST THEN- 
PRESIDENT ADAMS. From fail, Callender 
continued to write articles supporting Jefferson 
for president. In return for what he thought was 
quite loyal service, Callender asked Jefferson for 
a paid government job when he was released 
from jail.1¢ When Jefferson refused, Callender 
published a series of articles on Jefferson’s 
biggest secret—he had children with Sally 
Hemings, a black woman he kept as a slave. 





With how ferociously the founders used fake news and 
how fiercely they defended the right to free speech and a 
free press, it is perhaps a bit ironic that they complained a 
lot about newspapers. As president, John Adams signed a 
series of laws in 1798 called the Alien and Sedition Acts, 
which allowed the government to fine or imprison people 
who had any part in “false, scandalous, and malicious 
writing” about the government. The laws expired at the end 
of Adams’s presidency, but in those three years alone, 
federal courts prosecuted at least twenty-six people who 
were publicly critical of the Adams administration.15 The 
laws were highly unpopular with the public, however. Most 
historians agree it was one of the major reasons Adams lost 
his reelection campaign. 

Jefferson, too, though a firm believer in the free press, did 
not always care for the consequences when they affected 
him personally. In 1807, he said, “Nothing can now be 
believed which is seen in a newspaper” and that “the man 
who never looks into a newspaper is better informed than 
he who reads them.”?¢ 

The fake news battles in America’s early years show us 
the importance of knowing not just what motivation the 


author of a story may have for telling it, but who else might 
be behind the story, whether it is another person, a 
government, or a partisan organization. Jefferson could have 
just used his own statements to get out fake news about his 
Opponents and to push his own agenda, but it was much 
more effective when it came through the National Gazette— 
which seemed like a legitimate newspaper—in a way that 
did not link to him directly. People might have been 
Skeptical about things Jefferson or Adams said about each 
other—the two men were campaigning for the same office, 
after all, and had obvious agendas—but they took more 
seriously information that was reported by others, even if 
they knew that most newspapers were partisan. If it had 
been public knowledge that Jefferson, for example, paid the 
editor of the National Gazette, or had hired someone to 
spread the rumor that Adams wanted war with France, those 
stories probably would have been discredited. 

Perhaps more importantly, the stories of the founders 
show us that people have long used false information during 
the course of political campaigning and elections to try to 
influence public opinion on issues and candidates. That 
means it is especially important for us to pay attention to 
things billed as political news to make Sure we are receiving 
accurate information from reliable sources. 


CHAPTER 5 


FAKE NEWS TAKES ON 
SCIENCE 


Edgar Allan Poe was used to being broke. He had been 
orphaned at just two years old when his father abandoned 
his family and his actress mother died. In 1827, when he 
was eighteen years old, he joined the army because, if 
nothing else, it meant a stable paycheck. But a few years 
later, just a short time after starting as a cadet at West 
Point, he was dismissed for bad behavior. The truth was, 
Poe’s heart just was not in the army. He desperately wanted 
to be a writer and had even published his book Tamerlane 
and Other Poems while he was in the military, though not 
many people bought copies.! It was tough to make a living 
as a writer. America’s economy had tanked, which hit the 
publishing industry hard. So after the army, Poe also worked 
as a clerk and wrote for newspapers and literary magazines. 

In the 1830s, a different kind of newspaper started to 
emerge in larger cities in America—one known as the penny 
press. These shorter newspapers were geared toward the 
working class, both in content and cost (just one cent, 
hence the name). They were printed daily and on cheaper 
paper than regular newspapers. These news- papers 
became a way to_ give’ people’ information § and 
entertainment all in one place. They reported on current 
events, but also included short stories and poetry, jokes, 
satire, and illustrations. The stories were also shorter and 
about things that affected the working-class reader, 
including human-interest articles, gripping crime stories, 
and discussions of labor issues. 


POE WAS REPORTEDLY PAID ABOUT NINE 
DOLLARS—APPROXIMATELY THREE HUNDRED 


DOLLARS TODAY—FOR HIS FAMOUS POEM “THE 
RAVEN,” PUBLISHED IN 1845.2 





One of the ways penny-press papers attracted readers 
was by printing sensational stories and hoaxes right 
alongside the real news. This new direction was perfectly 
suited to Poe, who liked the idea of elaborate literary 
hoaxes. In 1844, Poe wrote a story for The Sun, the biggest 
penny press in New York City, about a European balloonist 
who crossed the Atlantic Ocean in only seventy-five hours in 
a kind of hot-air balloon. The Sun presented Poe’s story as if 
it were real news. The first hot-air balloon was launched in 
1783, but no balloon had ever come close to the one Poe 
described in his article. With commercial airlines still 
decades away from being invented, readers latched onto his 
story. 

The article included a lot of details about how the balloon 
worked and even a drawing of it, so it seemed very 
convincing. Readers were thrilled by the possibility that such 
fast international travel might be possible. Poe also included 
long chunks of text from the very real account of a hot-air 
ballooner who flew from England to Germany in 1836.4 A 
fake news story is always much more believable when there 
are enough true details to sound like the writer knows what 
they are talking about, and when it also happens to confirm 
something we want to hear. Sadly, the story was not true, 
and The Sun printed a retraction two days after it was 
published. But by then, it had already been picked up and 
reported by other papers. 





Daguerreotype of Edgar Allan Poe taken by W. S. 
Hartshorn in 1848 


In 1838, Poe published a book called The Narrative of 
Arthur Gordon Pym of Nantucket. It was a harrowing ocean- 
adventure story about a boy who stows away on a whaling 
Ship that is quickly overtaken by an onboard mutiny. The 
book starts with a preface supposedly written by Arthur 
Gordon Pym himself, who says he was nervous about writing 
the book because he did not think anyone would believe his 


story. Made-up Pym says he only agreed to do so after his 
editor, Edgar Allan Poe (aka the actual author), promised to 
publish it as fiction. True to his style, Poe wove real accounts 
from actual explorers, as well as his own _ personal 
experiences on the high seas, right into the otherwise 
completely fictional story. To confuse readers even more, 
Poe’s publisher sold the book as an authentic travel journal. 
But there were too many inaccuracies in the book, and 
reviewers saw right past Poe’s hoax. One said the book was 
“an impudent attempt at humbugging the public.” The 
Narrative of Arthur Gordon Pym of Nantucket was the first 
and last novel Poe ever wrote. 


EVEN POE’S MYSTERIOUS DEATH WAS PLAGUED 
BY FAKE NEWS. In 1849, he was found dazedly 
wandering the streets of Baltimore, Maryland, 
wearing someone else’s clothes. He died just a 
few days later. His literary rival Rufus Griswold 
wrote his obituary in the New-York Daily Tribune 


and filled it with false information to make Poe 
sound like he had no morals, saying “few will be 
grieved” by Poe’s death. © Different accounts of 
his death over time have blamed it on 
everything from rabies to alcoholism to a 
broken heart. 





Historians and literary critics still debate whether Poe’s 
writings were intentional hoaxes, or if he was just a genius 
at satire. The truth is probably somewhere in the middle. In 
his eyes, life was one big hoax anyway. He believed not only 
that people were naturally gullible, but that they always 
lived in a state of deception because of the simple fact that 
no human could possibly know everything. Hoaxes were 
good reminders that people were vulnerable.” Vulnerability 


was not a bad thing to Poe. Life, he thought, was best when 
people viewed it with “the half-closed eye” that blurred the 
lines between fiction and reality. 


THE DIFFERENCE BETWEEN SATIRE AND FAKE 
NEWS. There is a big difference, and it is 
important to be able to identify each one. Satire 
has been around almost as long as fake news. It 
is a form of calling out or exposing political or 
social issues, usually using humor and irony. 
Satire often includes real, factual information at 
its base, but it usually adds fake elements or 
exaggerations to poke fun at reality. It also 
often impersonates real news as a parody. 
While fake news is meant to deceive people, 
satire does not try to pass itself off as real 
news. However, people can still be fooled by 
satire if they do not understand that what they 
are reading or hearing is not real news. 
Examples of modern satire are The Onion, the 
Borowitz Report, and The Daily Show. It is 
important to remember that satire is not real 
news, though it may discuss real events. Ina 
Pew Research Center survey in 2014, 12 percent 
of participants said they got their news from 
The Daily Show, a show that, yes, raises 
important issues, but is ultimately meant to 
make people laugh. ® If what you are reading 
just sounds too outlandish to be true, it might 
be satire, but the best way to find out for sure 
is to do a quick online search about the 
publication. 





LUNAR CREATURES AND A DOOMED EARTH 


Poe’s balloon story was not the first article to put The Sun in 
hot water with the public. In 1835, the newspaper had 
published a series of articles supposedly reprinted from 
Edinburgh Journal of Science that claimed there was a 
civilization of aliens and fantastical creatures on the moon.? 
The articles documented the findings of a well-known and 
respected astronomer of the era, Sir John Herschel. Herschel 
had actually published articles about an expedition he had 
taken to the Cape of Good Hope in South Africa to catalog 
the stars he could see from the southern hemisphere with a 
powerful new telescope. It was on that expedition, The Sun's 
fake articles said, that Herschel discovered life on the moon. 
They claimed he had found nine kinds of mammals on the 
moon through his telescope. But mammals no one had ever 
heard of, like a horned bear and blue goats. There were also 
winged men who looked like bats and fluttered around 
collecting fruit amid the moon’s surface of craters and giant 
purple amethysts. 

Of course, Herschel never said such things, and the whole 
story sounds ridiculous now (and, okay, it is). But think 
about what it was like back in 1835. The world did not know 
very much yet about the moon or space. No one had even 
landed on the moon. The telescopes they had could not see 
very far, and most working-class and middle-class people, 
who were the main readers of the paper, had never even 
gotten close to a telescope, let alone looked through one.?° 
They had no clue how far one could see. 





An illustration that appeared in The Sun’s series, 1835 


The article was written to sound extremely scientific, and 
readers did not know that the quotes from the astronomer 
were made up. They simply saw that a well-known expert 
they could trust had been quoted, and they took what he 
said as fact. No one had ever been to the moon, so why 
would they question an expert astronomer with a high-tech 
telescope? There was no way to verify the information or 
even to call out the story once people learned it was false 
since they didn’t have social media, the internet, or TV. The 
Edinburgh Journal of Science was real, but had shut down 
years before, a fact that the average American would not 
have known. 

Readers were enthralled with the story, and newspapers 
in Europe printed it. It even fooled a group of scientists from 
Yale University who traveled to New York to meet with The 
Sun's staff because they wanted to read over the original 
articles.11 Even though The Sun eventually admitted that the 


whole story was a hoax (after a rival newspaper ran a story 
saying so, of course), the story did what it was intended to 
do—it sold newspapers. Between 1834 and 1836, the Sun's 
circulation increased from five thousand to over nineteen 
thousand copies, eventually making it the most widely read 
newspaper in the world.!2 Edgar Allan Poe even weighed in 
on how much the story fooled people, saying, “Not one 
person in ten discredited it ... A grave professor of 
mathematics in a Virginian college told me seriously that he 
had no doubt of the truth of the whole affair!’’13 

As for the very real Herschel, he was understandably 
upset to be used in a hoax. He complained in letters to 
family members later that people from all over the world 
had written to him about his supposed finding because they 
had not yet found out the whole thing was a hoax. A year 
later, when newspapers were still printing The Sun’s article 
as real news, Herschel had had enough. Worried about the 
harm that repeating the story over and over again was 
doing, he wrote a letter to a French newspaper disavowing 
all knowledge of the “discoveries.” 


| consider the precedent a bad one that the 
absurdity of a story should ensure its freedom from 
contradiction when universally repeated in so many 
quarters and in such a variety of forms. Dr. Johnson 
Indeed [sic] used to say that there was nothing, 
however absurd or impossible which if seriously told 
aman every morning at breakfast for 365 days he 
would not end in believing—and it was a maxim of 
Napoleon that the most effective figure in Rhetoric is 
Repetition.14 


It was not always newspapers trying to fool their readers. 
Sometimes the readers fooled the newspapers! In 1874, the 
Wichita City Eagle printed a letter from a man named J. B. 


Legendre who said that a friend of his, an American living in 
Florence, Italy, had learned at a scientific meeting that the 
respected Italian astronomer Giovanni Donati had 
discovered that the telegraph, which had been invented 
earlier in the century, was causing the Earth to move closer 
to the sun. The telegraph cables’ magnetism, combined with 
gravity, pulled on the Earth. As a result, Europe was going to 
become tropical during the next twelve years, and then the 
entire Earth would become uninhabitable. Eventually, it 
would collide with the sun and explode, the astronomer had 
concluded.?5 

According to Legendre, Donati had tried to warn 
governments across Europe about the Earth’s impending 
destruction, but no one would listen. In a last-ditch effort to 
save the world, he’d gathered several of his colleagues, 
chartered a boat, and broken one of the cables in the ocean 
to try to stop the Earth from moving. But the cable had been 
repaired, and Donati died in 1873 from “nervous excitement 
or fright,” the letter said, because of the enormity of his 
discovery.1¢ 

A collision between the Earth and the sun? Impending 
doom? The letter was too juicy not to print! Soon 
newspapers all over the country were writing about the 
prediction, even printing the full text of Legendre’s letter so 
readers could see it for themselves. Many of the 
newspapers that ran the story added their view that it all 
sounded absurd or made up, but they still printed it. 

In truth, two whole things were correct in the story: There 
was an astronomer named Giovanni Donati, and he did die 
in 1873. That was it. 

Fake news can be dangerous to spread, even when it 
includes a caveat that it’s been proven not to be true. 
Spreading the story legitimizes it to a degree by saying it is 
something worth talking about. It also sows doubt into our 
heads about things we otherwise know are true. Of course 
the hoax did not stop the world from using the telegraph, 


nor did it prevent the invention of even-faster 
communication systems in the future. But it may very well 
have convinced some folks that getting news faster was not 
worth the possible destruction of the world. 

Many of the fake news stories of the eighteenth and 
nineteenth centuries were about science. Fields like 
astronomy, chemistry, and physics were relatively new. 
Scientists were rapidly making new discoveries, but the 
general population was pretty uninformed about it all. That 
made them easy to fool. 

When we read what we think is news, it is important to 
look at who or what is being cited as evidence. In the case 
of the Great Moon Hoax, the article quoted a well-known 
astronomer. Or so the writer made readers believe. Since 
fake news is meant to deceive people into thinking 
something is true, one of the ways to do it is by making it 
look like the news comes from real experts. At the time, 
people could not go online to verify what Donati had said or 
look up what other astronomers might be saying about it, 
but nowadays we can. If the news is reporting something 
like creepy creatures might be living on the moon based on 
one person’s claim, it is absolutely worth it to make sure 
that person actually said what they’re quoted as having 
said. 


THE IMPACT OF THE 
TELEGRAPH ON FAKE NEWS 


Samuel Morse was a painter by trade, but he also 
liked to invent things for fun. In 1825, he traveled to 
Washington, DC, to paint a portrait of the Marquis de 
Lafayette. It was a big opportunity for Morse. But in 
the middle of the job, he received a letter saying that 
his wife had become gravely ill after having their 
third child. Morse left everything and raced back to 
his home in New Haven, Connecticut. But it was too 
late. By the time the letter reached Morse and he 
traveled home, his wife had already died and been 
buried. Morse was grief-stricken by the loss.!’ If only 
he had had the chance to say goodbye. That was 
when an idea occurred to him—there simply had to 
be a faster way to send important messages, 
especially when it was a matter of life and death. A 
little over ten years later, in 1838, Morse was 
demonstrating his new invention: the telegraph. 


The telegraph worked by sending electrical signals 
through wires connecting telegraph stations. It was 
an early form of text messaging. But messages were 
sent using what became known as Morse code—a 
series of combinations of dots and dashes that 
represent the letters of the English alphabet and 
numbers.?8 


It is hard for us to understand how revolutionary the 
telegraph really was, because today we can send an 
email or a text to anyone anywhere at the click of a 
button, or video-chat people on the other side of the 
world as if they were with us in person. But at the 
time it brought the world closer together in a way it 
had never been before. Back then, the ability to send 
messages almost instantly was such an amazing feat 
that people first thought the creation of the 
telegraph was fake news itself. 


SAMUEL MORSE SENT THE VERY FIRST 
TELEGRAM ON MAY 24, 1844, FROM 


WASHINGTON, DC, TO BALTIMORE, MARYLAND. 
It said: “What hath God wrought!’ 





The invention of the telegraph rocked the newspaper 
world, too. By 1858, a telegraph cable had been laid 
across the floor of the Atlantic Ocean, connecting the 
United States and Europe. Soon after, telegraph 
stations were all over the _ world.2° Until then, 
newspapers had been almost entirely focused on 
local issues. Covering world events was still pretty 
rare, but when newspapers did, it was usually about 
events that had happened weeks before, because it 
took so long for information to travel through the 
mail. But with the telegraph, newspapers were able 
to station reporters all over the world who could 
send news almost instantly instead of taking weeks 
through letters in the mail. An article in Harper’s 
Monthly Magazine in 1925 described the 
phenomenon perfectly, saying: 


Not so long ago something might have occurred 
in Washington so portentous as momentarily to 
Shake public confidence in our _ institutions 
without causing a ripple of excitement a 
thousand miles from the capital. By the time the 
news reached Chicago, Washington would have 
regained its mental equilibrium. So as the news 
wave rolled slowly on, district after district might 
be convulsed, but never the whole country at 
once. But not now. There is no chance to “break 
the news gently.” It explodes with a bang and its 
echoes are heard in the four corners of the 
earth. 2! 


The process of sending a telegram also had an 
interesting effect on how news was gathered and 
reported. It took so long to tap out the code for each 
individual letter and number (and the longer the 
message was, the more it cost) that people had to 
send news in short, factual bursts. For newspapers, 
there simply was not time to tap out the personal 
opinions and commentary that reporters usually 
mixed into their news articles. 


With so much news being flung across the world, in 
1848 four newspapers decided to pool resources to 
report the news. Eventually, the group named itself 
the Associated Press. The AP collected all the news 
and sent it to a variety of publications to use in their 
coverage. Each publication had different reporting 
interests, political leanings, and kinds of readers, so 
the AP’s reporting had to be factual, neutral, and 
without any opinions or analysis attached.22 


Instantaneous communication created a different 
problem for newspaper publishers. While information 
could travel across the world in a matter of seconds, 


it still took a lot longer for reporters to verify the 
information they received. But people now expected 
them to report on the latest news, not what 
happened four weeks ago. Newspapers all competed 
with one another for sales, which put pressure on 
reporters to be the ones to publish the latest 
breaking news. 


Fake news pushers took advantage of this situation 
to try to get newspapers to publish rumors and false 
information as real news. For example, for years 
after the Titanic sank in 1912, the AP regularly 
received rumors over the telegraph claiming that 
other ships, all over the world, had hit icebergs, 
making reporters scurry to verify each and every 
report.23 This put media outlets in a difficult position. 
If the AP and other newspapers could not verify the 
information they received before their publishing 
deadline, some editors could be tempted to report it 
anyway so their papers would not lose out on a big 
scoop. But if they reported it and it was not true, the 
newspaper could lose credibility with readers. 
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SECTION 2 








Yellow Journalism, Propaganda, 
and Disinformation, Oh My! 





CHAPTER 6 


YELLOW JOURNALISM 


In 1895, thirty-two-year-old William Randolph Hearst bought 
the New York /Journa/ newspaper, with a little financial help 
from his parents. Hearst came from a wealthy family whose 
dad had made millions from mining. Hearst had had a 
troubled past and had even gotten expelled from Harvard 
for his wild behavior. But for several years, he had been 
running the San Francisco Examiner. His father had won the 
newspaper as payment for a gambling debt and had given it 
to the younger Hearst, hoping it would force him to settle 
down. And Hearst had risen to the occasion, turning the 
paper into the most successful paper in the area—much to 
the relief of his parents. 

Hearst had a big dream: He wanted to dominate 
America’s newspaper business. But Hearst knew he would 
never achieve his dream if he did not own a successful 
paper in New York City. The problem was, his New York 
Journal was not the only game in town.! 

Twelve years earlier, Joseph Pulitzer had bought the 
biggest newspaper in New York, the New York World. 
Pulitzer’s background could not have been more different 
from Hearst’s. While Hearst had inherited his fortune, 
Pulitzer had immigrated from Hungary when he was 
seventeen and spent much of his early adult years 
homeless, penniless, and scrounging for jobs. He taught 
himself English by reading books in a public library in St. 
Louis, Missouri, and was eventually hired as a reporter. 
Working sixteen-hour days, Pulitzer soon rose to the top and 
built one of the most successful newspapers in St. Louis 
before acquiring the New York World. 


Hearst and Pulitzer quickly engaged in a fierce battle, 
each determined to make sure his New York paper was the 
most successful. To do this, they filled their papers with 
dramatic headlines, flashy fonts, a lot of eye-catching 
cartoons and illustrations, and scary or exciting stories— 
some true and some totally false. 

As they were trying to outdo each other, the Cuban 
people had long been fighting to become their own country 
and launched a final battle for independence from Spain in 
1895. Hearst and Pulitzer both knew from experience that 
nothing could sell newspapers like a war, and each man 
decided that this was the perfect opportunity to best his 
rival by convincing the American public that the US needed 
to intervene in Cuba. Hearst had an artist stationed in Cuba 
to draw eye-catching illustrations of the revolution for the 
newspaper to print. One historian wrote that Hearst wanted 
“readers to look at page one and say, ‘Gee whiz,’ to turn to 
page two and exclaim, ‘Holy Moses,’ and then at page three, 
Shout ‘God Almighty!’”2 

Hearst and Pulitzer began filling their newspapers with 
articles about Spanish atrocities against the Cuban 
resistance. Much of it was true. The Spanish military used 
brutal tactics, such as destroying whole villages and farms, 
and executing rebels in public. But even though the reality 
was already horrific, many of the stories they published 
were embellished, or made up completely.2 Some of these 
stories were based on information journalists got from 
Cuban exiles who supported the revolution. The newspapers 
printed stories about Spanish troops holding Cubans in 
concentration camps or murdering men, women, and 
children and leaving them in giant piles on the side of the 
road.* For the most part, the journalists writing about the 
revolution did not try to confirm the information they 
received before writing articles and handing them in for 
publication. They did not need _ to—editors' often 
exaggerated the stories even further after journalists 


submitted them, because the articles were supposed to stir 
up public support for a war. 


IN 1901, ONE OF HEARST’S REPORTERS, JAMES 
CREELMAN, WROTE A BOOK CLAIMING THAT AT 
ONE POINT, THE ARTIST SENT A TELEGRAM TO 
HEARST COMPLAINING THAT HE WAS BORED 
AND ASKING TO BE BROUGHT BACK TO THE US. 
“Everything is quiet. There is no trouble. There 
will be no war,” the telegram allegedly said. 
Hearst famously responded: “Please remain. 
You furnish the pictures and I’Il furnish the 
war.” The story of their interaction spread 
rapidly as evidence of Hearst’s plot to sell 
papers with a war, and the anecdote still 
appears in books and journals about this time 
period. However, no telegrams were ever found 
and historians believe he made the whole thing 
up. > 





One story that especially gripped New York Journal 
readers centered on the experiences of a young Cuban 
woman who was taken into custody while traveling on an 
American ship, the O/ivette, bound for New York City. 
Spanish officials suspected her of delivering letters to Cuban 
rebel leaders in the city and took her to a room to be 
searched. That much did happen. But she was searched by 
women. Instead of reporting that, Hearst did a series of 
articles about how the Spanish were sexually abusing 
women, saying that a bunch of male Spanish soldiers had 
Strip-searched the woman, and showing an exploitative 
drawing of her naked. REFINED YOUNG WOMEN STRIPPED AND 
SEARCHED BY BRUTAL SPANIARDS WHILE UNDER OUR FLAG ON THE OLIVETTE, 
part of a headline read.® 


Repetition is key to getting people to believe fake news, 
so Hearst and Pulitzer published articles constantly, tailoring 
their news coverage to what readers in different parts of the 
country would care about most. In their view, readers in the 
American Midwest were not as moved by stories about 
violence, SO newspapers there pivoted to talking about how 
Cuban independence was vital to America’s economic 
prosperity, and discussing the importance of trade with 
Cuba. Midwestern readers were much more supportive of a 
war if it would protect US interests. 

Their big break came when a US Navy battleship, the USS 
Maine, mysteriously blew up off the coast of Havana, Cuba, 
in February 1898. At the time, no one knew what had 
happened to it, but an investigation almost a century later 
discovered that the explosion had come from within the 
Ship. More than two hundred fifty sailors died. Hearst 
published an article afterward with the headline THE WAR SHIP 
MAINE WAS SPLIT IN TWO BY AN ENEMY’S SECRET INFERNAL MACHINE, 
claiming the Spanish had sunk the ship. The public was 
incensed and demanded that America respond.’ Meanwhile, 
Hearst’s New York Journal became the first paper in the US 
to sell one million copies in a single day—the day after the 
sinking of the USS Maine.® 
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The sinking of the USS Maine covered the front page of 
William Randolph Hearst’s New York Journal on 
February 17, 1898, with the headline bestruction oF THE WAR 
SHIP MAINE WAS THE WORK OF AN ENEMY. 


Hearst even manufactured public support for the war. THE 
WHOLE COUNTRY THRILLS WITH WAR FEVER, One of his headlines read 
after the sinking of the Maine. It was a kind of peer-pressure 


nudge to reluctant Americans that they should get on board, 
since everyone else apparently was already. 

In April of that year, Hearst and Pulitzer got their war. The 
US involvement in the battle for Cuban independence, 
known as the Spanish-American War, only lasted ten weeks 
before Spain surrendered. For the United States it cost $250 
million (almost $8 billion today) and three thousand lives. In 
return, Spain ceded control of Puerto Rico, Guam, and the 
Philippines to the United States.2° Cuba did not gain its 
independence from the United States until 1902. 

More than sixty thousand Spanish soldiers were killed 
over the course of their three-year battle with Cuba. The 
exact number of Cuban deaths is not known, but by 1899, it 
was estimated that half of Cuban wives were widows.!! 

Hearst and Pulitzer did not make the United States go to 
war, but they certainly helped influence public opinion. As 
this case shows, fake news is most successful when it plays 
on people’s emotions. Strong emotions can make people 
overlook factual inaccuracies, things that do not sound quite 
right, and things that would ordinarily be red flags. 
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“The Yellow Kid’s New Phonograph Clock” by Richard F. 
Outcault, published in the New York Journal on 
February 14, 1897 





HEARST’S AND PULITZER’S SENSATIONAL AND 
EXAGGERATED FAKE-NEWS CAMPAIGN WAS SO 
BAD IN THE RUN-UP TO THE WAR THAT A NEW 
TERM (A PREDECESSOR TO FAKE NEWS) WAS 
CREATED FOR IT: YELLOW JOURNALISM. No one 
knows the exact origin of the term, but some 
historians believe it has to do with a comic 
called Hogan’s Alley first published in Pulitzer’s 
New York World each Sunday. The comic strip 
was about a bald child who wore yellow pajamas 
and was known as the Yellow Kid. When Hearst 


paid the cartoonist to come work for him and 
his newspaper instead, Pulitzer had a new 
cartoonist continue the comic strip for the 
World. So, for a while, New York had two Yellow 
Kids competing with each other in Hearst’s and 
Pulitzer’s newspapers, just like the publishers 
competed against each other.?2 





BACKLASH AGAINST YELLOW 
JOURNALISM 


The practice of yellow journalism led to a much- 
needed public backlash against sensationalized 
journalism. In fact, the first consistent use of the 
term fake news began in America in the 1880s and 
1890s, when sensational news was in its heyday.?2 
People became desperate for more objective news. 
They did not want to be tricked or fooled anymore; 
they simply wanted the news. At the end of the 
1800s and beginning of the 1900s, some respectable 
media outlets decided they were going to fight back 
against fake news. They recognized that its spread 
had made the public distrust news altogether. 


This sparked a rise in more objective journalism and 
better journalistic standards, which did important 
things like separating news from opinion and only 
printing information reporters could corroborate. 
American newspapers also started hiring reporters to 
cover local stories, like city and state politics, to try 
to build trust between reporters and communities. 
After how it handled the Spanish-American War, 
Pulitzer’s New York World also set up the Bureau of 
Accuracy and Fair Play in 1913 and told readers to 
send them examples any time they found false 
information in their newspaper so they could 


investigate it. Other newspapers put pledges of 
accurate reporting right on their newspapers, like the 
St. Paul Globe, which printed this at the top of the 
front page for most of the month of May in 1898: THE 
GLOBE’S MOTTO: LIVE NEWS, LATEST NEWS, RELIABLE NEWS—NO FAKE 
WAR NEws. Tennessee’s Polk County Republican printed 
a warning for anyone submitting articles, saying, “All 
communications, to receive attention, must have the 
writer’s name to it. This is our only protection 
against ‘fake’ news and the rule will not be broken 
under any circumstances.’’14 
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Header of the St. Paul Globe newspaper on May 8, 
1898, proclaims, “No Fake War News.” 


Perhaps the biggest impact of all was that larger 
newspapers began hiring what we now call fact- 
checkers to review the accuracy of what they wrote. 
By the 1920s, it was common to have a person or 
group within a newspaper whose job it was to look 
for accuracy.> This meant writers had to provide the 
sources of their information—and ones that could be 
verified by the fact-checkers. This helped ensure that 
reporters did not intentionally or unintentionally get 
things wrong, or that if a reporter could not verify a 
statement, they said so in their articles. 





A small portion of a larger illustration by Frederick Burr 
Opper published in an 1894 issue of Puck magazine 
that depicts a Pulitzer-like newspaper owner watching 
money roll in from the publication of fake and 
sensational news.?é 


CHAPTER 7 


FAKE NEWS AT WAR 


Just a few decades after the Spanish-American War, the Nazi 
regime in Germany ran one of the most successful fake 
news campaigns in history. In 1933, Adolf Hitler became 
chancellor of Germany, at a time when the country was still 
struggling financially and politically after losing World War | 
fifteen years earlier. Hitler promised that he and his 
Nationalist Party (the Nazis) would not just fix Germany’s 
problems, but also make the country the leader of Europe.} 

At the core of his plan, Hitler believed Germany needed to 
get rid of anyone who was not part of what he considered 
the “master race.” He began a systematic genocide. 
Ultimately, the Nazi government killed more than six million 
Jews as well as millions of people with disabilities, LGBTQ 
people, Roma, Poles, Slovaks, Communists, and others. To 
do this, Nazi leaders had to convince whole communities of 
people to turn on one another and help them, or at least 
look the other way as they eliminated those they labeled 
Untermenschen, or subhuman (anyone who was not a 
Straight, white, able-bodied German Christian). That’s where 
fake news came in. 

In 1933, Hitler appointed Joseph Goebbels to set up and 
lead the Reich’s Ministry of Public Enlightenment and 
Propaganda. (Another term for fake news is propaganda. 
Propaganda is the selective use of certain information in a 
biased way to encourage a particular reaction or view.) The 
ministry had the word propaganda right in its name, so you 
can probably guess what it did. The ministry spread fake, 
anti-Semitic = information about Jews~ and_ other 
Untermenschen to incite violence and hatred against them. 


They did that by painting them as “the enemy of the 
people” to lay the groundwork for the violence that was to 
come. They said that Jewish people were greedy, corrupt, 
and trying to control the economy. 

As soon as Hitler was elected, he ordered all Germans to 
boycott Jewish businesses. When people refused to do so, 
his government started publishing fake crime statistics, 
including a weekly list of crimes Jewish people had 
Supposedly committed, to convince the public that Jews 
were criminals. A German newspaper owned by a prominent 
Nazi Party official ran a section that featured stories 
contributed by readers about crimes supposedly committed 
by Jews. People could send in rumors or outright lies, and 
the paper would print them. The stories were not checked or 
verified in any way, which is not surprising, as the 
newspaper had started calling for the elimination of the 
Jewish people as soon as Hitler came to power in 1933. This 
newspaper was not looking for accuracy. 

The Nazis also printed flyers and hung posters saying 
people with disabilities were a drain on Germany’s economy 
and “unworthy of life.” They would pair exaggerated 
illustrations of disabled people with headlines about how 
much money it cost Germany to keep them alive. The Nazis 
used this propaganda to later justify and carry out a 
program called T4, which called for the total elimination of 
anyone with a disability.2 As many as three hundred 
thousand disabled Germans and Austrians were killed under 
T4.4 

Another huge part of the Nazis’ fake news strategy was to 
gain control of the media so they could publish all the 
propaganda they wanted.> Before Hitler was elected, the 
Nazis controlled less than 3 percent of Germany’s 
approximately 4,700 newspapers. Once in power, the Nazi 
Party quickly forced the biggest newspapers in Berlin to 
close down, and then they set up their own newspapers and 
radio programs in their place. The Nazis also passed strict 


laws to take control over what independent newspapers and 
radio stations reported.® The Nazis’ secret police (known as 
the SS) broke into the offices of newspapers that were 
considered unfriendly to the party and destroyed their 
printing presses. Journalists critical of the government fled 
Germany. Once they were gone, the Nazi Party ensured that 
any newspaper companies that remained open replaced 
their journalists with people loyal to the party. By the end of 
the war, in 1945, there were only 1,100 newspapers 
published in Germany, and the Nazi party directly owned 
325 of them. For the entire war, Nazi-controlled press 
published and broadcast almost nothing but fake news. 

One thing the Nazis could not completely control, 
however, was what the media outside Germany said about 
them. They did work hard to try to trick foreign press outlets 
into reporting fake news stories, however. In an elaborate 
attempt to hide from the world their mass murder of the 
Jewish people, in 1944 the Nazis invited the Red Cross to 
come to Germany to inspect one of their concentration 
camps, Theresienstadt, in what is now the Czech Republic. 
But first they had their prisoners build fake homes, gardens, 
and stores in it to make it look like a pleasant little town, 
hiding what it really was. They even picked out some of the 
healthier prisoners to speak with the Red Cross delegation 
and forced them to tell them how happy they were to live 
there. The Nazis told the Red Cross it was a “spa town” 
where older Jewish people could retire, but the reality was 
that approximately thirty-three thousand people were killed 
there, and thousands more were shipped off to other camps 
to be killed. The elaborate scheme worked, and the 
delegation reported that they had not seen anything out of 
the ordinary on their visit.” 

Whenever a_ foreign newspaper or_ reporter’ said 
something critical of the regime, the Nazis called them the 
Lugenpresse, or “lying press.”® To be clear, the Nazis were 
not fighting against fake news—after all, fake news was an 


integral part of their strategy. Instead, the term was meant 
to discredit actua/ news so that Germans would not believe 
what was reported. For the Nazis, Lugenpresse came to 
mean any journalist—and then any person—who disagreed 
with or criticized the Nazi government or Hitler. 

The Nazis understood the power of fake news like almost 
no other group in history, and their actions provide an 
important lesson for us now. They knew that for their lies to 
work—to get people to turn on their neighbors—they had to 
control the press and convince the public that the only 
information they could believe was what the Nazi Party told 
them. People or groups using fake news to influence public 
opinion will often claim that what they say is the truth, and 
that every other source of information is lying. 

The Nazis also played on people’s existing biases and the 
racism of the time. Fake news is not usually capable of 
changing our minds completely—it cannot usually get us to 
believe the complete opposite of what we believed before. 
Instead, it plays to our existing beliefs and just makes us 
more certain we are right. In the years leading up to and 
during World War II, many Germans already thought that 
Straight, white, able-bodied German Christians were a 
Superior race. Nazi propaganda simply nudged them into 
targeting everyone who did not fall into that category. 


THE ALLIES FIGHT BACK 


“This is Gustav Siegfried Eins. The Chief is speaking,” a man 
said in German over the tightly controlled radio waves in 
Germany.? 

It was May 1941 at the height of World War II. The Chief 
was a Prussian military veteran and a loyal member of the 
Nazi Party, he told listeners. Loyal as he was, he had been 
compelled to speak out against the corruption of Nazi 
officials because the public deserved to know the truth. The 
Chief's broadcasts came up every hour and lasted just six 


minutes each. In each one, he praised the vision of Adolf 
Hitler and then went on angry, curse-filled tirades about 
how Nazi officials had corrupted it. Hitler’s Nazi party 
officials were incompetent, cowardly, and immoral, the Chief 
said. Through the fault of these terrible officials, he said, the 
war effort was falling apart and Germany was losing battles. 
He ended each message by reciting a secret code, which 
changed with every broadcast. 

The Nazis were furious. One of their own dared to publicly 
criticize them? They launched a full-scale effort to identify 
and track down the traitor, scouring the country for him. 
The Chief knew too much about the party and about the 
war, so he had to be a disaffected military officer, they 
thought. They assigned their code breakers to crack the 
code from each broadcast. The Nazis also tried to interrupt 
the signal to stop the Chief's broadcasts from getting 
through, but they could not seem to do it. They were fairly 
certain he was using a mobile transmitter and changing his 
location for every broadcast so the SS would not find him. 

The code breakers eventually figured out the codes. Each 
one was the name of a place—like a grocery store or a bus 
stop—but there were never any more details than that. The 
Germans believed the locations were secret meeting points 
for members of the anti-Nazi resistance and sent police out 
to look for the Chief all over Germany. But they did not have 
much information to go on. In all, the Chief did over seven 
hundred broadcasts over the course of two years, but the 
Nazis never tracked him down.?° 

Many years later, British intelligence declassified once- 
sensitive documents and the Chief’s identity was revealed: 
Peter Seckelmann, a German exile who had _ been 
broadcasting from England. After leaving his home in Berlin 
during the war, Seckelmann continued to work as a 
journalist in England and also began to assist British 
intelligence. The information used for the broadcast came 
from intelligence the British had collected from German 


prisoners of war, members of the resistance in Germany, 
and German newspapers and radio broadcasts. 

The broadcasts used a lot of true information about the 
war to add to the Chief’s credibility and fool Nazi Party 
officials. Seckelmann convincingly painted himself as a 
faithful, though disenchanted, member of the Nazi Party 
who was speaking out for the good of Germany. By talking 
frequently about his love for Adolf Hitler, his loyalty to 
Hitler’s vision, and his hatred of the Untermensch, he made 
the public believe what he was saying. 

British intelligence and Seckelmann blended in false 
information, too, to make it sound as if the Germans were 
doing worse than they really were. The goal of the 
broadcasts was to hurt the German military’s morale and to 
weaken public support for the Nazi Party. Seckelmann, aka 
the Chief, made it sound like the Nazi government was on 
the brink of imploding, the military commanders had no 
idea what they were doing, and there was no hope. That 
was because it was in the Allies’ best interest to paint a 
picture of a government on its last legs. After all, if you were 
a German soldier and you thought you were losing the war, 
would you necessarily fight to the bitter end? 

Radio was a useful tool for promoting fake news for both 
sides of the war. It came across as a more authoritative 
source of information because you could hear a real person 
talk, rather than simply reading something in a newspaper. 
It made people more confident about what they were 
hearing. But they really had no idea who the person was 
behind the voice they heard. They would have never 
guessed it was someone like Seckelmann, fighting the war 
from hundreds of miles away, inside a secure room with 
British intelligence officers. 

Radio broadcasts were not the only way the Allies (the 
“Big Four” included France, the Soviet Union, the United 
Kingdom, and the United States) used fake news to deceive 
Germany. In 1944, after the United States joined the war, 


the Allies were getting ready to invade Normandy in 
northern France to make their big move against the Axis 
powers (Germany, Italy, and Japan). It would take 
everything the Allies had—soldiers, navy ships, and 
airplanes—to get into France. More important, they knew it 
would turn the tide of the entire war if they pulled it off 
successfully. 

But the Allies had a very serious problem. Germany had 
built a long line of defense all along the French coast: There 
were thousands of troops and millions of land mines waiting 
for them. That’s when military leaders decided their best 
bet was to trick the enemy—they would make a fake army 
and get the Germans to believe they were going to attack in 
the Pas-de-Calais area, about 165 miles away from 
Normandy. And so, the First United States Army Group 
(FUSAG) was created.!! 

FUSAG was supposedly stationed in England. To make it 
look as convincing as possible, the US had movie and 
theater set builders construct what looked like a real army 
base for nearly one million fake soldiers. They built fake 
tanks, barracks, tents, hospitals, ammunition depots, jeeps, 
and other military equipment. The tanks and vehicles were 
all inflatable, and the buildings were just wood and painted 
canvas. But to the German planes doing surveillance 
thousands of feet above it all, it looked entirely real. To 
make it even more believable, the Allies put a famous 
general, George S. Patton, in charge of it and announced his 
command publicly. If FUSAG had been real, it would have 
made the Allied forces as much as 70 percent larger than 
they really were—a figure sure to terrify the Axis powers. ?!2 

But the Allies did not stop there. They also broadcast fake 
radio transmissions to make it sound to the Germans 
listening in as if different FUSAG units were really talking to 
One another. Diplomats also passed one another fake 
information about FUSAG, knowing the Germans would 
catch wind of it. British intelligence planted fake stories in 


newspapers about the command, even at one point having 
a local priest write a story about the inappropriate behavior 
of FUSAG troops stationed there. The Germans were utterly 
convinced that FUSAG was real and about to attack Pas-de- 
Calais, so they kept a large number of troops there to 
defend it. 

Instead, on June 6 the Allies invaded Normandy with more 
than 156,000 soldiers: the biggest amphibious invasion in 
military history. They suffered over 4,000 casualties on what 
became known as D-Day. But without FUSAG, there would 
have been a lot more, and the operation might not have 
succeeded. Even weeks after the invasion in Normandy, the 
Germans waited in Pas-de-Calais, certain that FUSAG was 
still planning to come there. The Allies kept up the ruse and 
said that FUSAG was simply folded into other operations 
because Normandy had been so successful that they did not 
have to attack Pas-de-Calais anymore.!3 As a result, the 
Germans long thought the Allied military was actually much 
larger than it really was. 





IN 1941, AT THE HEIGHT OF WORLD WAR II, THE 
US ARMY FOUND SOME VERY UNLIKELY 


PARTNERS TO HELP WITH ITS PROPAGANDA 
EFFORT AGAINST GERMANY AND JAPAN: WALT 
DISNEY AND WARNER BROTHERS. Together they 
created animated films, posters, and 
advertisements. Mickey and Minnie Mouse told 
people that patriotism meant supporting the 
war.14 Bugs Bunny encouraged people to buy 
war bonds to help pay for military operations. 
Donald Duck and an animated Adolf Hitler told 
viewers Germany was losing the war, and an 
animated Chicken Little showed viewers how 
Hitler had used panic and fear to come to power 
in the first place. 





Pinocchio and Geppetto in a scene from Disney’s 
1941 short film A// Together 15 





We know from history, of course, that the Allies ultimately 
won the war. But that outcome was certainly not guaranteed 
at the time. The Allies often struggled to gain support for 
the war, both from the public at home and from other 
countries. Some people questioned if the Nazis were really 
committing the atrocities newspapers reported. That 
Skepticism was in part thanks to a fake news story, long 
before the war, that backfired. In 1917, during World War I, 
Britain was working to get China to join the fight against the 
Central Powers (Germany, Austria-Hungary, Bulgaria, and 
the Ottoman Empire). So the British government took 
advantage of a shocking rumor that had appeared in smaller 
newspapers across Europe. The rumor was that the German 
government was taking the bodies of its own dead soldiers 
to a factory and, to help them in the war, boiling them to 
turn them into products like soap. 

The British government had the story planted in several 
newspapers, including an_ English-language Chinese 
newspaper.16 One of the articles even included a gruesome 
cartoon of the boiling process. Chinese officials were 
justifiably horrified by the story and declared war on 


Germany that same year. But in 1925, the British head of 
intelligence admitted that the government had made the 
story up to get support for the war.!” The government finally 
faced the consequences of the story years later when it 
tried to gain international and public support to stop 
Germany’s very real atrocities against Jews and other 
communities. People thought it was just more of Britain’s 
propaganda. 

As we have seen, fake news has helped countries start 
wars and win them, too. Why? The answer is simple: Fake 
news is an effective weapon. It has been used to build 
Support for wars and tricked whole militaries. But when fake 
news is used by a government, there is a huge risk of 
backlash, because it creates a cycle of distrust. People who 
feel they have been tricked no longer believe they can trust 
the elements of society traditionally counted on to tell the 
truth, such as the government or the media. That makes 
people question if anything they are told is true at all. But 
living in that kind of uncertainty is too uncomfortable for 
most people, so we go looking for answers elsewhere. And 
that is when fake news can take a stronger hold. We 
become an easy target for fake news pushers who want to 
take advantage of our distrust of the government or media. 
They are like a movie villain beckoning to us from a dark 
alleyway, saying, “Come this way! | know the real truth!” 
Fake news might help governments win wars, but when it is 
used against people, governments lose something else— 
public trust. 


CHAPTER 8 


WHEN RACIST 
CONSPIRACIES BECOME 
FAKE NEWS 


In 1942, the Federal Bureau of Investigation (FBI) received 
an odd request from the White House: to investigate rumors 
that First Lady Eleanor Roosevelt was trying to organize an 
uprising in the South. For months, local newspapers all over 
the South had reported that black women who worked as 
maids were forming a secret network of groups called 
“Eleanor Clubs.” The story went that the goal of these clubs 
was to get black maids to quit their jobs working for white 
families by 1943, and that they were all organized by the 
First Lady herself, who traveled from town to town setting 
them up. Supposedly it cost ten cents to be a member, and 
the motto was “A white woman in every kitchen by 
Christmas!” 

Because of harsh laws at the time that discriminated 
against black people, black women had long been forced 
into working low-paying domestic service jobs. But the fact 
that more and more women were quitting these jobs, the 
newspapers claimed, was evidence that the clubs were 
clearly working. One conspiracy reported by a _ town 
newspaper as real news said that a maid quit her job 
suddenly when she heard her white employers criticizing 
the First Lady and the president. It was a rule every club 
member—signing her name in blood—had pledged to follow: 
that if her employer criticized either of the Roosevelts, she 
would quit her job immediately.2 Another newspaper told a 


story about a black maid in South Carolina who set the table 
for lunch for three people. When her white employer asked 
who the third place setting was for, she said, “In the Eleanor 
Club we always sit with the people we work for.”? In 
Alabama, a rumor spread that members of the Eleanor Club 
wore wide-brimmed hats with a feather in them. The larger 
the feather, the more senior the person was in the club.? 


CONSPIRACY THEORIES ARE NOT EXACTLY THE 
SAME AS FAKE NEWS. A conspiracy theory is a 
belief that a covert but influential organization 
is responsible for an unexplained event or 
circumstance, but without credible evidence. 
These are theories such as the US government 
faking the moon landing of 1969 or President 
George W. Bush and the CIA masterminding the 
terrorist attack on America on September 11, 
2001. Or the government hiding aliens from us 
on a secret military base called Area 51, or the 
Earth actually being flat but all the world’s 
Space agencies lying to us. Each time there is a 
shooting in the US, conspiracy theories spread, 
claiming the shooting was actually faked by 
various groups or individuals that want to take 
away the right of Americans to own guns. > True 
conspiracy theorists are usually not trying to 
deceive people by spreading conspiracies—they 
actually believe the theories and that they are 
revealing a hidden truth. However, conspiracy 
theories can turn into fake news when people 
report them as actual news, knowing there is no 
evidence that they are true. 





The Eleanor Club rumors were not just about women 
quitting their jobs. Many of the stories claimed the First Lady 
was actively organizing black people to stage an uprising. 
One rumor said that a black woman was heard saying that 
the Eleanor Club would have enough power to control the 
outcome of the next presidential election. Other dangerous 
rumors spread at the same time claimed that black men 
were stockpiling guns, ice picks, and other weapons to use 
against white people. One reported story claimed that black 
men were going to cause a blackout in electricity and then 
take over the country. 

In response to the rumors, a newspaper editor in 
Mississippi wrote about the First Lady that “more than any 
other person, [she] was morally responsible for race riots.” 
Most larger newspapers in the South discounted the rumors, 
but they still published articles about them, which only 
helped the rumors spread. Smaller local newspapers 
reprinted the rumors as actual news without giving any 
proof the stories were true. Another Mississippi newspaper 
said there “was conclusive evidence” that the Eleanor Clubs 
existed, though the article did not provide any of that 
evidence.’ Local newspapers would often report that Eleanor 
Roosevelt had hosted a meeting in a nearby town to rally 
members or cite supposed police reports from neighboring 
cities she had visited as evidence of the rumored plans for 
an uprising.® 

A professor from the University of North Carolina at 
Chapel Hill heard of these rumors in 1942 and recruited 
several other professors across the South to help him collect 
and document them all. Together, the professors received 
thousands of reports from white people containing stories 
they had heard about black people working to disrupt their 
communities. The details of each story changed from state 
to state. Sometimes the woman who planned to eat with her 
employers set the table for five people instead of three, for 
example. But researchers saw that the stories all had the 


Same message—that white people believed black people 
were working to overturn society in ways that would harm 
them or diminish their power. They were stories intended to 
cause fear by playing on racism. 

When the White House asked the FBI to investigate the 
rumors, they of course knew the First Lady was not secretly 
plotting a revolt in the South. They were simply baffled 
about how the conspiracy theories had started and whether 
there might be violence because of them. The FBI 
interviewed everyone: newspaper editors, local politicians 
and police, and local citizens all over the South. All these 
people said the same thing: They had heard the stories from 
a friend, who had heard them from someone else, who had 
heard them from someone else, and so on. No one who had 
heard the stories knew where they had actually started. At 
the end of the investigation, the FBI announced it had not 
found any evidence that any of the stories were true. 

So where did the conspiracies come from, then? At the 
time, the American South was undergoing § significant 
political, social, and economic change. The United States 
had just declared war against Germany and Japan after 
Japan’s attack on Pearl Harbor in December 1941. The 
country had to quickly get ready for war, and the 
government had opened factories all over the South to 
make equipment. When America joined the war, millions of 
black men joined the military. Black men and women also 
went to work in the factories.1° Both jobs paid higher wages 
than many other jobs, such as domestic service, to which 
black people had been limited because of systemic racism. 
With more opportunities, black activists and workers pushed 
for better pay and equal rights, and they formed workers’ 
unions to help them achieve those goals. 


(warninc: This memo contains language that was used at 
the time to refer to a particular community, but is now 
considered a Slur.) 
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nessee had organized an fleanor Roosevelt Club. Membership was reported 

in this club to be ten cents a week. 
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A declassified FBI report from November 1942 
reporting an investigation into the supposed Eleanor 
Roosevelt Clubs.? 


After the Fifteenth Amendment was added to the 
Constitution in 1870, making it illegal to deny (male) 


citizens the right to vote based on race or color, many 
states implemented poll taxes instead, making people pay a 
fee to register to vote. It was a way to keep low-income 
people, and especially black people and immigrants, out of 
politics and without a voice in government. And it worked 
quite effectively for a long time. Before 1942, only about 20 
percent of people who were eligible to vote actually did so.11 

Better-paying jobS meant many more people could afford 
to register to vote. White people who believed the rumors 
saw their society shifting in ways they did not like, ways that 
would give black people equal rights and put an end to the 
South’s Jim Crow laws—laws enforced until 1965 that 
allowed racial segregation. 

The rumors also started because of the unpopularity of 
the Roosevelts in the South. The president was disliked, but 
as an outspoken advocate for civil rights and the end to 
segregation, the First Lady was even more so.?2 On a trip the 
First Lady took to North Carolina in 1942, she held a series 
of community events, including a dinner with black men and 
women from different parts of the community. The white 
hosts who were supposed to provide her with a place to stay 
for the night were so upset she had broken the law on 
segregation that they forced her to return to Washington, 
DC, the same night.?3 

That was absolutely true, and for many people, it was 
something that made the conspiracy theories all the more 
believable. Of course the First Lady was running around the 
South organizing a revolt! People who believed the rumors 
Saw them as just more evidence that the First Lady was 
trying to meddle in their affairs. 

The conspiracies that spread were not just harmless little 
stories. They had serious consequences for civil rights. Black 
men who had enlisted in the army had hoped that their 
participation as an essential part of the military during 
World War II would push civil rights forward. Black activists 
and journalists called out the similarities between the Nazi 


Party that the US was fighting in Europe and the white 
Supremacy in the South that was at the heart of the Jim 
Crow laws.!4 But the rumors ended up leading to an increase 
of violence by white people against black people, especially 
in the areas across the South where black troops were 
stationed.15 

As we have seen in previous chapters, minority groups 
are often the targets of fake news, especially in times of 
political and social change.!¢ People look for information to 
explain what is happening, and rumors start about evil 
forces conspiring against them. These conspiracies turn into 
fake news when people know they are not true and pass 
them on anyway, aS many newspapers did in the South. 
Fake news takes advantage of people’s existing racism or 
other discriminatory beliefs about minority communities. 
The people who believed the rumors saw that black people 
were moving into better-paying jobs and steadily gaining 
more rights. Their racism led them to believe that the 
reason those things were happening was not because of the 
shifting economic and political landscape and the hard work 
of black activists and community leaders, but rather 
because of an evil First Lady in the White House and a 
minority group trying to overthrow the country. 


THE ALIEN INVASION THAT 
WASN'T 


On the night before Halloween in 1938, a radio 
announcer interrupted a live broadcast of dance 
music over the Columbia Broadcasting System 
network to inform listeners that an astronomer had 
detected explosions “like a jet of blue flame shot 
from a gun” on the planet Mars. A few minutes later, 
a reporter interviewed the astronomer, Professor 
Pierson, live on the air—he said he did not know why 
the explosions had happened. He assured listeners it 
was nothing to worry about, even as he received a 
telegram while on the air that said something like a 
large earthquake had just been detected around 
Princeton, New Jersey. 


The program returned to the upbeat music, but soon 
the announcer was back, informing listeners that the 
earthquake that had been reported was actually a 
meteorite, which had crashed into a farmer’s field in 
Grover’s Mill, New Jersey. The reporter and Professor 
Pierson raced to the crash site. With sirens blaring in 
the background, the two quickly determined it wasn’t 
a meteorite at all, but a metallic cylinder, thirty yards 
in diameter—an extraterrestrial object of some kind. 


Panicked shouts filled the air as the object began 
moving and ae figure emerged. “Ladies and 


gentlemen, this is the most terrifying thing I’ve ever 
witnessed,” the reporter said in a quivering voice. 
“Good heavens. Something’s wriggling out of the 
shadow like a gray snake. Now it’s another one and 
another one and another one. They look like 
tentacles to me.... | can see the thing’s body now. It’s 
large, large as a bear. It glistens like wet leather. But 
that face, it—it—ladies and gentlemen, _ it’s 
indescribable. | can hardly force myself to keep 
looking at it, it’s so awful. The eyes are black and 
they gleam like a serpent. The mouth is kind of V- 
shaped with saliva dripping from its rimless lips that 
seem to quiver and pulsate.” 


As police neared the crash, the creature revealed a 
mirrorlike object that sent fire roaring out of the pit. 
Screams erupted over the radio as the flames spread, 
and then the transmission from Grover’s Mill went 
dead. 


During the next few minutes, a series of news 
bulletins told listeners that officials had declared 
martial law in New Jersey and Pennsylvania. Aliens 
were invading Earth. A military officer gave an 
eyewitness account of a massive slaughter of nearly 
seven thousand armed guardsmen who had been 
deployed to New Jersey to fight the aliens. The aliens 
killed them all with their “heat rays” and rode 
“tripod machines” that were taller than skyscrapers. 
But the invasion didn’t stop there. Soon, “Martian 
cylinders” landed in Buffalo, Chicago, and St. Louis 
and killed whole cities with poisonous black gas, the 
radio reported.1”? They were coming to destroy 
everyone and everything. 


Now, if you’re wondering why your history textbooks 
never told you about the Great Martian Invasion of 


Earth in 1938, that’s because, as you might have 
guessed, it never happened. Before we had twenty- 
four-hour TV programming and hundreds of cable TV 
channels to choose from, families would gather 
around the radio. It was their main source for news 
and entertainment. They would listen to dramatic 
readings over the radio, the way we listen to 
audiobooks. At the beginning of this particular 
program, the announcer explained that a radio-acting 
troupe, led by a young actor named Orson Welles, 
would be doing a dramatic reenactment of a famous 
work of fiction: The War of the Worlds by H. G. Wells. 
The station had planned it as part of their Halloween 
series. 


The program really was impressively innovative. If 
you listened to the recording now, you might be 
surprised at how convincing it sounds, in part 
because they used very sophisticated sound effects 
for the time, complete with dramatic explosions and 
car horns. 


Even though most of the program was structured as 
a series of news bulletins, the broadcast itself isn’t a 
case of fake news. The radio company was not 
intentionally trying to pass H. G. Wells’s fiction off as 
fact, and they informed listeners that it was a 
fictional radio play at the start of the program. But 
the way the newspapers reported on it afterward is. 
The day after the program aired, newspapers all over 
the country decried the program for being a 
deliberate hoax. Some listeners had tuned into the 
program after it had already started and so had 
missed that crucial opening caveat, articles said. Asa 
result, thousands of people genuinely believed that 
Martians had invaded Earth. Newspapers reported 
stories about hours-long traffic jams because people 


were trying to flee the East Coast. The New York 
Times told a story about families in New Jersey 
rushing out of their houses with wet towels over 
their faces to flee the poisonous gas attacks. An 
article from the Associated Press claimed a man 
came home to find his wife ready to commit suicide 
to escape the invasion.!® Even history books written 
after the fact bought into claims of mass hysteria. 


Most of these claims were never proven, however. A 
survey conducted later showed that the percentage 
of people who actually listened to the broadcast was 
very small. So why all the dramatic reports? Well, 
print journalism and radio were competitors back 
then. Regular radio broadcasts had only started in 
1920, so it was still a new thing at that point. It was 
in the newspapers’ interest to make the station look 
as reckless and deceitful as possible so consumers 
might decide to rely on print journalism for their 
news.!9 


While fake news about the event has made it difficult 
for historians to determine how many people were 
actually fooled by the program, there is evidence 
that some _ listeners did indeed take’ the 
dramatization seriously. Listening to a few moments 
of a radio broadcast and running in panic is kind of 
like seeing a news headline that makes us angry or 
scared, and then sharing the whole article without 
reading the rest of it to make sure we should actually 
be worried. When information § triggers’ strong 
emotions in us, it is important to make sure we have 
the whole story before acting on those emotions. If 
listeners had waited to learn more, they might have 
caught the reminder at intermission that the show 
was not real. 


Years later, in 1955, Orson Welles himself offered 
similar advice during an interview with the BBC by 
revealing the true intentions of those involved in the 
broadcast. “We weren’t as innocent as we meant to 
be when we did the Martian broadcast,” he said. “We 
were fed up with the way in which everything that 
came over this new magic box, the radio, was being 
swallowed ... so in a way, Our broadcast was an 
assault on the credibility of that machine. We wanted 
people to understand that they shouldn’t take any 
opinion predigested, and they shouldn’t swallow 
everything that came through the tap, whether it 
was radio or not.’’2° 


CHAPTER 9 


SMOKING IS GOOD FOR YOU 
AND OTHER FAKE NEWS 
ABOUT YOUR HEALTH 


In December 1953, the leaders of the six biggest tobacco 
companies in the United States held a series of secret 
meetings at the Plaza Hotel in New York City.1 They had a 
big problem on their hands. In a report in Time magazine, 
scientists had announced that the tar and other chemicals 
used in cigarettes had given lab mice cancer. “Beyond any 
doubt,” the magazine had said, “there is something in 
cigarette smoke which can produce cancer.” 

In the United States around this time, about two thirds of 
men and one third of women smoked, and lung cancer 
became the number one cancer to lead to death. The 
cigarette business was booming, but now new reports were 
coming out about the health risks that could put everything 
in jeopardy. At the secret meetings, the heads of Big 
Tobacco—as the companies were called—agreed that they 
needed to develop a strategy, together, to keep people 
smoking. They needed to counter the new health reports, 
trick the media, and deceive the public. 

To do that, they hired one of the most influential public 
relations firms in the United States: Hill & Knowlton. The 
firm had had years of experience working to boost the 
public image of other companies whose products carried big 
health risks, like those in the liquor and the chemical 
industries. If scientific research was what threatened 
tobacco companies, Hill & Knowlton said, then the key to 


the solution also lay with scientific research. With their help, 
Big Tobacco started finding and promoting the voices of 
researchers who had expressed doubt about the link 
between smoking and lung cancer. But the companies knew 
that was not going to be enough to counter the growing 
anti-tobacco voices.? 

That was when it hit them: Big Tobacco had to undermine 
the public’s trust in science in general. To do that, they 
needed their own research organization, which the 
companies themselves could direct and control. This 
research group would ultimately claim that science was 
really a matter of opinion. They set about hiring a team of 
scientists and founded an organization called the Tobacco 
Industry Research Committee (TIRC). At the time, John W. 
Hill, the head of Hill & Knowlton, wrote that “the word 
‘Research’ is needed in the name to give weight and added 
credence to the Committee’s statements.”4 In other words, 
they needed to make the TIRC sound independent and 
scientific so they could present its research as legitimate 
and unbiased, even though it was the opposite. 

The heads of Big Tobacco put out a full-page ad in over 
four hundred newspapers nationwide announcing the 
creation of the TIRC in response to the new health reports 
on the effects of smoking. “We always have and always will 
cooperate closely with those whose task it is to safeguard 
the public health,” they pledged in the ad. They also 
insisted, however, that links between smoking and lung 
cancer had not been proven, and that “there is no 
agreement among the authorities regarding what the cause 
is.... For more than 300 years tobacco has given solace, 
relaxation, and enjoyment to mankind. At one time or 
another during those years critics have held it responsible 
for practically every disease of the human body. One by one 
these charges have been abandoned for lack of evidence.”> 
That was why they’d created the TIRC, they said—to get to 
the truth of the matter. 


And what do you know, the TIRC did indeed find that 
smoking was not dangerous at all! People were developing 
cancer for other reasons, the TIRC said, none of which had 
to do with smoking. The findings were far from unbiased, of 
course. They left out that the tobacco companies were 
paying the TIRC researchers and that the whole thing was a 
publicity stunt to keep people buying cigarettes. 

Next, Big Tobacco needed to get the media on board. Yes, 
thousands of scientists agreed that smoking caused cancer, 
but there were a few scientists who did not. These scientists 
needed to be heard, the companies said; there were two 
sides to the debate, and journalists were not doing their job 
of providing information objectively if they did not report 
both, even if the evidence on one side was overwhelming. 
One executive at Hill & Knowlton said in 1968 that “the 
most important type of story is that which casts doubt in the 
cause and effect theory of disease and smoking. Eye- 
grabbing headlines should strongly call out the point— 
Controversy! Contradiction! Other Factors! Unknowns!”6 


A Frank Statement 


to Cigarette Smokers 





RECENT REPORTS: on experiments with mice have: given , For more than 300 years tobacco has given-solace. rclaxa- 
wide publicity to:a theory that cigarette smoking isin some way tion,and enjoyment to mankind. At onetime or another during 
linked with lung cancer in human beings. those years critics have held. it responsible for practiczily every 
Although conducted by doctors of professional standing, °° discase of the human. body: One by. one these charges have been 
these experiments are not regarded!as conclusive in the field of abandoned for lack of evidence. 
cancer. research. However, we do not believe that any serious P Regardless of the record/of the past, the fact thaucigarette 
medical research, even. thoush its results are inconclusive should ' " smoking today should even be suspected'as a cause of a'serious 
be disregarded or lightly dismissed! disease is a matter of’ deep concern:to us. 


At the same time, we fecl!it is in the public interest to cull Many people have asked us. what we are doing to mect the 


attention to the fact that.eminent doctors and research scientists Public's concern aroused, by the recent reports. Here: is the 
have publicly. questioned the claimed. significance of thesé ex- answer: 
_periments. 

Distinguished aethatiiiee point out: : Jj, We are pledging aidiand assistance to the research effort into 


all phases of tobacco use and!hcalth. This joint financial aid 
will of course be in addition to what is-alrendy being con---— 
tributed by individual companies. 


1, That medical research of recent years indi : 
"possible causes of lung cancer. ae _ 





- 


2. That there is: no agreement among the authorities regard- 
ing what the cause is. : ‘ . , Q For this purpose we are establishing a joint industry group: 
ae consisting initially. af the undersigned.’ This group: will be 


3. That: there is no proof that: cigarette:smoking is one of 
5 Known as TOBACCO! INDUSTRY. RESEARCH COMMITTEE. 


the causes. 

4; That statistics purporting to link cigarette smoking with 3, Ia charge of the research activitics of the Committee will be a 
the disease could apply with equal force to: any. one of many j scientist of unimpeachable integrity, and national. repute. In 
other aspects of modern life. Indeed the: validity of the statistics addition there will be aa'Advisory Board of scientists disinter- 
themsclves:is questioned by numerausi scientists. eS ested in the cigarette industry. A group of distinguished men 


from medicine, science, and education will be invited!to serve 
on this Board. These scicntists will advise the Committee on 
its research activities. 


We accept an interest'in people's ‘health asa basic respon-- 
sibility, paramount to every other consideration in our business. . 


_ We believe the products we make are not injurious to: ‘ : 
beaith. . f This statement is being issued because we believe the people 
We: always have:and always will cooperate closely with = —_are:entitled to. know where we stand on this matter and what 
those whose task it is to safeguard the public health, . : we intend to:do' about it, 


Ls 


TOBACCO INDUSTRY RESEARCH COMMITTEE. 


- $400 EMPIRE STATE BUILDING, NEW YORK UG N. ¥. 


SPONS Py RS: 
; L : : ; ® 
‘TNE. AMERICAN TOBACCO. COMPANY, INC: BURLEY. TOBACCO GROWERS COOPERATIVE PHILIP MORRIS & CO, UTD..INC. ro 
Paul'M: Hahn, President : _ SBeciTION : O: Parker MeComus, President me) 
John W. Jones, President . I wre 
BENSON &-HEDCES vs R. J. REYNOLDS TORACCU COMPANY vy 
Joseph F. Cullman, Jr., President LARUS'& BROTHER COMPANY, INC. E. A. Darr, President od 
BRIGHT BELT WARENOUSE ASSOCIATION WisTs Reed des Present STEPHANO BROTHERS, INC. ge 
F.S. Royster, President C.S. Stephano: D'Sc., Direetar of Research 
P..LORILLARD COMPANY 


TOMACCO ASSOCIATES, INC. 


(Aa erganssuen of Aisecwied 00acce stowess! 
4. 8. Hutson; President 


BROWN & WILLIAMSON TOBACCO CORPORATION Herberv A Rent, Chawman 


Timoiny V.. Herimett, President 
. : 


BURLEY ALCTION WAREHOUSE ASSOCIATION: SUARYLAND TOBACCO GROWERS ASSOCIATION UNTTED STATES TOBACCO: CUXIPANY 
Albert Clay, Presideps Samuel.C. Lintan, General Manawer . JW, Peterson; President . 


The ad “A Frank Statement to Cigarette Smokers” 
introduced the TIRC to newspaper readers on January 
4, 1954.7 


After years of yellow journalism tanking the credibility of 
the media, the number one concern of reporters in the 
1950s was to be as objective as possible so they could not 
be accused of bias. Big Tobacco took advantage of that, and 
of the fact that reporters covering the issue were not 
scientists or experts in the field themselves. They could not 
verify the information or do their own lab research, so the 
best solution for most reporters was to present both sides 
and let the public (who, by and large, were also not 
scientists) decide for themselves. The companies did not 
need to fully convince anyone; they just needed to sow 
enough uncertainty into the debate that people would keep 
smoking, and the media helped them do it. Suddenly, 
people were presented with contradictory information about 
smoking that made it sound as if the scientific findings 
really were up for debate. If you liked smoking and it 
seemed that scientists really didn’t know the effects, the 
choice was an easy one—keep smoking. 

Big Tobacco also worked to get politicians on their side. 
They donated to political campaigns that were friendly to 
their cause and then gave those politicians talking points to 
use when defending them against government agencies 
that wanted to implement regulations, such as_ the 
Environmental Protection Agency and the Food and Drug 
Administration. 

Tobacco’s fake news campaign went on for over four 
decades, even though more and more research proving the 
dangers of smoking came out over time. By 1964, when the 
US surgeon general first warned that smoking caused 
cancer, there were more than seven thousand published 
articles that said smoking was dangerous. Things were once 
again looking dire for tobacco companies, so they simply 
altered their strategy. Big Tobacco designed “low-tar” or 
“light” cigarettes that used filters, claiming they were the 
healthy option and providing the research (from TIRC, of 
course) to back it up. But in fact, low-tar cigarettes allowed 


more carcinogens to go deeper into the lungs, because 
people smoking them would take deeper puffs. In 1996, the 
American Cancer Society published a study that showed the 
rate of lung cancer deaths actually increased after supposed 
low-tar cigarettes came onto the market.° 

It was not until the 1990s that secret documents started 
to become public that showed tobacco companies had long 
known the effects of smoking both regular and “light” 
cigarettes, even as they pumped out fake news saying 
otherwise.?° And the US government decided there was 
something it could do about it. In 1999, in one of the 
government’s biggest cases against a totally legal industry, 
the US sued the six biggest companies involved in the 
scheme. The Department of Justice spent years compiling 
evidence, including incriminating company documents that 
had been leaked. The lawsuit said that Big Tobacco had 
made cigarettes more addictive while claiming they were 
not addictive at all. It showed that the companies had 
targeted young people in their advertising campaigns in 
order to get people hooked on cigarettes at a young age. 
The lawsuit also showed that the companies _ had 
purposefully lied about the health risks of smoking when 
they knew the truth, and even destroyed documents to 
cover up their activities.12 

In the landmark case, the judge found that the companies 
had engaged in racketeering—in other words, they’d been 
involved in a dishonest or fraudulent business. According to 
the judge, the companies had “marketed and sold their 
lethal product with zeal, with deception, with a single- 
minded focus on their financial success, and without regard 
for the human tragedy or social costs that success 
exacted.”!2 The companies were ordered to stop lying to the 
public. 

Despite the lawsuit, Big Tobacco is still—years later— 
fighting the US government on how it markets its products. 
Why are so many people taken in by fake news campaigns 


when scientific results are so clear on things like smoking? 
First, aS we Saw with Big Tobacco, many people believed the 
TIRC’s research because it sounded independent and 
unbiased. Real scientists were saying smoking was safe. 
Would it have changed people’s minds to know that those 
scientists were paid by tobacco companies to come up with 
those conclusions? Hopefully. But those people liked 
smoking, and the TIRC said what they wanted to hear. 

The media also helped amplify the fake news voices out 
of an effort to appear unbiased and objective. There is a 
danger in reporting “both sides” of an issue without telling 
readers where the information comes from. It makes it 
sound as though the thousands of pages of scientific 
research proving something is the same thing as the 
statements of a handful of scientists paid by companies to 
create uncertainty. 

Perhaps most alarming is that the four decades in which 
Big Tobacco successfully spread fake news to keep 
themselves from going out of business created a kind of 
road map for other industries to follow. In 1998, Dr. Andrew 
Wakefield published a research paper in a medical journal 
claiming that there was a link between the measles, 
mumps, and rubella (MMR) vaccine and autism. According 
to his study, eight of twelve previously healthy children 
studied contracted symptoms within two weeks of having 
gotten the vaccine.!3 Wakefield called for people to stop 
getting their children the MMR vaccine until more research 
could be done. That was all it took. Wakefield and his study 
were suddenly all over the news, launching a global health 
scare.14 

Even when evidence started to arise that disproved 
Wakefield’s analysis, the Daily Mai! and other British 
newspapers published positive stories about his findings. 
Hollywood celebrities of the era, including Jenny McCarthy, 
Charlie Sheen, and Alicia Silverstone, jumped on the anti- 
vaccination movement, too. Wakefield’s research was 


discredited within a few years, but MMR _ vaccinations 
declined so sharply that there were full-blown measles 
outbreaks in Canada, the United Kingdom, and the US 
starting around 2006 as the population of unvaccinated 
children grew.?> 

Years later the Times of London reported that Wakefield 
had apparently manipulated the data in his study and 
changed the results to purposefully show a link between the 
vaccine and the disease. What could be worth risking public 
health for? Money, of course! It was revealed that Wakefield 
was being paid by parents who believed the MMR vaccine 
had harmful side effects and were considering suing the 
makers of it. Did he believe that if he could force a link 
between the vaccines and diseases, he would get paid a lot 
of money from future lawsuits to continue doing research on 
the issue? It certainly seems likely. Wakefield’s medical 
license was revoked, and he has since been barred from 
practicing medicine. The medical journal that published the 
Original study retracted it in 2010, but by then the damage 
had been done. To this day, fake news sources still push 
Wakefield’s research online, and he continues to defend his 
conclusions. 

Big Tobacco’s and Wakefield’s fake news scheme provide 
an impor- tant lesson on knowing where our information 
comes from before believing it, and on looking at the 
motivation of the person or group producing it. Information 
produced by a biased author or a group that pays someone 
to say a certain thing is, by its very nature, not objective. 


THE INTRODUCTION OF 
TELEVISION 


The first TV news programs in America began airing 
in 1940. They were short, fifteen- to thirty-minute 
spots, because stations were not convinced at first 
that people wanted that much news.’¢ But the public 
loved it. They no longer had to simply read about 
events in faraway lands or listen to faceless voices 
on the radio talk, they could witness them firsthand 
thanks to foreign correspondents and camera crews 
bringing them to the frontlines. The public demand 
for news increased over the decades, becoming so 
high that CNN was established in 1980, becoming the 
first twenty-four-hour-a-day news network on TV and 
setting off the creation of other cable news networks. 


The interest in TV news was driven in large part by 
the fact that after hundreds of years. of 
sensationalized news, people liked to be able to 
visually verify what they were being told.!” They 
wanted objective and factual news, and being able to 
see for themselves what was reported increased 
their confidence in the news. But there was a 
downside, too. For a long time, people believed that, 
since they could see it for themselves, whatever they 
saw on TV was true. 


That trust posed an opportunity for horror writer 
Stephen Volk and TV producer Ruth Baumgarten in 
1992. On Halloween night, they aired a ninety-minute 
show on the BBC called Ghostwatch. It was marketed 
as a live broadcast investigating a home in northwest 
London that was said to be “the most haunted house 
in Britain.”18 The show followed Pamela Early and her 
two daughters, who lived in the house with a ghost 
they’d named Pipes, as it supposedly liked to bang 
on the water pipes. 


The hosts were two of the BBC’s most trusted 
presenters, and the whole thing was _ shot on 
videotape rather than the sixteen-millimeter film 
typically used then for TV shows. This made 
Ghostwatch look homemade and more authentic. The 
camera followed the Early family around the house, 
during which Pipes caused all sorts of havoc and 
even possessed the girls. As the hosts investigated, 
the camera cut back to the BBC studio to interview a 
paranormal specialist and take calls from viewers 
who shared their own personal experiences with 
ghosts. The show ended with the revelation that the 
investigation and the _ eleven’ million viewers 
watching around Britain had acted as a kind of 
séance that had released Pipes’s evil spirit through 
the airwaves and into the homes of the viewers. The 
ghost then supposedly took control of the cameras in 
the BBC stations and TV screens went dark.?° 


Before the show aired, it was featured on the cover 
of a British weekly magazine that listed TV and radio 
schedules. The article about the show clarified that 
Ghostwatch was fiction. But the problem was that not 
everyone who watched the show had read the article. 
The BBC received over twenty thousand complaints 
for airing the show, which was later linked to multiple 


cases of children being diagnosed with _ post- 
traumatic stress disorder.2° The show was also said to 
have been the cause of a suicide. Afterward, a British 
court found that the BBC had tried to “cultivate a 
sense of menace” and had neglected its “duty to do 
more than simply hint at the deception it was 
practising on the audience.”2: 


GHOSTWATCH WAS NOT THE LAST ATTEMPT BY 
FILMMAKERS TO SPOOF PARANORMAL ACTIVITY 
ON FILM. In 1999, a low-budget independent 
horror film, The Blair Witch Project, hit US 
movie theaters, going on to make over $250 
million worldwide. It followed three young 
filmmakers who went camping in a forest in 
Maryland to uncover the mystery of a local 
legend known as the Blair Witch. In the movie, 
the group gets lost in the woods, where they 
are haunted, and the witch ultimately kills the 
group. The actors shot the whole movie 
themselves on handheld cameras to make it 
look like a real documentary. Perhaps even 
more impressive, the IMDb acting pages for the 
three main actors even said “missing, presumed 
dead” before the film was released.2 





CHAPTER 10 


THE FAKE NEWS 
INTELLIGENCE BATTLES 


It is time for a massive disclaimer. Almost all governments, 
including the United States, have used fake news as a 
weapon to influence events in other countries, though they 
usually call it “disinformation” or “influence of information 
operations.” Most countries use their intelligence services to 
do so, and in America’s case, that means the CIA. 

After World War Il, the world suddenly found itself caught 
in a fierce tug-of-war between the Soviet Union and the 
United States, each trying to gain global dominance during 
a period known as the Cold War. They did not fight this war 
in actual military-on- military battles, at least not directly 
with each other; neither side really wanted to, despite how 
much they threatened to attack each other. Instead they 
relied a lot on disinformation to do the work, in part because 
it was so cheap and relatively easy to do. 

Both sides especially wanted to increase their influence in 
the world’s developing countries. Using the growth of the 
media to its advantage, the United States spread 
disinformation to fight the spread of Communism, erode the 
reputation of the Soviet Union, and even destabilize and 
overthrow foreign governments it deemed unfriendly to 
American interests. 

When the CIA was created in 1947, one of its main 
missions was to conduct covert action overseas—secret 
operations to influence political, economic, or military 
conditions in other countries. It is used when government 
officials think covert action is the only way to advance US 


goals—rather than, for example, using traditional diplomacy 
or a military operation. And the White House used the CIA a 
lot during the Cold War. | have many stories about that, but, 
unfortunately, most of the good ones are classified. Instead, 
let’s talk about the Soviet Union. 

The same year the US created the CIA, the Soviet Union 
created a new foreign intelligence agency to run some of its 
secret operations called the Committee of Information (KI).2 
The Soviets started funding newspapers in Africa and Latin 
America, two areas where they wanted to increase their 
political and economic influence.2 That way, they would be 
able to influence what stories were printed. Soviet officers 
then conducted a thorough analysis of what was already 
published and reported in the US news. Officers learned 
quickly that disinformation spread better when it was about 
topics that were both politically and culturally relevant, and 
touched on real events that were already happening. 

In 1964, the Soviets forged documents to make it look like 
Western politicians had supported the Nazi regime in 
Germany, but they were quickly discovered to be fake. The 
Soviets also planted wild conspiracy stories in the 
newspapers they funded and recruited journalists to work 
for them to publish and promote the claim that the CIA had 
assassinated President John F. Kennedy and civil rights 
leader Martin Luther King Jr.2 Another campaign the Soviets 
waged claimed that American couples adopted babies from 
other countries as part of a secret operation to harvest their 
organs. This disinformation campaign was so convincing 
that some countries stopped allowing Americans to adopt 
children. 

The Soviets learned something important from the 
success of these early disinformation operations—people 
could be fooled by stories about fake secret government 
plots. In fact, to this day there are still conspiracy-theory 
websites that promote all these stories. 


In 1981, the Soviets watched carefully when the US 
Centers for Disease Control and Prevention (CDC) released a 
report on a sudden illness affecting five previously healthy 
gay men in Los Angeles.® The report said these men had 
multiple infections and pneumonia, and their immune 
systems were shutting down. The CDC did not know what 
the cause was, how the illness spread, or how to cure it, and 
by the time they wrote the report and published it, two of 
the five men had died. After the report was published, 
doctors around the United States flooded the CDC with 
reports of similar cases. A little over a year later, there was 
a name for the disease—Acquired Immuno. deficiency 
Syndrome (AIDS)—and it had broken out, not just across the 
country but across the world, in a full-blown epidemic.® For 
the Soviets, this was the perfect opportunity to turn the 
world against the United States. 

In the 1980s, the American public was very concerned 
about biological and chemical weapons.’ (Chemical 
weapons are chemicals used to kill or maim people, such as 
mustard gas, which was used for the first time in World War 
|. Chemicals can also be used to destroy crops to starve a 
population during wartime. Biological weapons’ are 
infectious diseases intentionally spread through viruses, 
bacteria, and other toxins, such as anthrax.) Through 
several congressional investigations, the public had learned 
that the government was spending a lot of money on 
research into biological and chemical warfare. The public 
was weary from back-to-back wars in Europe, Korea, and 
Vietnam, and they did not trust the government to keep 
them out of another war. 

The Soviets saw that Americans were paying more 
attention to what their government was doing because of 
this mistrust, and realized it was an opportunity. That is 
when they launched a secret disinformation campaign 
called Operation INFEKTION, claiming that US government 
scientists had created the lethal virus called AIDS. It was 


almost too easy for the Soviets. Two disinformation officers 
from the KGB—the Soviet’s main security agency—later 
claimed that the idea “virtually conceptualized itself.”8 

As usual, the first step was to plant stories in media 
outlets outside the Soviet Union to hide the fact that it came 
from them. The Soviets had learned by then _ that 
disinformation worked best when they mixed true facts in 
with the fake information. The first article the Soviets 
produced appeared in 1983, in the Patriot, a small 
newspaper they had been funding in India, with the headline 
AIDS MAY INVADE INDIA: MYSTERY DISEASE CAUSED BY US EXPERIMENTS. It 
was supposedly written by a “well-known American scientist 
and anthropologist.” The article included a number of facts 
about the virus. It cited real information that had been 
reported in America about US research into chemical and 
biological weapons. That is when they sowed in the fake 
information. “AIDS,” the supposed American scientist said, 
“is believed to be the result of the Pentagon’s experiments 
to develop new and dangerous biological weapons” in a 
secret lab at Fort Detrick, an army medical base _ in 
Maryland.? 

The Soviets published another article, this time in a 
Russian newspaper known to carry Soviet propaganda, titled 
PANIC IN THE WEST OR WHAT IS HIDING BEHIND THE SENSATION SURROUNDING 
Alps. The article used real statistics about AIDS breaking out 
on the East Coast of the United States. It also listed secret 
biological- warfare programs to suggest the government 
was deploying the virus intentionally as a kind of genocide 
against the communities AIDS affected more than any other 
—gay people and African Americans.!° It also cited the 
previous article in the Patriot to make both articles seem 
more credible. But the Soviets did not stop there. 

One of the keys to getting fake news to spread is 
repeating the same message over and over in as many 
forms as_ possible, so the Soviets organized radio 
broadcasts, published more articles and papers, and printed 


leaflets and posters, especially in countries that were the 
most strategically important to Moscow, like Zaire (now the 
Democratic Republic of Congo), Argentina, and Pakistan. 
Some of those stories and posters claimed that American 
troops deployed overseas were secretly injecting local 
populations with the virus themselves.!! And those efforts 
paid off. As fake news reports continued to appear, real 
news outlets started picking up the story, especially in 
developing countries where the AIDS virus was also 
spreading. The media was still growing in many of those 
countries, so it was often easier to get sketchy stories 
published there. 

After media coverage, the second step of the Soviet 
operation was to use “agents of influence” to spread 
disinformation. These were KGB contacts who held 
important positions, including scientists, journalists, and 
public figures. In 1985, the Soviets reached out to the East 
German state security service—known as the Stasi—and 
asked for help with Operation INFEKTION. The Stasi was one 
of the most feared and hated parts of the Eastern German 
Communist government. It ran East Germany like a prison 
and had a huge network of secret informants, mostly just 
regular people forced into spying on their neighbors. And, as 
the KGB expected, the Stasi had the perfect person for the 
job—a retired East German biophysicist, Dr. Jakob Segal. 

Segal was born in St. Petersburg, Russia, and living in 
Eastern Germany, with no connections, at least that he 
knew about, to the KGB. He was a respected scientist who 
could speak authoritatively and convincingly on health 
issues. This was a man people would take seriously. The 
Stasi made contact with Segal and gave him evidence— 
which was of course fake—that the US was responsible for 
the AIDS epidemic. By then, AIDS had broken out on every 
continent except Antarctica, with over 15,500 cases 
reported in the US and almost as many deaths.!2 Segal was 
convinced of the “evidence” and wrote a forty-seven-page 


report claiming that the US government had created and 
spread AIDS by experimenting on gay people in prison, so 
that they would later infect the gay population in New York 
City and San Francisco. By 1987, the report had been 
covered by the media in eighty different countries. 

Besides Segal’s report, one of the biggest successes in 
Operation INFEKTION came after the Stasi sent an 
anonymous package of (dis)information about the origin of 
AIDS to a bestselling author from Austria.13 The author took 
the bait, and in 1987 he published a novel using the 
disinformation as the premise. In interviews with the media, 
he said his inspiration for the book came from the fact that 
the US had created the AIDS virus. 

The US knew that the Soviets were behind the campaign 
and publicly called them out. Scientists from all over the 
world also spoke out against the stories. By 1987, AIDS had 
started to spread in the Soviet Union, too. When Soviet 
researchers reached out to the US for help treating the 
virus, the US realized it had some leverage. American 
officials told them they would not help until the Soviets 
stopped their disinformation campaign. And so the Soviets 
were forced to abandon Operation INFEKTION. 

But the damage had already been done. Between when 
the first article was published in India in 1983 to when the 
Soviets ended the operation in 1987, media outlets in fifty 
countries had published news on the conspiracy.!4 Soviet 
efforts to push the conspiracy that the US military was 
spreading AIDS made countries afraid to let them in.}5 
Moreover, the whole time the Soviets were running 
Operation INFEKTION, they were also secretly developing 
their own chemical and biological weapons. The world was 
so focused on watching the US, however, that no one was 
paying attention to what the Soviets were up to on that 
front. 

The operation had an even longer-lasting impact at home 
in the US. In a survey in 1992, 15 percent of American 


participants said they believed the US government 
deliberately created the AIDS virus in a lab. Even years 
later, in a 2005 study published by the Journal of Acquired 
Immune Deficiency Syndromes, 15 percent of African 
Americans surveyed said they believed AIDS was a form of 
genocide against black people, and nearly 50 percent 
believed it was a man-made virus.1® 

Operation INFEKTION shows us how important it is to do a 
little investigating into where our information is coming 
from. Many of the stories that claimed the US invented AIDS 
hinged on that one original article published in 1983 by the 
Indian newspaper funded by the Soviets. Just as your 
teacher wants you to cite all your sources in your research 
paper, we should expect that real media outlets will do the 
same in their reports. Credible media will cite more than one 
source of information to demonstrate that what they are 
reporting is true. Especially if they are making as big a claim 
as, you know, a country attacking populations with 
weaponized viruses created in secret labs. 


WELCOME TO THE INTERNET 


In 1937, H. G. Wells (yes, the same author who wrote 
about alien invasions) predicted the creation of the 
internet. “The whole human memory can be, and 
probably in short time will be, made accessible to 
every individual,” he wrote. And in a lecture that 
year, he said, “The time is close at hand when any 
student, in any part of the world, will be able to sit 
with his projector in his own study at his or her own 
convenience to examine any book, any document, in 
an exact replica.”17 The idea at the time was 
considered revolutionary by most people. But it was 
not too far off. 


In the late 1960s, researchers at several universities, 
funded by the US Department of Defense, had the 
idea that people could more easily share information 
with one another if they created a network of 
computers all linked together. They called it the 
Advanced Research Projects Agency Network—or, 
ARPANET. The first internet browser, the World Wide 
Web, was created in 1989, but it was mostly for 
scientists.12 When the internet became more widely 
available to regular users later in the mid-1990s, it 
was a little like the immediate aftermath of the 
invention of the printing press. Except that if the 
printing press had created a flood of information, the 
internet created a tsunami. 


The internet went from 130 websites by June 199319 
to almost 2 billion by 2019.2° Suddenly, information 
and news was available in unprecedented amounts, 
and all at the click of a button (or maybe a little 
longer—dial-up internet was slow in the beginning!). 
In 1994, sensing the turning tide, Reuters became 
the first news agency to provide free access to news 
online.2: Soon after, the other major media outlets 
followed suit. New, alternative media (that is, media 
outside the traditional news outlets) popped up, 
started by people or organizations that otherwise 
would not have had the funds to start a print 
newspaper, radio station, or TV show. Alternative 
media could provide much narrower coverage, 
sometimes on one specific topic or geared toward a 
particular interest of specific readers. There were 
now more choices than ever before of where people 
could get their news and information, and most of it 
was free. In 2000, just 46 percent of adults in the 
United States used the internet. But by 2008, more 
than 74 percent did.2 





WHAT IS THE DEFINITION OF MAINSTREAM 
MEDIA? The term mainstream media refers to 
the national news media outlets (including 
newspapers, radio, and television networks) 
that have the most influence on public views. 
Mainstream media outlets typically have 
millions of readers or viewers, such as NBC, the 
Washington Post, and the BBC. They also 
market themselves as being objective and 
politically neutral, although outlets like Fox 
News, whose creators in 1996 claimed it would 
be a conservative voice to counterbalance what 
they viewed as a left-leaning CNN, challenge 


that definition.22 However, there is nota 
definitive list of which outlets are considered 
part of the mainstream media. 





The surge of information online did have a negative 
effect on traditional media. People stopped buying 
print subscriptions to news- papers because there 
was so much free content available online. As a 
result, companies stopped buying advertising space 
in papers, since there were not as many readers to 
reach. Advertisers also had the ability now to reach 
potential customers directly online, rather than 
having to go through the media. In 1950, almost 
everyone subscribed to a newspaper, and some 
households had more than one. But by 2010, most 
newspapers had lost over 70 percent of their 
subscriptions.24 Newspapers were’ gutted, and 
journalists were laid off in droves.25 


Today, most news outlets have stopped printing hard- 
copy papers altogether and have turned to digital 
news only, which readers pay a subscription fee to 
access. But even that is a struggle, now that there is 
so much _§ free’ information'§ online. In 1994, 
newspapers printed about 60 million copies a year, 
but by 2018, newspaper circulation for both print and 
digital news combined was between 31 and 34 
million a year.2 Smaller regional and local news 
outlets around the world have taken some of the 
biggest hits, laying off staff or shutting down 
altogether. In the UK alone, more than two hundred 
regional and local newspapers closed down between 
2005 and 2018.2’ 


The internet also had a major impact on fake news. 
Ordinary people soon realized that there were no 


limits online, as long as they could afford an internet 
connection. The internet did not belong to anyone, 
really. With minimal web-design skills, a person could 
buy a domain and put up their own website or blog in 
no time at all, something that has only gotten easier 
as web-design companies have made templates that 
anyone of any skill level can use. Fake news pushers 
no longer had to go through the mainstream media 
outlets to get false information out. They could 
connect instantly with potentially thousands of 
people by just having an email address or website. 
And that is exactly what they did. 


SECTION 3 





Drowning in Fake News 





CHAPTER 11 


GOING DIGITAL 


“| live in Damascus, Syria. It’s a repressive police state. 
Most LGBT people are still deep in the closet or staying as 
invisible as possible. But | have set up a blog announcing 
my sexuality, with my name and my photo. Am | crazy?” 
wrote twenty-five-year-old gay Syrian American Amina Arraf 
in 2011 in one of her first posts on a blog titled A Gay Girl in 
Damascus.: The blog was definitely a heroic act. The Syrian 
government had a long history of limiting free speech and 
imprisoning anyone who spoke out against its leaders. It 
was even more dangerous for Amina because being gay was 
illegal in Syria. 

At the end of 2010, large protests had erupted across the 
Middle East and North Africa against corrupt authoritarian 
governments. Media outlets called it the Arab Spring.2 The 
protests started in Tunisia and then spread to Libya and 
Egypt, and it looked like Syria would be next. When 
nationwide protests broke out across Syria in March 2011, 
Amina not only joined the thousands of people in the streets 
demanding change, but she also documented the marches 
in detail for her blog. She felt the Syrian people had been 
persecuted by their government for too long, and enough 
was enough. “No conspiracy, no diabolical plot, but the slow 
accumulation of grievances and indignities and a people 
who’d outgrown its rulers,” Amina explained on her blog. 
“We were still sleeping, but barely. And a spark was all that 
was needed to awaken us.”3 

The world was closely following the Arab Spring, and 
readers of Amina’s blog were captivated by her detailed 
stories of what was happening. In some countries where 


protests had taken place, the governments had resigned. 
But in Syria, the government sent in the military and police, 
killing protestors or putting them in prison. Amina shared 
with her readers that before every protest she would write 
her name and phone number on her arm in case she was 
killed for participating. In one of her most shared posts, 
Amina told readers how the Syrian security services had 
finally found out who she was and showed up at her house 
in April to arrest her. Her father had bravely talked them out 
of it, but Amina had been forced to go into hiding. 

In June, a post appeared that many of Amina’s followers 
had long been dreading. It was written by her cousin, Rania, 
who said that three armed men had spotted Amina on her 
way to meet another activist and arrested her. Her capture 
made news around the world. In just the first three months 
of the Arab Spring in Syria alone, it was estimated that the 
Syrian government had imprisoned more than ten thousand 
people.4 Now it looked like Amina was one of them. 

Since she was also an American citizen, the US 
Department of State stepped in. But when they began 
investigating, they discovered that there was no record of 
Amina Arraf. When media outlets began to question Amina’s 
existence, the truth came out. The gay Syrian American 
woman was actually Tom MacMaster—a _forty-year-old 
straight, married, male American graduate student studying 
at the University of Edinburgh in Scotland who had made up 
the whole thing.° 

There had been a few signs along the way that Amina 
might not really be who she claimed to be. Several 
journalists had interviewed her before she was supposedly 
taken, but when they compared notes, they realized that 
none of them had ever actually met her or even talked to 
her on the phone. All their communication had been over 
email. The Guardian newspaper had arranged to interview 
her in Damascus at one point, but she had not shown up to 
the meeting. “Amina” later sent the reporter an email 


blaming her failure to show on the fact that security had 
been following her and she could not move around the city 
safely. It had seemed to make sense at the time, but it 
became a red flag when reporters realized that no one had 
ever seen her in person. An investigative reporter also later 
discovered that the photos MacMaster had posted of Amina 
on the blog were actually of a Croatian woman living in 
London.® 

After he was discovered, MacMaster claimed he had lied 
for a good reason. He said he had thought he was helping to 
draw international attention to the heroic activism of people 
in the Middle East and to the very real atrocities committed 
by the Syrian government. In a post he published on the 
blog, he wrote that even though he had made up Amina and 
all of her stories, the blog still represented the things real 
people were going through during the Arab Spring.’ 

But the true reason seems to be greed. MacMaster had 
previously written books about himself that he hadn’t 
managed to sell. When he read about the protests breaking 
out, he saw an opportunity to create a more interesting and 
compelling story—one that might turn into an actual book 
deal someday, even if he did have to write it under a pen 
name.® He set about creating a character, writing down 
Amina’s backstory to give her the feeling of a real, well- 
rounded person. MacMaster created social-media accounts 
under her name, using pictures of the same Croatian woman 
and also a Palestinian woman he later used on the blog. He 
even posted chapters of his book (under Amina’s name), 
hoping to draw interest from publishers. But by doing so, he 
was speaking for an entire community to which he did not 
belong, and many of his posts were either factually 
inaccurate or played into stereotypes about Arab people. 


A Gay Girl in D 
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A Novel? An autobiography? Well, yes! 
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Screenshot of the blog A Gay Girl in Damascus on 
February 22, 2011, via the Internet Archive Wayback 
Machine 


MacMaster had realized that the anonymity of the 
internet presented an opportunity to make money from fake 
content with very little personal risk. But he certainly was 
not the only one. When companies like Yahoo, Microsoft, and 
Google created pay-per-click advertisements (digital 
advertisements that direct visitors to other websites and 
then pay the owner of the original website a small fee for 
each ad clicked), internet users discovered they could profit 
financially if they could just get traffic to their ad-loaded 
websites.? Just as fake news sold newspapers, it could make 
money online. The more sensational the content, the more 
traffic would come to a website, and the more clicks website 
owners would get on their advertisements. 

In 2014, a deadly disease called Ebola broke out all over 
countries in West Africa, and people were concerned about 
it potentially spreading. A fake news website called the 
National Report took advantage of international hysteria by 
posting a fictional story about a family of five that had 
tested positive for Ebola in a small town outside Dallas, 
Texas.10 It was easy for people to believe because a real 
person had died of the disease just a few days earlier in 


Dallas. The National Report website later added this 
disclaimer in tiny print on its homepage: “All news articles 
contained within National Report are fiction, and presumably 
fake news.” But it did not matter. In just a few hours of the 
post going up, thousands of people had read the article and 
Shared it, convinced that Texas was about to become 
overrun with Ebola.?! 

The National Report was just one website out of a whole 
network of fake news sites run by a man named Jestin Coler 
from Southern California under a company he created called 
Disinfomedia. Coler, who went by the pseudonym Allen 
Montgomery, was intrigued by the number of fake news 
articles he saw people sharing online and wondered what 
sensational claims he might be able to get the public to 
believe. Out of curiosity, Coler bought the domain 
NationalReport.net in 2013 and a dozen other what he 
called “sister sites.”!2. It sounded like an official news 
website that could fool people. He filled the site with the 
most sensational fake news stories he could think of. Stories 
meant to scare people, like the one about Ebola. Racist 
ones, like an article about a bakery owned by Muslims who 
refused to bake an American flag cake for a veteran. And 
others that were just plain bizarre, like an article titled 
PRESIDENT OBAMA ADVOCATES EATING DOGS IN JULY 4TH ADDRESS. Coler 
almost could not believe it when his website started getting 
hits, but he did not waste a second before capitalizing on it. 
He filled each article with multiple digital ads, for which he 
received a few cents each time a user clicked on them. By 
2017, Coler was making thirty thousand dollars a month and 
his websites received more than a hundred million views 
between them. His sites became so popular, he even 
employed staff to write the fake articles for them.?3 
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Screenshot of NationalReport.net on July 7, 2015, via 
the Internet Archive Wayback Machine 


Coler’s websites pretended to be independent news 
media outlets, but other successful fake news websites have 
copied the format of actual news outlets to get people to 
believe them. Take CNNews3.com, which appeared in 2016. 
Its home page looked exactly like CNN’s (CNN.com), with 
the company’s red logo and everything. One of the impostor 
CNN’s most shared articles that year was published as a 
breaking-news story. It claimed that a ten-year-old boy had 
contracted HIV after eating a banana from Walmart that had 
somehow been contaminated with the virus.14 Eight kids 
under the age of seventeen had gotten the virus. All 
Supposedly ate bananas purchased at the same Walmart in 
Tulsa, Oklahoma. The story was undated and never said 
when any of the events occurred. Yet it was shared 


thousands of times on social media. And this was not the 
first time the story of mysterious poisoned fruit made the 
rounds online. Another story, years before, had said that 
someone was infecting bananas with HIV and cited the 
World Health Organization, which, of course, had said no 
such thing.}5 
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CNNews Health, National News, Strange News 


Screenshot of CNNews3.com on April 2, 2016, via the 
Internet Archive Wayback Machine 


This particular story about the poisoned bananas was 
traced back to a Facebook post in 2015 where a woman 
claimed that her friend’s sister, who lived in Nebraska, had 
found that blood had been injected into her bananas.17 She 
showed pictures of a peeled banana with a deep red streak 
in it. The local hospital had tested the blood and discovered 
it was HIV-positive, she said. Her post went viral and got so 
much attention that Del Monte, the seller of the fruit, had to 


make a public statement that the discoloration came from a 
common—and harmless-to-humans—bacteria. 

Fake news websites are not always about gaining 
attention or money. They are also often about promoting 
certain political ideas or parties. Since the early days of the 
internet, partisan fake news websites have been popular, 
particularly during elections. Early versions of these sites 
published fake statistics about government issues or policies 
to confuse voters, or gave inaccurate information about how 
to vote in order to stop people from actually voting. They 
also published false information about candidates running 
for office and often bought domain names similar to an 
actual candidate’s website name just to mislead potential 
voters looking on the internet for information about the 
candidate. 

In 1999, two websites caused then-presidential candidate 
George W. Bush serious headaches by each pretending to 
be his’ official campaign website. The first’ one, 
GWBush.com, was created by a_ twenty-nine-year-old 
computer programmer from Boston. The site did state that it 
was a parody website, but it featured a digitally altered 
photo of Bush doing drugs, which obviously wasn’t exactly 
the message the candidate wanted to send to any voters 
tricked by the URL. 18 The second website, 
Bushcampaignhg.com, noted it was not the real campaign 
website and it included false and misleading information 
about Bush, but it still drew a lot of attention.19 It received 
nearly 6.5 million views in just the first month it was up, 
while Bush’s actual website only got thirty thousand in that 
same period.2° “There ought to be limits to freedom,” Bush 
famously said about the fake websites.?! 

Hate groups also created fake political websites to spread 
their messages. MartinLutherKing.org was designed to look 
like the official website of the great civil rights leader Dr. 
Martin Luther King Jr., but it was actually created by a neo- 
Nazi white-supremacist website called Stormfront. The 


creators put up false information about Dr. King’s personal 
life, his family, and his civil rights work to try to discredit 
him.22 The only thing that identified the hate group as the 
creator of the website in its first version was the email 
address connected with it. But even then, most people 
would have had to research the name to know what 
Stormfront was. The fake website at times still will show up 
as one of the top links on internet searches for Dr. King. 

There is more information on the internet than ever 
before. For fake news pushers, it offers not only a way to 
reach more people all at once, but it’s also a way to do it all 
anonymously, for the most part. We might be tempted to 
believe whatever we find on a website or see on social 
media. But that can be very dangerous if we do not know 
who runs the site and where the information is coming from. 
At the same time, there simply is not enough time in our 
day to hunt down all the Tom MacMasters and Jestin Colers 
of the world before we let ourselves believe what we are 
reading. As a result, it is important that we develop a list of 
reliable news sources and websites we can count on to 
provide accurate information and to help us identify what is 
fake news. That way, we know where we can go to find 
accurate information, and then, later, investigate new 
sources of information we come across as you have the 
time. 


FACT-CHECKING WEBSITES 


At the same time that fake news websites started 
popping up, so too did independent fact-checking 
organizations that rounded up the rumors, hoaxes, 
and false information circulating online to identify 
what was accurate and what  was_ untrue. 
Organizations can now be found all over the world 
that specialize in checking information and media 
coverage in their regions. Many newspaper outlets 
also track the fake news stories that circulate online. 
The Washington Post, for example, does a weekly 
review of political statements made that are true or 
false. They rate those statements using icons of 
Pinocchio—the famous wooden puppet whose nose 
grew every time he lied. The more Pinocchio icons 
awarded, the bigger the lie. 


It is important to understand the limitations of fact- 
checking. First, not every news story or website has 
been fact-checked. Organizations that specialize in 
fact-checking cannot keep up with the amount of 
information online, so they must decide what to 
prioritize each day. As a result, most of them focus 
only on content that has gotten a lot of attention 
online or gone viral. Fact-checking organizations 
must then fight to get the truth out about those 
stories or posts, which is difficult when they have 
already been shared widely. But it is easier when 


readers and social-media users help spread the word 
about things they have identified as fake news. 


Here are five helpful websites that specialize in fact- 
checking of primarily English-language content: 


1. 


SNOPES.COM. This independent organization fact- 
checks topics that are trending on social media or 
receiving significant media coverage. 


. THE POYNTER INSTITUTE. The website of this 


nonprofit journalism school maintains a list of 
verified fact-checking organizations around the 
world: 
www.l/FCNcodeOfPrinciples.Poynter.org/signatorie 
s 


. POLITIFACT.COM. A nonpartisan US fact-checking 


organization run by the Poynter Institute, it 
primarily fact-checks political issues. 


. FACTCHECK.ORG. A nonpartisan, nonprofit 


organization connected with the University of 
Pennsylvania’s Annenberg Public Policy Center, it 
monitors the factual accuracy of statements made 
by US politicians. 


. HOAX-SLAYER.COM. An independent website out 


of Australia that identifies internet- and email- 
based scams and hoaxes from all over the world. 


And a bonus recommendation: 


6. THE INTERNET ARCHIVE WAYBACK MACHINE. This 


tool (found at archive.org/web) saves and then 
stores the internet so you can go back and look at 
web pages that no longer exist or at old versions 
of current websites. It will not tell you if 
something is true or false, but with 391 billion 


web pages saved (and counting!), it can help you 
do a little fact-checking yourself. 


CHAPTER 12 


FAKE NEWS GOES VIRAL 


“In the past few days, children aged four, eight and 14 have 
disappeared and some of these kids have been found dead 
with signs that their organs were removed.” The warning 
appeared as a message on WhatsApp to people in central 
Mexico. “It appears that these criminals are involved in 
organ trafficking.”! 

It was a terrifying prospect, and people forwarded the 
message right away to everyone they knew. The whole 
region was on edge as the message spread through private 
and public groups on WhatsApp in August 2018. Parents and 
neighbors kept a closer eye on children than normal, and 
everyone watched out for anyone who looked suspicious. 

Then, one day, in the small town of Acatlan, some 
townspeople spotted two men in the center of town buying 
construction supplies. One was twenty-one-year-old Ricardo 
Flores, who had grown up nearby but was now a law student 
in another part of Mexico. The other man was Ricardo’s 
uncle, fifty-six-year-old farmer Alberto Flores Morales. But to 
the people who lived there, the two men were strangers. 
After the WhatsApp message, they were not going to take 
any chances, so they kept a close eye on the two. The town 
was small, but visitors still passed through on occasion, so 
maybe the men would have been deemed ordinary 
travelers, if they had not started wandering toward the 
nearby elementary school after buying their supplies. That 
was the only sign the people needed—these men had to be 
the child traffickers they had been warned about. 

Some townspeople started attacking the men until the 
police stepped in. There was no evidence that Ricardo and 


Alberto were there to kidnap children. The two men tried to 
explain who they were and that they had come to get 
materials for a well they were building nearby. Still, the 
police decided to bring the men to their station for 
disturbing the peace. 

Word spread, and some people decided that the police 
involvement meant the men really were guilty. They began 
gathering outside the police station to wait for Ricardo and 
Alberto to arrive. Someone in the crowd = started 
livestreaming everything on Facebook and encouraged 
other people to come join them. Others sent messages to 
their friends telling them that the police had caught the 
child traffickers. Another member of the crowd ran to the 
local church and rang the bell to get more people to come 
to the station. And come they did, in droves. 

By the time the police arrived, there was already a large 
group of people waiting for them. Normally, crowds this size 
only showed up for holiday celebrations, and the crowd was 
getting bigger by the minute. The police took the two men 
inside and tried to make the crowd disperse. But the crowd 
said the men needed to be punished for what they had 
done. Things moved quickly then. A member of the crowd 
brought a can of gasoline; another got matches. Determined 
to protect their children, the crowd went wild and pushed 
through the small gate that was the only thing keeping 
them outside. 

The mob dragged the two men out, overrunning the 
police completely. Without any evidence of a crime beyond 
a social media rumor and speculation, the crowd beat the 
two innocent men on the front steps of the police station 
and then burned them alive.2 They live-streamed the whole 
thing on Facebook, where one of Ricardo and Alberto’s 
relatives was watching. She left comment after comment, 
begging the crowd to stop and telling them the men were 
innocent. But it was too late. 


How could this happen? Well, fake news can be powerful 
when it takes advantage of our emotions. In this case, it 
played on people’s fear and anger. Creators of fake news do 
that intentionally. When people have a strong emotional 
reaction to what they are being shown or told, they care 
more about how they feel than whether the story itself is 
true. Strong emotions also mean we are more likely to share 
whatever caused them with someone else. We _ want 
someone to commiserate with us, to share in our fear. The 
people in Mexico were justifiably concerned for the safety of 
the town’s children, but their fear made them share a 
completely made-up rumor that ultimately led to the death 
of two innocent men. 

Also, the original message about child traffickers was 
spread among friends and neighbors. Since most people got 
the message this way, from someone they trusted rather 
than an anonymous phone number or website, they 
genuinely believed it was true. No one bothered to ask 
where the original information had come from or how 
anyone knew the men were guilty. 

As we have seen, people have fallen for fake news 
throughout history. That much has not changed. Social 
media did not make that crowd in Mexico murder innocent 
people without any proof. But advances in technology and 
the creation of social media have allowed fake news to 
spread like never before, making social media like a 
megaphone for fake news. And that is where the real danger 
lies. 





SOCIAL MEDIA MOVES SO QUICKLY THAT THE 
RUMORS IN MEXICO SPUN OUT OF CONTROL 
FASTER THAN THOSE FACT-CHECKING WEBSITES 
WE TALKED ABOUT IN THE LAST CHAPTER 
COULD KEEP UP. Complicating things even more 
in this particular instance was that WhatsApp, a 


messaging and voice app owned by Facebook, 
has end-to-end encryption, which means that no 
one outside a particular messaging group can 
see what has been said unless the chat group is 
open to the public. ? When fake news is spread 
on encrypted apps, fact-checking groups and 
news outlets cannot always know which fake 
news messages are getting attention. This 
makes it much harder to head off false 
information before or even after it goes viral. 





Social media is still a relatively new invention. Facebook 
was created in 2004, YouTube in 2005, Twitter in 2006, 
WhatsApp in 2009, and Instagram in 2010. And yet by 2019, 
approximately 3.48 billion people around the world used 
some form of social media.* And the really startling thing (at 
least for those of us who were born before the internet was 
a normal thing) is that, in 2019, 55 percent of American 
adults said they got their news from social media at least 
sometimes or often.> That means most of us rely on our 
feeds to keep us informed rather than going directly to news 
sources on our own.® Social media has become a significant 
part of our daily lives, and fake news has taken advantage 
of that. The creation of the internet allowed fake news 
pushers to post their content without having to use 
traditional media. But social media was the ticket they 
needed to get their websites and articles in front of the 
whole world. 





WHAT ARE BOTS? There are many different 
kinds of bots, but in general, bots are 
automated programs created to perform a 
particular job, such as tweeting an article link a 
hundred times a day or posting inspirational 


quotes and memes. 2 Bots are not human. They 
are not the same as the internet trolls leaving 
nasty comments online, though some of the 
comments you see on articles might come from 
chatbots. ° A chatbot is designed to simulate 
human conversation—to comment on articles, 
tweet at actual users, or DM back and forth with 
you. Vanity bots are fake accounts created to 
like, share, and follow things on social media to 
make the original post or poster seem more 
popular.?° On social-media platforms, bots only 
share content that already exists. They cannot 
create new content. 


While bots are automated, real people direct 
them, telling them what to do. Bots post fake 
news on social media, but they depend on real 
users taking the bait to help them really spread 
their posts. 





Individuals, groups, and governments realized they could 
turn social media into a weapon, using fake accounts and 
whole armies of automated bots to influence things like 
politics, the economy, and, as a result, even the course of 
history. And they have been extremely successful. In 2018, 
MIT released the results of a study about the biggest news 
stories in English that were shared on Twitter from 2006 to 
2017.7 In all, the researchers looked at around 126,000 
stories shared by more than three million users. The study 
found that fake news and rumors overwhelmingly reached 
more people and spread a whole six times faster than true 
stories. Fake political news, more than any other category of 
false information on social media, reached more people 
faster and went deeper into their personal networks. 


Not only can fake news pushers reach a lot of people on 
social media, but their posts can also have significant 
impact quickly. In 2013, a group known as the Syrian 
Electronic Army hacked into the Associated Press’s official 
Twitter account, which had almost two million followers. 
They did it by sending something called a phishing email to 
AP employees. The email looked like any other email, but its 
purpose was to get the readers to click on a link in the body 
of the message. Once they did, malicious software 
automatically began to download onto their computers so 
that the hackers could get access to all their files and, 
ultimately, the AP Twitter account. 

At 1:07 p.m., the hackers tweeted this fake headline: 
BREAKING: TWO EXPLOSIONS IN THE WHITE HOUSE AND BARACK OBAMA IS 
INURED.22 By 1:10 p.m., the New York Stock Exchange had 
plunged, wiping out $130 billion in stock values. The tweet 
came just eight days after terrorists detonated bombs at the 
finish line of the Boston Marathon, killing three people and 
injuring hundreds of others. Panicked stock investors 
worried there had been yet another terrorist attack, this 
time against the president. The report came from the real 
AP, after all. 

The AP quickly got word out that its account had been 
hacked, and other news outlets verified that there had not 
been an attack at the White House. Several journalists also 
took to social media to point out some suspicious elements 
of the tweet: For instance, the AP always referred to Obama 
as “President Barack Obama,” whereas the tweet did not.?2 
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Screenshot of the tweet posted from the Associated 
Press Twitter account on April 16, 2013 


The AP quickly took back control of the account and the 
stock market rebounded, but the hackers dealt an 
impressive amount of damage in just those three minutes. ?!3 
Many factors cause changes in the stock market from 
minute to minute, but one of them is how investors feel 
about economic and political stability in countries like the 
United States. An attack against the president was enough 
to make investors lose confidence in the market, and it was 
not even real. 

Fake news on social media has also tricked world leaders. 
In December 2016, the Pakistani defense minister read a 
story on a fake news website called AWDNews.com that said 
the Israeli defense minister had threatened to attack 
Pakistan with nuclear weapons. He did not know it was fake, 
but there were multiple errors in the article that could have 
tipped him off. For example, the article gave the wrong 
name of the Israeli defense minister, and there was a typo 
in the headline. But he did not notice, and in response, he 
tweeted, “Israeli def min threatens nuclear retaliation 


presuming pak role in Syria against Daesh. Israel forgets 
Pakistan is a Nuclear state too.”14 

Soon after, the Israeli Ministry of Defense tweeted back, 
denying the report: “The statement attributed to fmr Def 
Min Yaalon re Pakistan was never said. Reports referred to 
by the Pakistan Def Min are entirely false.”5 
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Israeli Defense Minister: If Pakistan send 
ground troops into Syria on any pretext, 
we will destroy this country with a nuclear 
attack 


& Political 20 December 2016 


The former Israeli Defence Minister has threatened to “destroy” Pakistan-after Pakistan 
said on Thursday it will send Sunni fighters to Syria 
Pakistan said on Thursday it was ready to send ground troops to Syria as part of an 
international coalition to fight against Islamic State. 
“We have been frustrated at the slow pace .... of confronting Daesh,” said Tariq 
Fatemi,Minister of State for Foreign Affairs of Pakistan, referring to Islamic State by its 


Arabic acronym. 


Screenshot of the AWDnews.com article posted on 
December 20, 2016, via the Internet Archive Wayback 
Machine 


Luckily, things did not escalate between the two 
countries, but can you imagine if a nuclear war had started 
over a fake news article and a tweet? 


DISAPPEARING AIRPLANES AND FAKE NEWS 
COVER-UPS 


In the late afternoon on July 17, 2014, somewhere over 
eastern Ukraine, Malaysia Airlines flight MH17, traveling 
from Amsterdam to Kuala Lumpur, disappeared from the 
radar systems that track planes.?¢ Air-traffic controllers tried 
to make contact with the pilot over the radio, but there was 
no response. Minutes later, wreckage from the airplane, the 
bodies of passengers, and luggage began to rain down from 
the sky, crashing into fields and houses twenty-five miles 
from the Russian border. None of the 298 passengers and 
crew members survived. An investigation into the cause 
began right away, and by the next day, it was clear that the 
plane had been shot down by a missile launched from 
Ukraine. 

Earlier in February of that same year, Ukrainians across 
the country had staged a revolution and_ ultimately 
overthrown the government. In April, a pro-Russia armed 
militia group had taken advantage of unrest in the country 
to seize control of several cities in eastern Ukraine and 
declare independence. That was when Russia started quietly 
sending its own military into Ukraine to help the separatists. 
But the Russians were not doing it out of the goodness of 
their hearts. Russia had long believed that that part of 
Ukraine, called Crimea, belonged to them, and they used 
this aS an opportunity to try to take it back for themselves. 
Moscow worked to hide its operations in Ukraine and denied 
having troops illegally in Ukraine every time leaders around 
the world accused them of it. They denied it even when a 
couple of Russian soldiers posted selfies from inside Crimea 
(whoops!) and others outright admitted to journalists that 
they were from Russia.?7 

After the downing of flight MH17, Ukrainian and Russian 
leaders immediately pointed fingers at each other. Ukraine’s 
interior minister said that Russia had smuggled a missile 


launcher over the border into Crimea—a claim quickly 
proven true. Russia, on the other hand, began a massive 
fake news campaign to convince the world to ignore the 
evidence against them. First, Russian officials publicly 
denied they’d had any troops there at all to begin with. 
Military equipment and soldiers might have suddenly 
appeared in Crimea, but it had nothing to do with Russia, 
they said. 

Then they presented their own version of events. In fact, 
they presented multiple versions. Russia claimed it had seen 
a Ukrainian military aircraft on the radar near flight MH17, 
so it must have been Ukraine that shot it down. Any 
evidence Ukraine presented about the missile belonging to 
Russia was fake, they said. Russia even concocted a story 
that an air-traffic controller working in Kiev, Ukraine, that 
day had come forward to verify he too had seen a Ukrainian 
jet on his radar at the time of the crash.18 The Russian 
government then had the media outlets it controls spread 
the same stories. They even went so far as to produce a 
fake video interviewing supposed Ukrainians in the area of 
the crash who said they had seen a Ukrainian plane shoot 
down flight MH17.19 Never mind the impossibility of 
someone on the ground being able to identify a Ukrainian 
jet thousands of feet above them in the clouds—the 
Russians did not really care about logic, in this case. 

Russian intelligence services also launched a massive 
social- media campaign to back up their claims. They did 
not need airtight stories. They just needed to create enough 
confusion to make people question the truth and ultimately 
allow Russia to get away with it. For a while, Russian 
intelligence had been working on creating fake accounts on 
Facebook and Twitter to help them spread disinformation 
when they needed it. The day after the crash, thousands of 
Russian bots and trolls took to Twitter to back up Russia’s 
denial and support the claim that Ukraine was responsible.2° 
In just one day, the accounts sent fifty-seven thousand 


tweets using hashtags like #KievShotDownTheBoeing, 
#KievTellTheTruth, and #ProvocationByKiev.2! The accounts 
backed up the claims made by Russian media outlets, but 
also spread wild new conspiracies of their own. Perhaps the 
most ridiculous of all was that the airplane was already full 
of dead bodies and had been crashed on purpose to cover 
up a crime.22 


WHAT IS AN INTERNET TROLL? An internet troll 
is a real person who purposefully posts 
inflammatory content online to provoke, 
distract, or create discord with other users. Troll 
behavior may include spreading fake news, 


harassing others, and using racist and 
discriminatory language. A troll farm is an 
organized group of users who work together to 
spread fake news and information, with the goal 
of changing public opinion on an issue.2? 





Moscow knew that the key to really spreading their lies on 
social media was to tailor their posts in a way that would 
convince actual Russian citizens that Ukraine was 
responsible. This way, real people would be like a second 
army for them, helping to defend the government online. 
When the Russian government provided photos as supposed 
evidence—of course, it turned out they had been doctored— 
the fake and real accounts on social media helped spread 
them.24 

Meanwhile, a team of people from several different 
countries was conducting an official investigation into the 
crash. With all the false information coming from Russia, it 
took a while to get to the truth. But the team finally 
released its findings in 2018.25 It stated that Russia had 
brought the missile into Crimea and given it to the pro- 


Russian separatists. Those separatists shot down flight 
MH17 because they mistook it for a Ukrainian military plane. 
Russian officials strongly denied the report and worked to 
shift the blame to the investigators. They claimed that the 
photos and videos the investigators were using had been 
doctored, and that they were the real fake news. Russia also 
described an audio recording of a Ukrainian soldier talking 
about shooting down flight MH17, but did not share the 
recording with anyone, including investigators. To this day, 
Russia still denies the part it played in shooting down the 
plane. 

It is not realistic to suggest that the answer to fighting 
fake news on social media is to just not use social media at 
all because it has become such a large part our lives. In 
addition, if we decided to block all social media, the fact is, 
most of the rest of the world will continue to use it and so it 
will remain a place for fake news. As a result, we have to 
learn how to figure out what we can trust from our feeds. 
Social-media platforms are fast-moving. Posts can go viral in 
just a few minutes. As a result, we can be so focused on 
getting likes, shares, and new followers that we do not stop 
to think about the content we are sharing and where it 
comes from before we pass it along. This is the case even 
more so when we have strong feelings about what we are 
Sharing, like we talked about in the case in Mexico. The 
problem is, if we share something and it turns out to be 
false, there is not much we can do to take it back. With how 
much people depend on social media to get their news, it is 
worth it for all of us to stop and take a little time to figure 
out if what we want to share is accurate before we do so. 


CHAPTER 13 


FAKE NEWS TAKES OVER 
ELECTIONS 


In early December 2016, less than a month after America’s 
presidential election, a man from North Carolina stormed a 
pizza restaurant in Washington, DC, armed with an AR-15 
semiautomatic rifle, a handgun, and a knife. He fired into 
the air and then began searching the restaurant.1 He was 
convinced that former president Bill Clinton and former 
secretary of state—and recent presidential candidate— 
Hillary Clinton were running a child sex-trafficking business 
out of the restaurant’s basement. He had come to free the 
kids and to make the Clintons pay. The man searched the 
kitchen and behind closed doors, and even shot off the lock 
to an office.2 Then he looked for the basement, but the 
restaurant didn’t have one. He found no Clintons. And no 
imprisoned children. 

The man was shocked. He had been so sure he was about 
to rescue a bunch of kids. The story about the sex- 
trafficking ring was all over social media, after all. And he 
wasn’t alone in thinking so. In fact, the owner of the pizza 
place had been receiving death threats for weeks before the 
man showed up from people who believed the same thing. 
But where did the story even come from? 

It started in July 2016 when a person claiming to be a 
high-level FBI analyst hosted an Ask Me Anything (AMA) on 
the imageboard (a forum focused on users posting images, 
sometimes with text) website 4chan. He said he was there 
to expose FBI secrets about the Clintons’ charitable 
organization, the Clinton Foundation. Most users post 


anonymously, and the supposed FBI analyst did too. “Dig 
deep,” he warned. “Bill and Hillary love foreign donors so 
much. They get paid in children as well as money.”? It did 
not take long for that warning to spread. Through the end of 
summer and early fall, rumors filled social media and 
forums like Reddit that the Clintons were using their 
charitable foundation as a front for terrible crimes.* This was 
partially due to individual 4chan users posting about the 
AMA on other sites. But there were also coordinated efforts 
by groups on social media to spread the rumor. For 
example, a secret online activist group called “Trumps 
WarRoom” used its large bot network to share and boost 
fake news stories like this and political messages that were 
in support of Donald Trump and against Hillary Clinton 
throughout the campaign. 

Accounts all over social media claimed to have evidence 
of the made-up crime, too. Earlier, a white supremacist had 
created a fake Twitter account pretending to be a Jewish 
lawyer in New York. He tweeted in October that the New 
York City police department had found evidence that several 
members of the Democratic Party, including the Clintons, 
were involved in a pedophilia ring. He cited a Facebook post 
from a woman in Missouri claiming to have sources in the 
NYPD, though she did not explain in the post how she had 
those sources. It did not matter: The posts went viral, 
Shared by several fake news sites, conspiracy theorists, and 
bot networks.°® 


David Goldberg @DavidGold| 

Rumors siriine | in ake NYPD that Huma's 
emails point to a pedophila ring and 
@HillaryClinton is at the center. 
#GoHillary #PodestaEmails23 


B Carmen Katz 
My NYPD source said its much more vile and serious than 
classified material on Weiner's device. The email DETAIL the trips 
made by Weiner, Bill and Hillary on their pedophile billionaire 
friend's plane, the Lolita Express. Yup, Hillary has a well 
documented predilection for underage girls, and Mr. Weiner just 
could not bear to see those details deleted. We're talking an 
international child enslavement and sex ring. Not even Hillary's 
most ardent supporters and defenders will be able to excuse 
THIS! 


Like - Reply: & 


Image of the original tweet posted on October 30, 
2016, on the fake account @DavidGoldbergNY, via the 
Internet Archive Wayback Machines 


Meanwhile, that same month, the Russian military hacked 
into the email accounts of Hillary Clinton’s campaign 
manager and the Democratic National Committee. They 
then gave the emails to WikiLeaks, an organization that 
posts previously secret information online. WikiLeaks 
published all the hacked files. The ironic thing is that the 
emails were pretty mundane, nothing about secret plots or 
conspiracies. But those pushing the fake news stories about 
the Clintons were thrilled. Using the AMA from the summer, 
as well as all the work they had done since then to spread 
the idea of a pedophilia ring, fake news writers said the 
emails contained coded messages confirming their stories. 


They said that any time the phrase cheese pizza was 
mentioned in the Clinton campaign manager’s leaked 
emails, it was a code for child pornography. 

Fake news sites and bot networks spread the heck out of 
this story about the Clintons. Within days, it was all over 
right-wing fake news websites and on social media, even 
trending under #pizzagate. And when a fake account named 
a pizza restaurant in Washington, DC, as the site of the 
crimes, that story took off too. According to Rolling Stone, 
the Pizzagate story was shared approximately 1.4 million 
times by more than two hundred fifty thousand Twitter 
accounts in just five weeks.’ It was later discovered that 
most of the users who'd shared the story on Twitter were 
bots, and that most of the bots were run by fake news 
writers living in the Czech Republic, Cyprus, and Vietnam. 
But it was also spread by regular social-media users, some 
key right-leaning political figures and media commentators, 
far-right news and opinion sites, and far-right conspiracy 
and fake news websites like Infowars. 

As the story gained steam, it got embellished even 
further (as if the whole thing were not already bizarre 
enough), as tends to happen with rumors. Accounts claimed 
the walk-in refrigerator in the restaurant was actually a “kill 
room.”® There were also reports that the Clintons were 
personally murdering and raping children, not just at the 
pizza restaurant, but all over the world.? A_ far-right 
conspiracy theorist went to the pizza place and recorded the 
whole visit on their Periscope account, narrating how the 
Clintons kept the children below the restaurant. That was 
when that man from North Carolina, the father of two kids, 
decided he had to act to protect innocent children from the 
former president of the United States and former secretary 
of state. 

In what was considered a major success by the people 
pushing the fake news story, the New York Times published 
an article debunking Pizzagate a few weeks after the 


election in November.?° We would not necessarily think an 
article proving something wrong could be seen as a good 
thing to the people spreading the lie, but to some, the 
simple fact that the article was published unintentionally 
implied that Pizzagate was a legitimate theory being 
discussed. Also, many of the people who were likely to 
believe conspiracy theories like Pizzagate already thought 
the New York Times was run by Clinton supporters, so in 
their eyes, a denial of the story by the Times was basically 
the same as a confirmation. 

Pizzagate has been thoroughly discredited since 2016, 
but there are people who still swear the Clintons run child 
sex-trafficking rings. After the election, a poll conducted by 
the Economist magazine and YouGov, a research data 
company, found that a huge 46 percent of people who voted 
for Donald Trump in the election believed that the hacked 
emails from Clinton’s campaign manager really did prove 
the Clintons had a child-trafficking operation.!! 

In a speech to Congress after the election, in December, 
Hillary Clinton called out “the epidemic of malicious fake 
news and false propaganda that flooded social media over 
the past year.” She said, “It’s now clear that so-called fake 
news can have real-world consequences.”!2 She was talking 
about Pizzagate, but also about the other fake news stories 
that had become a prominent part of the election. It was 
such a defining issue, in fact, that Collins Dictionary named 
“fake news” its word of the year in 2017. Let’s look at some 
Statistics that break down just how much fake news there 
really was during the election. 

The Knight Foundation, a nonprofit organization that 
promotes quality journalism, found that in the month before 
the 2016 election, over 6.6 million tweets provided links to 
publishers of fake news and conspiracy news. Interestingly, 
65 percent of the fake news links that spread on Twitter 
during the election came from the same ten fake news 
websites.!3 While the majority of fake news came from pro- 


conservative and pro-Trump accounts, there was a smaller 
but still significant amount of fake news coming from liberal- 
identified accounts. BuzzFeed News also found that the top 
twenty fake news articles in 2016 got more shares on 
Facebook than the top twenty real news stories."4 

What does all of this mean? First, it means that false 
information spread farther and reached more people than 
real news did ahead of the election. And it was not that 
there were thousands of fake news sites pushing it out. Most 
of the fake news came from the same key fake news 
websites and social-media accounts. But they would not 
have had the reach they did without real people who shared 
the articles on social media and visited their sites. 





THE TOP TEN FAKE NEWS STORIES FROM THE 
ELECTION. Each of these articles received 
between half a million and one million views. 


1. Pope Francis shocks world, endorses Donald 
Trump for president. Fake news website WTOE 
5 News, which claimed to be a local TV news 
outlet, falsely claimed that “news outlets 
around the world” were saying this.15 


2. Donald Trump sent his own plane to transport 
two hundred stranded marines. First 
announced by Sean Hannity, a Fox News 
political commentator, the story was later 
published as an article by 
Americanmilitarynews.com, and then removed 
when fact-checkers determined it was not 
accurate.?6 


3. Pizzagate. 


. lreland is now officially accepting Trump 
refugees from America. Published by a left- 
wing website, Winning Democrats, that 
produced sensationalized content, the story 
received almost a million views and was even 
covered by real news outlets.” 


. WikiLeaks confirms Hillary sold weapons to 
ISIS ... then drops another bombshell. 
Published by the Political Insider fake news 
site, this story was based off actual (but false) 
comments made by the founder of WikiLeaks 
during an interview.?® 


. FBI agent suspected in Hillary email leaks 
found dead in apartment murder-suicide. This 
story was published by the Denver Guardian, 
which claimed to be “Denver’s oldest news 
source” but was in fact a fake news website 
(the address listed for its headquarters was 
actually a parking lot). 


. FBI director received millions from Clinton 
Foundation; his brother’s law firm does the 
Clintons’ taxes. Run by a Romanian man who 
was twenty-four at the time, popular fake 
news website Ending the Fed had four of the 
ten most popular fake news articles shared on 
Facebook in the run-up to the election and the 
website had millions of views in 2016.19 


. ISIS leader calls for American Muslim voters to 
support Hillary Clinton. Though it was 
published by the self-professed fake news 
website WNDR, this story was still reposted by 
hundreds of other fake news websites and 


shared by fake social-media users with the 
hashtag #1SISwithHer.2° 


9. Hillary Clinton in 2013: “I would like to see 
people like Donald Trump run for office; 
they’re honest and can’t be bought.” This was 
published on a number of fake news websites, 
but it received the highest number of its views 
on ConservativeState.com, one of the top- 
performing fake news websites created by a 
group of teenagers living in Macedonia.2! 


10. RuPaul claims Trump touched him 
inappropriately in the nineties. This story was 
published by a satirical fake news website 
called World News Daily Report. Between 
October and November 2016, the article was 
shared 285,000 times on Facebook alone.?22 





BUT WHO WAS RESPONSIBLE FOR THE FAKE 
NEWS? 


Like many people fresh out of college in the United States, 
twenty-three-year-old Cameron Harris was loaded _ with 
student-loan debt as soon as he graduated in 2016. With a 
longtime interest in Republican Party politics, especially 
where he lived in Maryland, he closely followed the 
American presidential election.22 In August of that year, 
Cameron Harris watched one of Donald Trump’s campaign 
rallies in Ohio where the then presidential candidate told an 
excited crowd, “November eighth, we’d better be careful, 
because that election is going to be rigged. People are going 
to walk in and they’re going to vote ten times, maybe, who 
knows?” (This claim was later proven false by PolitiFact.)24 At 
the time, most major polls had Trump about nine points 


behind Clinton. That was when Cameron Harris got his idea 
—he could both get the money he needed and help his 
candidate, Donald Trump, win. 

Harris bought an expired domain name for about the 
same price as a large double-shot caramel macchiato at 
Starbucks. From his own kitchen table in his apartment, he 
created a website: ChristianTimesNewspaper.com. This 
particular domain, he believed, would help him attract the 
kind of reader he thought would be the most likely to share 
his articles so that he would get more hits for his websites— 
conservative Christians. Harris was not a journalist and had 
no experience in the newspaper industry, but he made the 
website look exactly like any regular news site, with 
headlines and pictures. He also loaded the website with 
advertisements so that he would be paid each time 
someone clicked on one. If it all worked the way he hoped it 
would, those ads would give him the extra cash he needed. 
Most real news sites are full of digital advertisements 
anyway, so the ads made Harris’s site look real. On 
September 30, Harris posted his very first article. 

Harris’s article claimed that an electrician in Columbus, 
Ohio—the same place Trump had held the rally where he’d 
suggested the election was rigged—had found a warehouse 
full of fake ballots all marked as votes for Clinton.25 Clinton’s 
Campaign planned to use them to stuff the ballot boxes on 
Election Day to ensure she won, he said. Harris had made it 
all up, inventing the electrician and even posting a 
photograph of a man with boxes of the supposed ballots.2¢ 
To reinforce the lie, he made it so a banner would pop up 
when a person clicked on the article. The banner said, “We 
already know that Hillary stole the primary. We can’t let her 
steal the presidency.” 

Harris knew his claim was far-fetched, but he thought 
that, since Trump supporters believed in their candidate so 
much and had been so animated at his rallies when Trump 
talked about a rigged election, his article might just get 


some attention. And he was right. It did not take long before 
the article went viral. 
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Screenshot of Harris’s first post on 
ChristianTimesNewspaper.com, via the Internet 
Archive Wayback Machine 


They did it once. 


They'll do it again. 


We already know that Hillary stole the primary. We can't let her steal 
the presidency. 


Join the "Stop the Steal" team to find out HOW Hillary plans to steal the election and what YOU can do 


to stop her! 


Screenshot of Harris’s anti-Hillary pop-up ad via the 
Internet Archive Wayback Machine 





Users across social media added their own versions of the 
story too. “Thousands of rigged ballots for Clinton have 
been found in five key swing states including Ohio thus far. 
Justice Dept. controlling them?” one Twitter user posted.” 
This user was not the only one to suggest that the Clinton 
Campaign was secretly working with the federal government 
to get Hillary elected. In fact, Harris’s story led to all kinds of 
theories about collusion between Clinton and_ the 
government. 


In all, Harris’s article was shared six million times. Harris 
made thousands of dollars off the ad revenue from just that 
one article in only a few days. But he didn’t stop there. With 
the success of his launch, Harris went on to write even more 
stories, the vast majority of which were negative toward 
Clinton.28 

Eventually, an investigative reporter at the New York 
Times uncovered the truth about 
ChristianTimesNewspaper.com and the man running it, and 
published a story exposing him. Google cut off Harris’s 
ability to use ads so he could not make money from his site 
anymore and, eventually, he shut the page down. Harris 
walked away with his money free and clear. Even though the 
website is no longer active, a simple search on Twitter will 
show you that, years later, many people still believe that an 
unsuspecting electrician found fake ballot boxes in that 
fictional warehouse in Ohio. 

Why did Harris’s article catch on so quickly? Harris 
explained part of the answer himself when he told the New 
York Times, “Given the severe distrust of the media among 
Trump supporters, anything that parroted Trump’s talking 
points people would click. Trump was saying ‘rigged 
election, rigged election.’ People were predisposed to 
believe Hillary Clinton could not win except by cheating.”29 
In other words, people already believed Trump when he said 
the election would be rigged. Harris’s article simply provided 
the “proof” they needed. 

Young adults in the small town of Veles, Macedonia, in 
southeastern Europe discovered that they too could make a 
lot of money off the American election. Before 2016, these 
teens made thousands by creating fake medical-advice 
websites and filling them with pay-per-click ads. But they 
Saw a better financial opportunity with the American 
election. This group in Veles created more than a hundred 
fake news websites with articles about the election, 
including the one about the pope endorsing Trump.2?° Most of 


the websites published between eight and ten new articles a 
day to keep people coming back for updates, like a real 
news outlet. 

It was easy for them to find content for their sites. Mostly 
they copied and pasted parts of existing articles or social- 
media posts. For example, one of the first articles published 
by an eighteen-year-old fake news writer from Veles for his 
Daily Interesting Things website was a story about Donald 
Trump slapping a man for disagreeing with him at one of his 
Campaign rallies in North Carolina. The teen had found the 
story by randomly searching various American political 
groups on social media and simply copied it onto his 
website.3! Other times, the Veles teens took stories from 
American far-right news websites and made simple changes, 
like adding more sensationalist headlines to make people 
more likely to click. To get more people to go to their 
websites, they would use fake social-media accounts to post 
links to their articles and run paid ads promoting their 
websites on Facebook. 

It is not too hard to figure out why these teens did what 
they did. In Macedonia, the average monthly salary is about 
four hundred dollars. In contrast, one of them made sixteen 
thousand dollars between August and November 2016 by 
running just two fake sites. “The Americans loved our stories 
and we make money from them,” another told the BBC. 
“Who cares if they are true or false?”32 By 2017, the teens 
had already picked their next fake news target—the US 
presidential election in 2020.33 


RUSSIA—YES, AGAIN 


There was another, more serious fake news player that 
worked hard to take advantage of the political tension 
during the election—Russia. As we saw in previous chapters, 
the United States has often been a target of the Russian 
government, which long ago calculated that it could wage a 
war against America with disinformation. And Moscow did 
just that, in an unprecedented secret campaign to influence 
the results of the presidential election. During the Cold War, 
the Soviets had to find ways to get fake stories into 
newspapers and then hope they spread. Now they had 
social media as a weapon. 

The seventeen agencies that make up America’s 
Intelligence Community—of which the CIA is a part— 
published an unclassified assessment in early 2017 saying 
that Russian president Vladimir Putin himself directed an 
operation to influence the election.34 The assessment said 
his goal was to undermine the public’s faith in the US 
democratic process—things like voting—and to help get 
Trump elected. To achieve that goal, Putin relied on his own 
intelligence services, hackers, traditional media run and 
sponsored by the Russian government, social media, and 
fake news. 

Part of Russia’s strategy involved using a troll farm based 
in St. Petersburg, Russia, called the Internet Research 
Agency (IRA), starting as early as 2014. The troll farm 
spread fake news and disinformation about the election and 
the candidates. As we discussed earlier, there was already a 
lot of fake news online, much of it created by Americans 
themselves, and the IRA took advantage of that by boosting 


those websites on social media. But they also had their own 
Campaigns. They created thousands of fake social-media 
accounts that looked like they belonged to real Americans, 
and they used YouTube videos, memes, websites, and digital 
ads on social-media sites.?5 

Ahead of the election, the IRA was tasked specifically with 
Supporting Donald Trump and Bernie Sanders, to criticize 
Hillary Clinton, and to sow division among Democrats. 
Russia would then use its own government-controlled 
media, like the English-language TV news channel Russia 
Today, to report on the fake news as if it was legitimate to 
give their stories a thin layer of credibility. According to a 
Time interview with one of the IRA’s former employees, the 
people who worked there were given instructions every day 
on what to write about and what political spin to give their 
fake news.?¢ 

When Bernie Sanders lost the Democratic Party primary 
election and Hillary Clinton became the Democrats’ 
candidate for president, IRA accounts on social media and 
fake news websites started working on Sanders supporters. 
Their goal was to turn them against the Democratic Party 
and discourage them from voting for Clinton. That way, 
Trump would receive more votes.?7 

The IRA also targeted real people from marginalized 
communities. For example, they created fake accounts on 
social media that pretended to be tied to black or Muslim 
advocacy groups, including Black Lives Matter. Those 
accounts then worked to discourage specific groups of 
people from voting on Election Day, or to get them to vote 
for third-party candidates to pull votes away from Clinton.?9 
IRA accounts also pushed the idea that the election was 
rigged. One of their most popular Twitter accounts was 
@TEN_ GOP. Days before the election, when early voting was 
already underway, the account tweeted that election 
officials in a Florida county were counting ineligible mail-in 


ballots as votes for Clinton, even though they should not 
have been counted. 


Missouri News yt S-M- 
MUN Hillary rigs system and then her supporters complain because we don't 
like it? 


Missouri News i f { 
M N Violence erupts at NV Dem convention amid tensions between Clinton 
and Sanders supporters 


Tweets posted on May 14, 2016, by fake news account 
@MissouriNewsUS were designed to discourage Bernie 
Sanders supporters from voting for Hillary Clinton. It 
was later discovered that the account was run by 
Russia.38 


Many of the fake accounts also posed as American 
political activists. These accounts contacted and recruited 
real people to carry out protests, campaign rallies, and other 
meetings all across the country. And they were pretty 
convincing. In a message to a Facebook group called 
“Florida for Trump,” an IRA account posing as an American 
named Matt Skiber wrote: 


Hi there! I’m a member of Being Patriotic online 
community. Listen, we’ve got an idea. Florida ts still 
a purple state and we need to paint it red. If we lose 
Florida, we lose America. We can’t let it happen, 
right? What about organizing a YUGE pro-Trump 
flash mob in every Florida town? We are currently 
reaching out to local activists and we’ve got the 


folks who are okay to be in charge of organizing 
their events almost everywhere in FL. However, we 
still need your support. What do you think about 
that? Are you in?4? 


The events were not just in support of Trump, either. They 
also organized some that were against Trump in an attempt 
to increase tension between the two parties, even after the 
election. For example, on November 12, the IRA secretly 
hosted competing protests in New York, one called “Show 
Your Support for President-Elect Donald Trump” and the 
other “Trump Is NOT My President.”4: And people actually 
showed up, protesting with their respective groups and 
yelling at one another from opposite sides of the street not 
knowing that Russia had orchestrated the whole thing. 

The IRA was a full-scale operation. Employees had to 
meet specific quotas for creating and posting online 
comments, blogs, and social-media posts. By the summer of 
2016, the IRA was spending more than $1.25 million each 
month on _ their operations and had _ hundreds_ of 
employees.*3 By October 2017, Twitter had found nearly four 
thousand accounts that were run by the IRA.44 

Facebook estimated that approximately 126 million 
people saw content the IRA posted on Facebook between 
January 2015 and August 2017, and 20 million people saw it 
on Instagram.* In January 2018, Twitter assessed that 
approximately 1.4 million people had retweeted, quoted, 
followed, liked, or replied to at least one account run by the 
|IRA.46 

Russia’s efforts to influence the election results were so 
huge that the US Department of Justice appointed a special 
counsel to investigate the issue.47 As a result of that 
investigation, thirteen Russian citizens and three Russian 
companies, including the IRA, were charged with conspiring 
to interfere with US politics and the presidential election.48 


Researchers are still studying what impact fake news had 
on the election results. A study conducted by Professor 
Andrew Guess of Princeton University, Professor Brendan 
Nyhan of Dartmouth College, and Professor Jason Reifler of 
the University of Exeter found that one in four Americans 
visited a fake news website between October 7 and 
November 14, 2016.42 They also discovered that six in ten 
visits to fake news websites were by the same 10 percent of 
people. These people were older, on average, and were 
mostly Trump supporters visiting fake news websites that 
posted articles in favor of Trump and against Clinton. They 
also. followed politics very’ closely from _— primarily 
conservative media outlets, on top of the fake news they 
consumed. 
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The IRA created this poster, highlighted in the special 
counsel’s report, for its Pennsylvania rallies. 


Perhaps surprisingly, given just how much fake news 
there was during the election, the study did not find 
evidence that fake news changed people’s minds about 
which candidate to vote for on Election Day, even among 
“swing voters” (those who do not always vote for the same 
party). What it did do was reinforce people’s existing beliefs, 
making them even more entrenched in their opinions and 
less willing to consider new evidence that did not support 
their views. 

Fake news did not stop after the election, though that’s 
when a lot of people woke up to the extent of the problem. 
While the American election shined a spotlight on fake news 
globally and got companies and governments talking about 
possible solutions, the problem has only continued. In fact, 
as of October 2018, more than 80 percent of the accounts 
that had spread fake news during the election were still 


active on Twitter, according to the same study by the Knight 
Foundation. Those accounts published more than a million 
tweets per day.°! 

But perhaps the biggest effect of the heightened fake 
news during the election was that it eroded public trust in 
the real news media and made people question whether 
truth really existed. Along the campaign trail, Donald Trump 
used a different definition of “fake news.” Instead of 
describing false information, he used the term to refer to 
true stories that were critical of him. “The FAKE NEWS media 
(failing @nytimes, @NBCNews, @ABC, @CBS, @CNN) is not 
my enemy, it is the enemy of the American People!” Trump 
tweeted in February 2017.°2 


@ Donald J. Trump © Mw 
@realDonaldTrump 


The FAKE NEWS media (failing @nytimes, @NBCNews, 
@ABC, @CBS, @CNN) is not my enemy, it is the enemy 
of the Ressiean ‘Feorle 


4:48 PM - Feb 17, 2017 - Twitter for Androic 


47.3K Retweets 146.9K Likes 


Screenshot of President Trump’s tweet on February 17, 
2017 


In response to media reports about a poll that showed his 
public approval rating was below 50 percent, Trump tweeted 
in February 2017, “Any negative polls are fake news, just 
like the CNN, ABC, NBC polls in the election.”53 In July 2018 
he told attendees at the annual Veterans of Foreign Wars 
conference not to believe what they were seeing happening 
in the country. “Don’t believe the crap you see from these 
people, the fake news ... What you’re seeing and what 


you're reading is not what’s happening,” he said.°4 Earlier in 
2018, it came out that, as a presidential candidate, Trump 
had told a 60 Minutes reporter the reason he called the 
media “fake news.” He’d said, “You know why | do it? | do it 
to discredit you all and demean you all so when you write 
negative stories about me, no one will believe you.”>> 

In a 2018 survey conducted by Gallup, most American 
adults said they had lost trust in the media in recent years. 
Forty-five percent of those people said it was because the 
media was inaccurate, biased, or fake news, or because 
they believed in “alternative facts.”5¢ Part of this distrust 
came from the sheer amount of false information people 
Saw on social media during the election. Many calculated 
that it was safer not to trust anything they heard or read 
than to believe something and find out later it was wrong. 

But the distrust was also a result of the serious tension 
between political parties at the time. People were so 
committed to their chosen presidential candidate that they 
believed anything positive about their candidate was true, 
while anything negative was fake news. In this way, many 
people came to see legitimate media outlets—simply 
reporting the facts—as untrustworthy or as fake news. They 
also started to believe that their own personal opinions 
about things were more important and valid than reality. 
The Oxford Dictionary named “post-truth” as the word of 
the year in 2016, defining it as “relating to or denoting 
circumstances in which objective facts are less influential in 
Shaping public opinion than appeals to emotion and 
personal belief.” 





WHAT ARE “ALTERNATIVE FACTS” AND WHEN 


DID PEOPLE START USING THE PHRASE? In 
January 2017, the White House press secretary, 
Sean Spicer, claimed that the media was 
spreading fake news about the size of Trump’s 


inauguration ceremony. It was “the largest 
audience to ever witness an inauguration, 
period,” he had said without citing any sources. 
However, photos of the inauguration showed 
that the inauguration was actually quite poorly 
attended. Later, Kellyanne Conway, one of 
Trump’s advisers, defended Spicer’s lie by 
saying he had simply given “alternative facts.’’5® 
Later, Spicer corrected his statement, but the 
idea of “alternative facts”—that facts were 
really just matters of opinion—took off. 





FAKE NEWS WEAPONIZED 
AROUND THE WORLD 


As the United States dealt with the swell of fake 
news before and after the election, the rest of the 
world was watching closely. Some politicians, groups, 
and governments realized they could mass-produce 
fake content to influence their own elections and to 
win or maintain political power. 


In the Philippines, spreading fake news was a key 
part of Rodrigo Duterte’s successful campaign to 
become president in 2016, and it’s a tactic he has 
since used to advance his agenda. An impressive 97 
percent of Filipinos who use the internet have a 
Facebook account, and Duterte put that to use by 
unleashing thousands of fake social-media accounts 
to push fake news throughout the election.5? Like one 
fake story that might sound familiar, a fake article 
said that the pope had called Duterte “a blessing.” 
Another popular but fake story that spread on social 
media claimed that Prince Harry and Duchess 
Meghan Markle supported Duterte.© 


Once Duterte was elected, he continued to use fake 
news stories and photos, but this time to justify a 
violent “war on drugs.” He deployed death squads, 
which have murdered and imprisoned thousands of 
alleged drug dealers, addicts, and innocent people. 


In one instance, members of Duterte’s administration 
posted a photo of a young girl and claimed she had 
been raped and killed by criminals in the Philippines. 
Officials used the photo to call out the media for 
supposedly “derailing” Duterte’s drug war by 
criticizing it and to try to convince the public that his 
violent crackdown was needed. But the photo turned 
out to actually be of a girl who had been attacked in 
Brazil.©1 His administration also actively encouraged 
and supported activists who waged vicious online 
attacks against Duterte’s critics and pushed out fake 
news articles and videos supporting Duterte. 


While he was waging his violent drug war, Duterte 
also worked to shut down media outlets that the 
government did not already control, including 
Rappler, an independent online news. start-up. 
Rappler had partnered with Facebook to identify and 
remove pro-Duterte fake news pages, and had also 
reported extensively on Duterte’s violent campaign 
against critics and his use of fake news.°®2 To demean 
and discredit any media that criticized him, Duterte 
had started using a new term—presstitute, a 
combination of the words press and prostitute. He 
had also routinely jailed and killed activists who 
spoke out and warned journalists that they were “not 
exempted from assassination.” ® 


In November 2017, President Trump held a meeting 
with Duterte on the margins of an _ international 
summit in Manila. At a press conference with Trump 
when members of the media asked about Duterte’s 
human rights abuses, Duterte denounced the press 
as “Spies.” 


When nervous laughter broke out, he said 
emphatically, “You are.’ 


WHAT DOES “FREE PRESS” ACTUALLY MEAN? A 
free press means that people have the right to 
publish and share information and opinions 
without the fear of government interference, 
censorship, or retribution, such as physical 
violence or imprisonment. In many countries, 


the freedom of the press is guaranteed by 
specific laws. In America, for instance, freedom 
of the press is a right in the Constitution, and 
the media is often referred to as the “fourth 
branch of government,” working as a necessary 
check on the government and other people and 
groups in power.® 





As we saw when European monarchies tacked on all 
sorts of laws to limit what people could print with the 
printing press, governments now use “fake news” as 
an excuse to go after the media and to limit press 
freedom. 


Governments have enacted laws to stop online 
critics. Just in 2018, Russia passed a law allowing the 
government to shut down websites that publish 
information § critical of public figures, Malaysia 
outlawed fake news and swiftly used the law to 
convict a Danish citizen who. criticized the 
government on YouTube, and Belarus amended its 
media law to let the government prosecute anyone 
believed to have spread false information over the 
internet, © 


Also in 2018, Egyptian president Abdel Fattah el-Sisi 
passed a law giving the government sweeping power 
to remove, ban, and prosecute any social media 
account or blog owner with at least five thousand 


followers it judges has posted fake news without 
even obtaining a court order. The law also states that 
these accounts and blogs are legally considered 
media outlets and therefore must get a permit from 
the Egyptian government before they are allowed to 
create a website.°? The government passed a 
separate law giving them the authority to block any 
website that it deemed a threat to national security 
without having to provide an explanation, and even 
set up a unit within the government to track rumors 
and the people spreading them online. 


Egyptian officials claimed that fake news was sowing 
division in the country and threatening the rule of 
the Egyptian president, but the laws did not even 
define what was_ considered fake news. The 
government has since used the laws to crack down 
on journalists and other voices critical of the 
government. Anyone found violating these laws can 
be given heavy fines or be imprisoned, and in 2018, 
Egypt jailed more journalists on fake news charges 
than any other country.®© 


It is no coincidence that with increasing crackdowns 
on the media and free speech, the rate of violence 
against journalists worldwide has also gone up.® 
Since 2016, there has been a spike in the number of 
journalists jailed, and in 2018, more journalists were 
murdered than ever before, according to the 
Committee to Protect Journalists (CPJ).7° 


PART Il 


HOW WE FIGHT BACK! 


Most people, in fact, will not take trouble 
in finding out the truth, but are much 
more inclined to accept the first story they 
hear. 


—THUCYDIDES 


CHAPTER 14 


FACTS VS. OPINIONS 


At its core, a fact is a statement that can be proven, through 
either observation or experimentation. For example, the sun 
rises in the east and sets in the west. What makes that a 
fact? Well, if you wanted to, you could go outside with a 
little compass each morning and evening and watch it 
happen over and over again. Want to definitively prove the 
Earth is not flat? Become an astronaut and see it for 
yourself from space. 

An opinion, on the other hand, is something you believe, 
think, or feel. You cannot prove an opinion, and someone 
can have the exact opposite opinion from yours. For 
example, summer is the best of the four seasons. This is an 
opinion. | can’t prove summer is the best season: There is 
no universally accepted measurement of seasons or what 
makes them particularly good or bad. My statement is 
based on personal preferences: | love the sun, being warm, 
having leaves on the trees, and wearing flip-flops. Many 
people reading this book would choose another season as 
their favorite, and that would be fine—because it is their 
Opinion. 


THE WORD FACT FIRST APPEARED IN THE 
ENGLISH LANGUAGE AROUND THE SIXTEENTH 


CENTURY, ABOUT A HUNDRED YEARS AFTER THE 
INVENTION OF THE PRINTING PRESS.}? 





THE FACTS ABOUT FACTS: 


1. Statements that you can (and should) verify. 

2. Not based on a belief or feeling. 

3. Do not try to argue in favor or convince the reader of a 
particular position. 

4. Can be proven through experimentation or observation. 

5. True regardless of what someone personally thinks 
about them. 

6. Usually use precise language or measurements, such as 
dates, locations, or numbers. 

7. Tend to stay away from absolutes like everybody, 
always, never, and no one unless those things can be 
measured or proven. 


THE FACTS ABOUT OPINIONS: 


1. Feelings, views, thoughts, judgments, and beliefs you 
cannot verify. 

2. Sometimes based on a person’s interpretation or 
analysis of facts and presented as a conclusion. 

3. Sometimes presented as an argument in favor of one 
thing or another. 

4. Cannot be proven, and someone can have the opposite 
view. 

5. Frequently use buzzwords and phrases like / think, you 
should, may, | feel, and | believe. 

6. Use descriptive, judgmental language, including best 
and worst. 

7. Often use absolutes like everybody, always, never, and 
no one. 


This might look simple, but in June 2018 the Pew 
Research Center asked over five thousand adults in America 
to take a simple survey. Participants were shown ten 


statements and asked to identify which were factual and 
which were opinions—regardless of whether they agreed 
with the statements. Only 26 percent of respondents could 
properly classify all the facts, whereas 35 percent could 
accurately identify all the opinions (the survey counted any 
time participants skipped a question as a failure to choose 
the correct answer). That means the majority of Americans 
cannot reliably tell the difference between opinions and 
facts.? 


QUESTIONS FROM THE PEW RESEARCH 
CENTER SURVEY 


Factual statements: 


1. Spending on Social Security, Medicare, and 
Medicaid makes up the largest portion of the 
US federal budget. 


. ISIS lost a significant portion of its territory in 
Iraq and Syria in 2017. 


. Health care costs per person in the US are the 
highest in the developed world. 


. Immigrants who are in the US illegally have 
some rights under the Constitution. 


. President Barack Obama was born in the 
United States. 


Opinion statements: 





1. Immigrants who are in the US illegally are a 
very big problem for the country today. 


2. Government is almost always wasteful and 
inefficient. 


3. Democracy is the greatest form of 
government. 


4. Abortion should be legal in most cases. 
5. Increasing the federal minimum wage to $15 


an hour is essential for the health of the US 
economy. 





But why was it so difficult? First, politics. The study found 
that, regardless of what political party participants belonged 
to, they were more likely to say a statement was a fact 
when it appealed to their political beliefs. Similarly, they 
were more likely to classify it as opinion when it was 
something they disagreed with. For example, one of the 
statements was “President Barack Obama was born in the 
United States.” A fact, and one you could check by looking 
at his birth certificate. In response, 89 percent of Democrats 
said it was a fact, but only 63 percent of Republicans did. A 
lot of different factors probably contributed to Republicans 
being skeptical, but at the most basic level, Republicans 
were more susceptible to believing Obama was not qualified 
to be president because he was a Democrat. 

On the other hand, when looking at the opinion statement 
“Increasing the federal minimum wage to $15 an hour is 
essential for the health of the US economy,” 37 percent of 
Democrats incorrectly said it was a fact, while only 17 
percent of Republicans misidentified it. This statement is an 
opinion because a lot of different factors can contribute to a 


good economy, such as low unemployment or access to 
affordable health care. It is the view or conclusion of the 
person making the statement that increasing the minimum 
wage is “essential.” Most Democrats believe in raising the 
minimum wage, so when Democratic participants heard the 
sentence, it sounded to them like a fact. 

The study uncovered a couple of other important 
vulnerabilities we all have when it comes to telling fact from 
opinion. The first is that we can sometimes be fooled into 
thinking an opinion is a fact when it is presented to us ina 
declarative statement. For example, “Paris is the most 
beautiful capital in Europe” has the same self-assuredness 
to it as “Paris is the capital of France.” But even if a person 
thinks or believes something (an opinion) and states it in a 
way that sounds true, that does not actually make it a fact. 

The other vulnerability is that we often equate a 
conclusion with a fact. Opinions are usually conclusions 
we’ve drawn after conducting an analysis of actual facts. For 
example, someone might tell you that their favorite movie is 
the best film ever made. They might even provide facts to 
Support that claim, such as how many Oscar nominations 
the director has received or how much money the film made 
opening weekend. Those are facts you can verify, yet they 
don’t prove their conclusion. The person’s claim comes from 
their particular interpretation or analysis of the facts, which 
they turned into a conclusion: that their favorite movie is 
the best film ever made. 

Their conclusion is an opinion. Why? Well, if | don’t agree 
with the opinion, | can provide my own series of facts to 
show why my favorite movie is actually the best film ever 
made. | can tell them about the actors in the movie and how 
many Oscars they won, or about how the film launched a 
whole new movie genre. All those things might be facts, but 
the conclusion would still be my opinion. 

On TV news programs and in news articles, reporters 
often interview people considered to be experts to give their 


analysis of current events. Published opinions and TV 
commentators can both provide useful information, but it is 
important to note that they are giving their personal views 
and analysis—or opinions. These opinions are often a mix of 
facts, analysis, and personal views. Because of that, they 
are an excellent way to get insight into a world you 
otherwise would not see, but the conclusions drawn are not 
facts. 

When you are reading the news, you will notice that 
legitimate media outlets take steps to help readers clearly 
identify fact from opinion. Most news articles are meant to 
simply report the facts journalists have gathered and 
observed about a particular topic. However, media outlets 
also publish opinion articles (Commonly known as op-eds) 
and letters to the editor. Many news websites now keep 
these analyses and opinions under a separate tab, usually 
marking them as OPINION (Or OP-ED), EDITORIAL, COLUMN, OF LETTER 
TO THE EDITOR to show readers what is not standard news.? 
This is an easy way to quickly identify what you are about to 
read. 

Let’s look at how similar topics can be expressed with 
either fact or opinion. 


OPINION 


Valentina Tereshkova was 
the first female astronaut to 


There are not enough female 
go into space. 


astronauts. 


Abraham Lincoln was the Abraham Lincoln's 
most eloquent speaker of all Gettysburg Address was ten 
American presidents. sentences long. 


The largest kangaroo 

Everybody likes kangaroos : species, ared kangaroo, can 
because they hop. : typically jump about twenty- 

: five feet at its fastest speed. 


In 2018, the unemployment 
rate in America for people 
Everyone knows that with some college or an 

having access to affordable associate degree was 3.5 

education is the solution to percent, whereas the rate 
unemployment in America. was 5.9 percent for people 
:  withlessthana high school 

diploma.* 





The statements on the left-hand side are all opinions— 
there is no way to prove them. | could give you several 


different pieces of evidence to support each statement, but 
you could turn around and give me several different 
arguments as to why the conclusion is untrue. The 
statements in the right column are all facts because you can 
verify them by looking in a history book, an encyclopedia, or 
a dictionary. In some cases, such as the fact about the 
kangaroos, you could even set up your own experiment to 
test it out (if you had access to kangaroos, that is). 

When trying to figure out whether something is a fact or 
an opinion, ask yourself: /s this something I, or someone 
else, can prove? Can / look it up in a history book or an 
online encyclopedia? \f so, you are probably looking at a 
fact. When you are talking with people, get in the habit of 
asking them how they know what they have said is a fact. If 
it is a fact, they can point you to the source of information. If 
they cannot point you to evidence, or if their statement 
comes from their analysis of different facts, what they have 
told you is their opinion. It does not mean what they have 
said is not important or valid, or that it is wrong, of course. It 
simply means they are giving you their viewpoint. 

Learning how to tell the difference between fact and 
opinion is a really important first step in learning how to 
spot fake news. Remember the study from earlier in the 
chapter illustrating how hard it is for people to do it? There 
was some hope in the results too. The study found that 
people who were politically aware, digitally savvy (meaning 
they regularly used digital devices and the internet), and 
generally trusting of the media were more likely to be able 
to correctly tell the difference between fact and opinion 
statements. That means that all the things you’re learning 
how to do from this book will make you less susceptible to 
mixing up fact and opinion, and, ultimately, to falling for 
fake news. Onward! 


Exercise: 
FACT OR OPINION? 


Read the excerpt below from the San Francisco 
Chronicle. > |t contains both opinions and facts, but 
the original article was published as an editorial 
because it is making an argument. Underline the 
facts you spot, and circle all the opinion statements 
you find. Check your answers with mine on the next 


page. 


1 ee 


MANY OF THE PRODUCTS MILLENNIALS 
ARE KILLING DESERVE TO DIE 


Chttps://www.sfchronicle.com/opinion/ article /Many-of-the- 
products-Millennials-are-killing-13442886.php) 


Dec. 4, 2018 © Caille Millner 


... While I was reading this week’s capitalist woe—canned tuna 
consumption is down 42 percent per capita over the past 30 years, 
and guess who’s to blame?—I realized something. 


Millennials have good taste. 


This is a generation that’s making far less money than their parents did. It 
can’t afford big-ticket items like houses, marriages or children. 


So the Millennials are spending their few coins on vacations and avocado 
toast. And honestly? Those are better choices than canned tuna, golf and 
fabric softener. 


Many of the products that Millennials are killing deserve to die. 
The kids are more than all right—they’re wiser than their elders, 
who should have left them a better country while they had the chance. 


MANY OF THE PRODUCTS MILLENNIALS 
ARE KILLING DESERVE TO DIE 


Dec. 4, 2018 ¢ 


... While I was reading this 
week’s capitalist woe—canned 
tuna consumption is down 42 


percent per capita over the past 


30 years, and guess who’s to 
blame?—I realized something. 


Millennials have good taste. 


This is a generation that’s 
making far less money than 


their parents did. It can’t afford 


big-ticket items like houses, 
marriages, or children. 


So the Millennials are spending 


their few coins on vacations 


and avocado toast. And honestly? 


Those are better 
choices than canned tuna, 
golf, and fabric softener. 


Many of the products that 
Millennials are killing deserve 
to die. The kids are more than 
all right—they’re wiser than 
their elders, who should have 


left them a better country while 


they had the chance. 


Caille Millner 


FACT. This is a statistic you can 
verify with a little research. 


OPINION. This is based on the 
author’s personal dislike of 
products millennials are no longer 
buying, like canned tuna. 


FACT. You could do research 
onincome levels across time to 
verify this. 


FACT. You could do research on 
spending habits to verify this. 


OPINION. Again, this is based on the 
author’s personal interests. 


OPINION. The writer's dislike of 
these products is not a verifiable 
way of measuring which products 
“deserve to die” and which do not. 


OPINION. This statement is filled 
with descriptive and judgment- 
based language. 


CHAPTER 15 


I'M BIASED, YOU'RE BIASED, 
WE'RE ALL BIASED 


| am going to blow your mind right now. Ready for it? 

Fact-checking alone is not the solution to our fake news 
problems. 

What? Confronting a lie with the truth should work, right? 
It should, but it often doesn’t. When our friend down the 
street posts an article on social media that is not true, we 
Cannot simply reply with a link to Snopes debunking the 
article) and then tell ourselves our work is’ done. 
Unfortunately, even if our friend looks at the article, it 
probably will not change their mind at all. 

There is a simple reason for that—people are biased. We 
all have biases, preconceived and sometimes unreasoned 
tendencies or inclinations. They are inescapable. The most 
freethinking, woke, open-minded person in the world will 
still look at information through a certain lens that affects 
how they interpret and trust (or don’t trust) it. That lens 
comes from things like background, race, religion, gender, 
political identity, education, life experiences, and culture. 

Biases affect what information we pay attention to. They 
can lead us to ignore important information or automatically 
accept other things because they confirm what we already 
believe. Biases can also cause us to fall for fake news. One 
would think that in the online age, people might have fewer 
biases. After all, we are exposed to so much information 
every single day. With the ability to livestream, to 
communicate with anyone, anywhere, and with Google to 
answer any question we could think of, we basically have 


the world at our fingertips. But that is not how our minds 
work, unfortunately. 

With our lives so fast-paced, and increasingly spent 
online, we are inclined to go with our gut—trusting our 
preexisting opinions on things—rather than do the research 
to find the truth. So we side with what makes sense to us 
based on our current knowledge and beliefs. But that makes 
us more susceptible to fake news. If information challenges 
our beliefs, our gut will tell us it’s not true. This is what fake 
news uses to trick us: Since it cannot supply actual facts to 
convince us, it plays to our emotions and biases. 

Our biases also cause us to seek out information that 
reaffirms our own opinions and to tune out information that 
conflicts with them. In 1967, long before the internet or 
social media, an important study was _ conducted.! 
Researchers asked a bunch of college students to listen to 
recorded speeches covered with static. The students had to 
really pay attention to pick out what the person was saying. 
If they wanted to hear better, they could push a button to 
clear away the static for a few seconds. 

There were four speeches altogether. Two were about 
Christianity, one positive and one negative. The other two 
speeches were about smoking. One said it caused cancer 
and the other claimed it did not. You know from an earlier 
chapter that there was a lot of fake news around this second 
topic. So it shouldn’t come as any surprise that the students 
who smoked pushed the button more often than the 
nonsmokers to listen intently to speeches claiming there 
was no link between smoking and lung cancer. 

The reverse was also true. The students who smoked had 
no interest whatsoever in hearing pesky facts about the 
negative effects of smoking, thank you very much! The 
nonsmokers, of course, were interested in hearing the 
recording because it confirmed their decision not to smoke 
was a good one. Similarly, students who did not go to 
church pressed the button more than devoted churchgoers 


when listening to speeches that were anti-Christianity. In 
Short, the students automatically filtered out the things they 
did not agree with, while surrounding themselves with what 
they wanted to hear. We filter out information all the time 
for the simple reason that we don’t agree with it. 

Today, social media takes this automatic tendency to a 
whole other level. We friend people who agree with us, and 
mute, unfriend, or unfollow people we don’t. And many 
algorithms for social media and search engines compound 
the problem. Internet companies want us to click on links 
because that is how they make money, so they show us 
what they think we are most likely to click on. And since 
they know about bias all too well, they know that showing 
us stuff they think we’ll agree with is the best way of getting 
our clicks. All of this creates little information bubbles, 
where we only see information that matches our view, not 
things that will challenge it, and those information bubbles 
only make us more certain we were right to begin with. 

Those students in 1967 could have kept pushing the 
button to clear away the static during those speeches—after 
all, it was pretty annoying to listen to. But they didn’t, just 
like most of us do not follow news outlets we disagree with 
or friend people on social media who have different views 
from us. This is because of something called cognitive 
dissonance. Let’s break it down. 


COGNITIVE DISSONANCE 


Cognitive dissonance is the mental discomfort we go 
through when our personal views and ideas about 
something do not match the actual facts or evidence in front 
of us. By and large, people do not like to be challenged or to 
be told they are wrong. When facts challenge our views, our 
brains automatically start searching for a way to reconcile 
the two in a way that will make us most comfortable. In fact, 
whether we are aware of it happening or not, we go to great 


lengths to convince ourselves we are right, even when we 
are not. Sometimes that means we do some Simone Biles- 
worthy gymnastics in our minds to rationalize our views, or 
to try to reinterpret the facts to better fit our beliefs. Other 
times, it means we outright ignore the facts or selectively 
forget any that may prove us wrong.2 When we see 
something that does not conform to our existing views, our 
brains tell us, Nope! That isn’t right. 


SCIENTISTS HAVE USED MRI MACHINES TO SEE 
HOW PEOPLE’S BRAINS REACT WHEN THEY ARE 
GIVEN INFORMATION THAT CONTRADICTS THEIR 
VIEWS.? In one study, scientists tested how 
people responded when given negative 
information about their preferred political 


candidate. The MRIs showed that people 
naturally tried to rationalize or explain away the 
information. ¢ On the other hand, negative 
information about the candidate they did not 
like made people even more convinced that 
they were a bad candidate. 





In 1954, Dorothy Martin of Oak Park, Illinois, told local 
news- papers she’d- received a message _ from 
extraterrestrial beings she called the Guardians warning her 
about a flood that was going to wipe out most of the Earth 
on December 21. But it was not all bad news. The Guardians 
would come with their flying saucers from their planet called 
Clarion and rescue her and other believers.5 Martin was a 
member of a fringe religious group called the Seekers, and 
this was not the first time the Guardians had spoken to her. 
On the night of the twenty-first, a group gathered at her 
home on her sunporch to wait for their alien rescuers. 


Except the aliens did not appear that night. Or the three 
times afterward when Martin said they would. 

Each time neither the Guardians nor the world-ending 
flood came, Martin and her group took it to mean they were 
doing something wrong. They believed that aliens existed 
and that they were coming for them, but they also had to 
face the reality that night after night the aliens did not 
actually show up. That’s when their cognitive dissonance 
kicked in. First, the group decided that it wasn’t that the 
aliens did not exist; it was because they would not take 
anyone who had metal on them. (Apparently, aliens don’t 
like metal, FYI.) That night, the group removed all their 
metal—rings, necklaces, even bras. But the aliens still didn’t 
come. So the cognitive dissonance kept going. 

In interviews with the media afterward, Martin and her 
followers gave a number of different reasons why the aliens 
had not yet come to save them as they’d promised, and 
none of them had anything to do with the spacemen not 
actually being real. On Christmas Eve, when the group 
gathered for the fourth time and the Guardians did not show 
up, Martin announced that she had received a new message 
from them. The aliens had told her that Martin’s group “had 
spread so much light that God had saved the world from 
destruction.” The Seekers did not need their alien rescuers 
after all, because the Earth had been saved.® 





SOCIAL PSYCHOLOGISTS LEON FESTINGER, 
HENRY W. Riecken, and Stanley Schachter first 
wrote about the theory of cognitive dissonance 
after studying Martin and the Seekers. Their 
1956 book about the study, When Prophecy 
Fails, sums up cognitive dissonance this way: 


A man with a conviction is a hard man to 
change. Tell him you disagree and he turns 


away. Show him facts or figures and he 
questions your sources. Appeal to logic and 
he fails to see your point.... Finally, suppose 
that he is presented with evidence, 
unequivocal and undeniable evidence, that 
his belief is wrong; what will happen? The 
individual will frequently emerge, not only 
unshaken, but even more convinced of the 
truth of his beliefs than ever before.’ 





This may sound utterly ridiculous to most of us, but the 
Seekers were totally convinced that the Guardians were real 
and that they were coming for them. No amount of time 
spent standing on the cold sunporch, never being picked up, 
never seeing the Earth-ending flood, could convince them 
otherwise. Cognitive dissonance was hard at work. 


NEGATIVITY BIAS 


We all know pessimists—those people who always see the 
cup half empty. In the middle of a beautiful, sunny day they 
will complain about the rain forecast for tomorrow. They are 
the Eeyores of the world. But it turns out, we all have a bit 
of Eeyore in us. We are more likely to click on a negative 
story about the world ending than one that says the world is 
doing great. We just have to know what terrible thing might 
be coming for us. It has been that way for humans since the 
beginning of time. When our ancestors were just people 
living in caves, they had to be more aware of negative 
things, such as wild animals that wanted to eat them. Our 
brains are literally wired to pay more attention to negative 
news or information than positive. You can actually watch 
parts of the brain light up on an MRI scan when the person 
is told negative news.® Our brains are trying to protect us 
from possible danger by zeroing in on the negatives. Not 


only are we more likely to pay attention to negative 
information than positive, but we are also more likely to 
remember negative things than positive ones. They just 
stick with us. 

You might not remember what you had for lunch 
yesterday, but | bet you remember that time ten years ago 
when someone made fun of you. You probably even 
remember every word they said and what the bully was 
wearing. The memory might suddenly pop into your head 
when you are trying to sleep, making your chest tighten or 
your hands curl into fists. That is because our brains are 
constantly collecting information that will help protect us or 
warn us of danger, especially when we’re young, because 
we don’t know what our future will look like. Our brains think 
they are helping us prepare for all possibilities by storing the 
negative information for us so we know how to spot the 
signs of trouble in the future and how to _ respond 
appropriately.? 

Negativity bias makes us more likely to believe fake news 
that promises us doom and gloom. It also makes us more 
likely to accept conspiracies, because we start to think, Hey, 
maybe a terrible secret force of some kind really is trying to 
get usf10 


CONFIRMATION BIAS 


Confirmation bias means we are more likely to seek out and 
agree with judgments or analyses that fit our own worldview 
rather than anything that challenges it. This makes us 
particularly susceptible to fake news. After we experience 
that discomfort of cognitive dissonance, confirmation bias 
can kick in to help us explain it away.?! 

This same phenomenon happens all the time to devoted 
sports fans. We align ourselves with teams that become so 
important to us that we take their wins and losses very 
seriously. It’s a good day when the Red Sox win. It feels like 


the world is crashing down when they don’t. (I’m just going 
to assume you're all fans, like me, because the Red Sox are 
awesome.) But our obsession also means that when we 
watch a game, we are certain it is the other team that 
always fouls, not our beloved team, which can do no wrong. 

I'm not exaggerating. In a now-famous experiment, 
scientists showed fans of opposing football teams the same 
video footage of a game between the two. And what do you 
know—each side thought the/r team was always in the right 
and the opposing team was always in the wrong.?2 

Okay, so does all of this actually happen, or is this just a 
theory? Time for an example (and a bit of a confession) from 
my own life. In 2008 | read about the runner Oscar Pistorius, 
aka the “Blade Runner,” for the first time. Pistorius was a 
decorated Paralympic athlete from South Africa who had 
both feet amputated as a child. He had been fighting a long 
legal battle against the International Association of Athletics 
Federations for the right to compete in the Olympics. The 
IAAF had barred him from even attempting to qualify 
because they believed that Pistorius’s two prosthetic limbs 
could give him an unfair advantage against other athletes. 
Pistorius won the battle and made history in the 2012 
Summer Olympics in London by becoming the first-ever 
amputee to compete in track and field in the Olympic 
Games. He ran the 400-meter race and was the anchor for 
the men’s 4x400 relay. 

As a disabled woman myself, I'll admit | watched his races 
with tears in my eyes. His long legal fight for the right to 
compete at the Olympics was symbolic of the fight so many 
of us have waged in our own lives for equal rights as people 
with disabilities. After the London Olympics, Pistorius said he 
would compete again at the next one, in Brazil in 2016. | 
had all but packed my bags to go watch him run, when in 
February 2013 news broke that Pistorius had shot and killed 
his longtime girlfriend, Reeva Steenkamp.?3 


Pistorius claimed he thought an intruder had broken into 
his house in the middle of the night and that the intruder 
had locked themselves in the bathroom. He said he shot 
through the door at the person in self-defense. | followed the 
trial closely, certain he could not be guilty. None of it made 
any sense to me. Why would someone who had just made 
history and was getting ready to compete in the next 
Olympics intentionally kill someone? Pistorius was a hero, | 
thought. Heroes didn’t go around intentionally killing people. 
It just had to have been self-defense. 

| wanted to believe he was innocent, so | went searching 
for any articles that would back up that belief. The 
prosecution argued that one of the reasons they were sure it 
was an intentional murder was because Pistorius had on his 
prosthetic limbs at the time. If Pistorius had really woken up 
to the sounds of a burglar and thought he was in imminent 
danger, he wouldn’t have taken the time to slip on his 
prosthetics, they argued. But my confirmation bias got to 
work. If an intruder came into my house, | reasoned, the 
first thing I’d do would be get into my wheelchair so | could 
move around. It had to be the same for Pistorius. 

But a jury found him guilty of knowingly murdering his 
girlfriend after the couple got into a terrible argument. After 
a series of appeals, he was eventually sentenced to fifteen 
years in jail. AS you probably noticed, my _ cognitive 
dissonance was hard at work from the beginning—! admired 
Pistorius, so of course he had to be innocent. The 
confirmation bias came into play when | actively went 
looking for anything that would prove me right. With time, | 
was able to see my desperate attempts to explain his guilt 
away for what they really were—bias. That meant coming to 
terms with the uncomfortable fact that someone could both 
do something heroic and, at the end of the day, be a 
murderer. 


HOW TO CHECK YOUR BIASES 


The first step to fighting back against biases is to recognize 
and accept that we all have them. Taking the time to 
uncover your own personal biases will help you more clearly 
assess the news and consider new ideas. We have to 
acknowledge that we will probably never feel good about 
facts that show us we are wrong. In fact, this will probably 
be a lifelong struggle. But confronting our biases head-on 
will make us less likely to fall for fake news. 

You can start by making a list of all the things that make 
up the lens through which you, personally, look at 
information. For example, my list might look something like 
this: 

Female 

Middle-class 

Millennial 

Politically active, left-leaning 

Disabled 

Rural childhood, urban adult life 

American, East Coaster 

Former CIA 

White 

Terrible at science and math 

There are probably another two dozen things | could add 

to this list, things about religion, my education, or my age. 

Next, underneath each item, write down how each factor 

affects the way you think about the information you receive 

each day. For example, | might write: 

e Disabled. More likely to pay attention to news about 
disability rights, health care, and access to education, 
transportation, and communities. | am likely to be 
Skeptical of stories about disability issues not written by 
disabled people. 

e Former CIA. More likely to pay attention to news about 
national security or foreign policy. More likely to accept 


information produced by national-security agencies than 
to question it. 

Terrible at science and math. Less likely to pay attention 
to news about these topics because | am not as 

interested in them. More easily convinced by information 
or analysis rooted in either subject because | don’t 
understand it. 

Once you have completed your own list, the important 
thing is to remember those elements as you look at new 
information. We will always have biases. But being aware of 
your biases will help you make sure you don’t fall for fake 
news because of them. 


Exercise: 
IDENTIFY YOUR BIASES 


Following my example, make a list of things that 
make up the lens through which you view and 
interpret information. Then, next to each item, write 
out how it could influence the way you _ see 
information. Here are a few categories to get you 
started: 


CHAPTER 16 


UNDERSTANDING BIAS IN 
NEWS MEDIA 


We don’t have just our own biases to look out for. Bias can 
appear in news coverage, too. It is important to note that 
with media bias, unlike fake news, there is not an intent to 
deceive news consumers. However, sometimes journalists 
and news commentators unintentionally allow their personal 
biases to affect how they cover the news. If reporters do not 
Strive to prevent their own biases from seeping into their 
work, it can affect what news stories are covered and how 
those stories are told.! Their biases might lead them to write 
very few news stories about certain communities or topics, 
or to write a lot of stories on a topic that would not get as 
much attention if the reporting were more objective. For 
example, bias might lead a media outlet run by white 
people to skip over potentially important stories about 
issues affecting communities of color. Journalists in the US 
also tend to live in major metropolitan areas, like New York 
City, Boston, and Los Angeles, so they may ignore more 
rural areas. 





OBJECTIVE NEWS COVERAGE IS SOMETIMES 
CALLED FAIR OR BALANCED REPORTING. That 
means that a media outlet tries to present all 
sides of a story without bias, aiming to be as 
accurate and truthful as possible without 
leading the reader to a reporter’s 
predetermined conclusion. 2 In the English- 
language world, some of the more objective 


media outlets include Reuters, the Associated 
Press, the BBC, NPR, Bloomberg, USA Today, the 
Washington Post, and Agence France-Presse. 4 





In addition, reporting just the cold hard facts can make 
news coverage pretty boring. To make it more interesting, 
reporters often add in people’s stories, quotes from 
interviews, and vivid descriptions of events. Personal biases 
can slip into the coverage as a result. Look at the difference 
between my strictly factual telling of a major news event 
compared to the more poetic coverage of the same event 
by the New York Times. 


Me: A fire burned down part of the Notre-Dame 
cathedral in Paris, France, on April 15, 2019. The 
roof and spire collapsed. No one was injured. French 
Officials said the fire probably started because of a 
short circuit. 


The New York Times: Notre-Dame cathedral, the 
symbol of the beauty and history of Paris, was 
scarred by an extensive fire on Monday evening that 
caused its delicate spire to collapse, bruised the 
Parisian skies with soot and further disheartened a 
city already back on its heels after weeks of violent 
protests. 


The spectacle of flames leaping from the cathedral’s 
wooden roof—its spire glowing red then turning into 
a virtual cinder—stunned thousands of onlookers 
who gathered along the banks of the Seine and 
packed into the plaza of the nearby Hotel de Ville, 
gasping and covering their mouths in horror and 
wiping away tears. *° 


There is no question which version of the same event is 
more exciting and interesting to read. My version is accurate 
and un- biased, and that’s about all it has going for it. The 
New York Times excerpt, on the other hand, paints a vivid 
picture and makes us feel something in response—sadness, 
mostly. It is when the news tries to make the basic facts of a 
story more interesting that bias can unintentionally slip in. 
Feeling something is not a sign that what is reported is 
wrong. It just means we need to pay close attention to what 
is being said. 

That leads us to the second kind of media bias we will 
encounter —/ntentional. Intentional media bias is when a 
media outlet tells a news story a certain way to influence 
the audience’s opinion about something. Bias from a media 
outlet can look or sound a lot as though a media outlet is 
arguing for or against a particular position. 

Bias in the media is often discussed in terms of political 
affiliation. A media outlet may be described as left- or 
liberal-leaning, neutral, or right- or conservative-leaning. 
Sometimes the media outlet will make it easy for you and 
claim its bias up front, telling you on its website that 
politically it leans one way or another. For example, the FAQ 
page for the National Review magazine states that it is “of 
conservative opinion” and that its readers are primarily 
American conservatives.® Similarly, the left-leaning Nation 
Says on its site that it is part of a “progressive journalistic 
community that is challenging the right.”” If a media outlet 
claims to be a conservative or liberal voice, that does not 
necessarily mean that what it says is inaccurate. But it does 
mean that it is reporting the news with a specific agenda 
and through a particular political lens. 

Consider this example of intentional bias. President 
Barack Obama announced in June 2011 that the United 
States would gradually begin withdrawing military troops 
from Afghanistan and would hand security responsibilities 
over to the Afghan government by 2014. The New York 


Times, which leans slightly left of center politically, 
published an article about the announcement with the 
headline OBAMA WILL SPEED PULLOUT FROM WAR IN AFGHANISTAN.® The 
article talked about America’s timeline for withdrawal and 
how the Afghan military was getting ready. Covering the 
Same announcement, Fox News took a very different 
approach. Their article was titled OBAMA DOESN'T THANK 
PETRAEUS.2 General David Petraeus commanded US military 
forces in Afghanistan at the time, and the article that 
followed focused on criticizing Obama for not mentioning 
him in his speech. It included very little information from 
Obama’s actual announcement on Afghanistan. 

Reading it, you could see that the Fox News article was 
written with a purpose—to make Obama seem ungrateful. 
Was it accurate that Obama did not thank Petraeus in his 
speech? Yes. But the fact that the article focused on that 
one element of the speech instead of anything potentially 
positive, or even on the facts of the military withdrawal, was 
very deliberate and part of a larger pattern at the media 
outlet. The Center for Media and Public Affairs found that in 
the first fifty days of the Obama administration, only 13 
percent of Fox News coverage on the president was positive, 
compared to a 73 percent positive coverage rate by the 
New York Times.?° 

A quick internet search would show you that Fox News 
markets itself as a conservative voice in news, meaning it 
tells the news through a conservative lens. But if a news 
outlet does not openly claim to have a particular political 
leaning or bias, what can you do to find out for yourself if it 
does? 


1. Break out of your own news silo. We have so much 
information at our fingertips, but we often create 
information bubbles or news silos for ourselves. That 
means we find a few sources of information, usually the 
ones we agree with, and then we stick only to those. 


When we do that, we do not see other points of view. 
Being able to compare the information you are seeing 
with other trusted news sources will help you better 
spot bias. Look at which journalists, experts, and media 
outlets you follow and ask yourself if you follow them 
because they keep you well informed or only because 
you agree with what they report. 


Imagine trying to put together a super complicated 
puzzle. You might eventually be able to solve it on your 
own. But if you brought other people in to help you, you 
could probably do it faster and more easily. Reading a 
wide range of news sources is like that. It helps you put 
together a clearer and more accurate picture of what is 
being reported. 


. Be wary of “news reports” that read more like opinion 
pieces. AS we discussed in chapter 14, reputable news 
outlets will separate opinion articles from news reports 
to help readers know what is factual reporting versus 
what was written based on personal views and analysis. 
Sometimes, however, media outlets that intentionally 
lean one way or another politically will blur the line 
between news reporting and opinion. If you are reading 
an article marked as a news report, but it has a lot of 
the characteristics of opinions that we talked about 
before—such as using a lot of judgment-heavy language 
—your potential media bias radar should go off. 


. Check the evidence given. Looking at what sources a 
media outlet regularly cites can tell you a lot about what 
biases may be at work in its reporting. If a news outlet 
only ever uses information from organizations or 
individuals that lean one way politically, that may be a 
sign of bias. 

Looking at sources, you might also uncover 
something called cherry-picking: making a claim and 
then only citing evidence that supports it. For example, 


if I’m saying summer is the best season, | might try to 
convince you that I’m right by talking about the warm 
weather, vacations, and outdoor activities. | would 
definitely not mention mosquitoes or how there are days 
when the sun and humidity make it too hot to go 
outside. Ask yourself if the evidence you find really does 
Support what the outlet is saying, or if there are things it 
is leaving out. 


. Look for the other side of the story. Pretend you’re part 
of a jury in which you will have to decide at the end of a 
trial whether or not a person is guilty of a crime. If only 
the prosecutor is allowed to provide evidence against 
the person, you are only getting part of the story, and it 
definitely is not a fair trial. 


To make sure they’re telling the full story, balanced 
news outlets seek a comment from the subject of their 
news coverage. For example, if the CEO of a company 
publicly said something inflammatory, a reporter might 
offer that CEO an opportunity after the fact to make a 
comment explaining what they meant or why they said 
what they did. If it looks like a news outlet is only 
covering one part of a story, ask yourself why and if 
there are larger biases at play. 


. Give government-run media outlets the side-eye. In 
many countries, the government either runs, sponsors, 
or plays a large role in directing certain media outlets. 
That means they tell the outlets what to report (Such as 
positive news stories about their political leaders) and 
what to stay away from (such as news that would cast a 
bad light on the government). You should not rely on 
those outlets for unbiased news coverage. Some foreign 
outlets, including the Iranian government-owned Fars 
News Agency?! or Chinese government-owned Xinhua, 
often help their governments spread false information. 2 


6. Watch out for “loaded” terms. Good reporters know that 
their choice of words is incredibly important, and they 
work hard to be as precise and neutral as possible. 
Loaded words are the opposite of precise and neutral. 
They inspire either a negative or a positive response.?3 
Saying that someone “admitted” something is using a 
loaded term, since it can suggest that the person was 
Originally trying to hide something. The word makes us 
automatically suspicious of the person in question. 
Loaded words can also be found in how we refer to 
people. For example, some news outlets describing 
people who live and work in a country where they do 
not have a visa or citizenship have started using the 
term undocumented immigrant, since the older term 
illegal alien can make a news story sound more 
negative.14 


Exercise: 
CAN YOU SPOT THE BIAS? 


Below are excerpts from two articles written about 
climate change from two different media outlets. As 
you read through them, underline all the potential 
signs of media bias—intentional and unintentional— 
that you can spot. Compare your answers with mine 
after. 


https: / /dailycaller.com/2019/03/15/children-strike-school- 


climate-change/ 


JUST (2 YEARS LEFT? LET'S BREAK DOWN THE ALARMIST 
TALKING POINT FUELING KIDS’ CLIMATE CHANGE STRIKES 


March 15, 2019 


Thousands of students will skip school Friday over global warming as part 
of an international movement backed by adult activists and based ona 
misreading of the latest United Nations climate report.... 


The student strikes were inspired by 16-year-old Greta Thunberg, 
who began ditching school in August to sit in protest outside Swedish 
parliament.... 


Student activists’ alarm isn’t surprising—it’s been nurtured by the media, 
climate activists and politicians in the wake of a U.N. report released in 
October. 


The U.N. special report stated emissions needed to fall 45 percent below 
2010 levels by 2030, and then for emissions to reach zero by 2050 to avoid 
warming above 1.5 degrees Celsius by 2100.... 


(And that’s if you put faith in the U.N.’s climate models, which have been 
shown to overestimate warming by as much as 50 percent.) 


Is 1.5 to 2 degrees of warming catastrophic? The U.N.’s projections suggest 
no, but the media framed it as a 12-year deadline to prevent climate 
change catastrophe... 


https://thehill.com/policy/energy-environment/434260-youth- 


activists-across-globe-protest-for-climate-action 


YOUTH ACTIVISTS 
ACROSS GLOBE PROTEST 
FOR CLIMATE ACTION 


MARCH 15, 2019 


Protests erupted across the globe on Friday led by youth activists 
demanding governments take action to thwart the inevitable effects of 
climate change. 


From Israel to South Africa to the U.S., thousands of student protesters 
rallied at school campuses and their civic centers asking for federal and 
international action to address global warming—the effects of which 
could greatly impact younger generations.... 


In Cape Town, students in uniforms held signs, one which read, “Denial is 
not a policy.” 


In Lebanon, a sign at a rally announced, “You really know how to make me 
cry when you make those oceans rise.” 


In Hong Kong, it was reported that Friday’s climate strike amounted to 
the city’s largest environmental rally in history, with an estimated 1,000 
students taking to the streets holding signs including one reading, “Our 
children will be endangered species.” 


In many instances, students skipped school to attend protests.... 


Friday’s protests also come the same week that the United Nations 
released two new scientific reports warning that the effects of global 
warming and sea level rise may be even more unavoidable than previously 
measured. 


https:/ /dailycaller. 
com/2019/03/15/children- 


strike-school -climate-change/ 


JUST (2 YEARS LEFT? 
LET'S BREAK DOWN THE 


ALARMIST TALKING POINT 


FUELING KIDS" CLIMATE 
CHANGE STRIKES 


March 15, 2019 


Thousands of students will 

skip school Friday over 

global warming as part of an 
international movement backed 
by adult activists and based ona 
misreading of the latest United 
Nations climate report.... 


The student strikes were 
inspired by 16-year-old 

Greta Thunberg, who began 
ditching school in August to 
sit in protest outside Swedish 
parliament.... 


Student activists’ alarm isn’t 
surprising—it’s been nurtured 
by the media, climate activists 
and politicians in the wake of a 
U.N. report released in October. 


If you do a quick internet search 

on this outlet, you'll find that it 

is frequently characterized as 

an American conservative news 
and opinion website founded by 
conservative media personalities. 
That tells you right away that what 
it reports caters to a particular 
audience and that its reporting has 
a particular political bias. 


The headline is based on the 
author's own personal views. 
We know that because the word 
“alarmist” is not attributed to an 
expert or cited with evidence. 


This is one of several instances 
where the author uses judgment- 
heavy language—"kids,” “children, 
“skip school”—to paint the 

strike participants as immature, 
striking only to get out of going to 
school (rather than being serious 
activists), and manipulated 

by adults, environmental 
organizations, the UN, and the 
media. 


" 


It is factually true that participants 
were kids and that many left school 
to join the strikes, but the author 
uses language like “ditching 
school” in a way that’s meant to tell 
us this is all a bad thing. 


The author does not provide 
evidence of this, such as 
statements from the media or 
climate activists, or show a direct 
connection from those statements 
to those being made by student 
activists. 


The U.N. special report stated 
emissions needed to fall 45 
percent below 2010 levels by 
2030, and then for emissions 
to reach zero by 2050 to avoid 
warming above 1.5 degrees 
Celsius by 2100.... 


(And that’s if you put faith 
in the U.N.’s climate models, 
which have been shown to 
overestimate warming by as 
much as 50 percent. ) 


Is 1.5 to 2 degrees of warming 
catastrophic? The U.N.’s 
projections suggest no, but 

the media framed it as a 12-year 
deadline to prevent climate 
change catastrophe... 


Here the author calls into 
question the legitimacy of the 
UN’s environmental work, but 
again does not give evidence, 
suggesting this is based on the 
author's own personal views. 


The author suggests there is 
evidence the UN report was 
inaccurate, using the phrase 
“which have been shown” to 
discredit this and previous UN 
reports. But he does not provide 
the evidence or link to a source. We 
should be asking ourselves “shown 
by whom?” 

Here the author could have 
included evidence—direct 

quotes from the report or from 

the media outlets—but doesn't. 
This suggests he is cherry-picking 
and interpreting information that 
supports his own claim, rather 
than laying out the facts and 
leaving readers to draw their own 
conclusions. 


We come away from this article feeling a certain way 
about the event in question—a bunch of immature 
students have been manipulated into cutting school, 
all based on the sinister intentions of outside groups 
and the intentional misreading of a report. The 
article is full of judgment-based language that makes 
this “news report” read much more like an editorial 
or opinion article. All of these are signs of possible 
media bias. 


https:/ /thehill.com/policy/ 
energy-environment/434260- 
youth-activists-across-globe- 
protest-for-climate-action 


YOUTH 
ACTIVISTS 
ACROSS 
GLOBE 
PROTEST 
FOR 
CLIMATE 
ACTION 


MARCH 15, 2019 


Protests erupted across 

the globe on Friday led by 
youth activists demanding 
governments take action to 
thwart the inevitable effects 
of climate change. 


From Israel to South Africa to 
the U.S., thousands of student 
protesters rallied at school 
campuses and their civic 
centers asking for federal and 
international action to address 
global warming—the effects 

of which could greatly impact 
younger generations. ... 


An internet search will show you 
that this publication is sometimes 
characterized as leaning slightly 
left of center, which means its 
coverage may have a left-leaning 
bias. It does not mean that what it 
reports is not factual, but it does 
mean the outlet may be more likely 
to cover topics of interest to the 
political left. 


Language like inevitable effects of 
climate change is a sign that you 
are probably not reading an article 
from an overtly conservative media 
outlet, because conservative 
outlets tend to question the 
existence of climate change. 


This is not an outright sign of 
bias, but the author could have 
attributed this fact to experts 
who have written extensively on 
the effects of climate change on 
younger generations so that it did 
not look like a personal view from 
the author. 


In Cape Town, students in 
uniforms held signs, one which 
read, “Denial is not a policy.” 


In Lebanon, a sign at a rally 
announced, “You really know 
how to make me cry when you 
make those oceans rise.” 


In Hong Kong, it was reported 
that Friday’s climate strike 
amounted to the city’s largest 
environmental rally in history, 
with an estimated 1,000 
students taking to the streets 
holding signs including one 
reading, “Our children will be 
endangered species.” 


In many instances, students 
skipped school to attend 
protests.... 


Friday’s protests also come 

the same week that the United 
Nations released two new 
scientific reports warning that 
the effects of global warming and 
sea level rise may be even more 
unavoidable than previously 
measured. 


Since much of the language up 

to this point has painted a vivid 
picture of a worldwide movement 
in which the students are brave 
heroes—rallied, taking to the 
streets—the mention of skipping 
school doesn’t carry the same 
judgment. By the time readers 
reach that phrase, they already 
believe the protests are for a good 
cause, because the paragraphs 
before got us emotionally invested. 


We come away from this article with a very different 
feeling about the protests than we had from the 
previous article. In this one, we think of student 
protestors as mature and brave for fighting against 
the very serious threat of climate change. 


CHAPTER 17 


HOW TO SPOT FAKE NEWS 
ARTICLES 


| hear this kind of conversation a lot. 


Person 1: Oh my gosh, did you hear that [fill in the 
blank with some current event/celebrity-couple 
breakup/natural disaster]? | saw it [in the 
news/when someone posted about it]. 


Person 2: No way! What happened? 


Person 1: I’m not really sure. | only read the 
headline. 


Person 1 learned something they found interesting, and 
they wanted to pass along that information. But the problem 
is, Person 1 really did not learn anything at all. They read a 
headline that said something that may or may not have 
really happened, and may or may not have been supported 
by the information in the article that followed. 

The truth is, most of us have done it. In fact, a 2018 study 
by the Media Insight Project showed that only four out of ten 
Americans said they read more than just the headline of a 
news article. An earlier study showed that 59 percent of all 
the news articles shared on social media did not receive an 
actual click, meaning people shared the article on the 
headline alone and never read the article itself.2 

Those biases we talked about in chapter 15 kick in even 
when we are doing something as quick as reading a 
headline. If it interests us and seems to fit with what we 
already believe, we tend to trust it. We also assume the 


article will say exactly what the headline said, so there is no 
reason to read more.? After all, headlines are supposed to 
quickly summarize the article in a way that makes readers 
want to read it. 

But, if we actually read the article, we might quickly 
discover it doesn’t really say what the headline suggested it 
would. News stories are almost always more complex than 
headlines suggest, and for an understandable reason— 
headlines have to be short. They can only call out one 
aspect of an article that usually is about a lot more than 
that. 

Fake news sites and some media outlets often use 
misleading or sensational headlines to drive people to their 
websites, or to get people to share an article without ever 
looking at it. They’ll sometimes start with THE SHOCKING TRUTH! 
Or WHAT THEY DON’T WANT YOU TO KNOW ABOUT ... to gain your 
interest. This kind of headline is sometimes called clickbait 
—the exciting or sensational headline is the bait they are 
using to get you to click on the link. Clickbait headlines are 
designed to get a strong emotional reaction from us, 
because that’s when we are more likely to click on them or 
Share them. 





PSYCHOLOGISTS SAY THE IMPRESSION MADE ON 


OUR MINDS BY HEADLINES CAN ALSO CHANGE 
HOW WE READ THE ARTICLE THAT FOLLOWS. 4 
And since the headline made the first 
impression, we are more likely to recall it than 
what was actually said in the article. For 
example, a headline might say that a war is 
going to break out, while the article itself 
explains that ten really big things have to 
happen first and some of them are really 
unlikely. But the headline will make such an 
impression on us that we might unintentionally 


miss or ignore the part in the article that says 
the war is not very likely. 5 





So how do you spot fake news headlines? Some are 
outrageous enough that you might spot them right away: for 
example, NINE-YEAR-OLD ACCIDENTALLY DISCOVERS CURE FOR CANCER 
THROUGH SCIENCE-FAIR PROJECT and SCIENTISTS PREDICT WORLD-ENDING 
FLOOD IN TWO YEARS. But in cases where you are not sure, there 
are a few questions you should consider that can help you 
spot a fake news story from just the headline. Ask yourself: 

e Does what the headline says make sense, given what | 
know about this topic? For example, is what the headline 
describes even possible? 

e Is the headline too outrageous or too good to be true? 

e Could this story possibly be a joke or satire? 

What about headlines that sit somewhere between 
outrageous and just bonkers enough that they might be 
true? Consider these fake headlines from the last few years: 


1. PALESTINIANS RECOGNIZE TEXAS AS PART OF MExIco.® This headline 
came from satirical website the Beaverton in 2017 after 
President Trump announced that the United States was 
going to move its embassy from Tel Aviv to Jerusalem 
and recognize Jerusalem as the capital city of the state 
of Israel. Many people never looked past the headline to 
figure out the Beaverton was Satire.’ 


2. REPORT: KID ROCK BEING DISCUSSED AS GOP SENATE CANDIDATE. The 
idea of American musician Kid Rock in politics could 
have been enough for people to think the story was fake 
news, but reality stars and movie stars had been elected 
before. Why not Kid Rock? It was suddenly all over the 
news that he was considering running for the Michigan 
Senate seat. Most major news outlets dismissed it as a 
hoax, in part because Kid Rock’s supposed campaign 
website simply linked to his merch store. He also 


released two new songs at the same time and 
announced a music tour instead of a campaign tour. But 
Kid Rock’s mixed past (he’d gotten in trouble for several 
physical brawls, and he’d starred in a sex tape) excited 
some media outlets, and even news site Politico, which 
is typically respected by serious politics watchers, 
insisted it was real.’ It soon came to light that the whole 
thing was in fact a publicity stunt to sell his new album 
and boost ticket sales for his concert tour.? 


. OBAMA SIGNS EXECUTIVE ORDER BANNING THE PLEDGE OF ALLEGIANCE 
IN SCHOOLS NATIONWIDE.!° The article from 2016 came from 
abcnews.com.co, a fake news site designed to look like 
ABC News. The article that followed said not only that 
Obama had banned the pledge, but also that he had 
made it illegal for any federally funded agency to 
display, recite, or encourage others to recite it. Readers 
who were fooled by the headline could have quickly 
figured out the article was fake news by reading all the 
way through it—it cites sources that are obviously made 
up, like Fappy the Anti-Masturbation Dolphin, the 
Supposed mascot of an unnamed Christian organization. 
It also lists a phone number for a hotline where people 
can call to express their views of the Executive Order, 
but the number is for the Westboro Baptist Church, an 
Organization known for protesting against minority 
groups, other religions, and military funerals. Over two 
million people liked, shared, or commented on the 
article on Facebook, but the article itself was only 
viewed 110,000 times. That means more than 1.9 
million people reacted based on the headline alone. 
For those who disapproved of President Obama, this 
would have seemed right in the realm of possibility, and 
it appears the headline was enough to convince them it 
was real. 


4. TRUMP ORDERED EXECUTION OF OBAMA-PARDONED TURKEYS. IN 
America around Thanksgiving, it is a tradition for the 
president to hold a ceremony to pardon a turkey—to 
keep it from being killed for Thanksgiving dinner. This 
headline came from a site that specializes in satire 
(which it hints at on its website, though it’s hard to 
find).12 But some people took it seriously when it was 
posted in 2017, in large part because Trump had been 
working on rolling back legislation and policies Barack 
Obama had passed when he was president.!3 Why 
wouldn’t he also un-pardon the turkeys Obama had 
saved? some people thought. When we already feel one 
way about something, we will believe almost anything 
that fits within that view. 


But even reading these examples and going through the 
questions we talked about will not make you totally immune 
to eye-catching fake news headlines. There is simply not 
enough evidence in most headlines to prove they’re true or 
fake. But don’t worry. There are many more clues to look for 
in an article or on a website. That is why we need to read 
more than just the headline. 

So, now that we’ve committed to actually reading the 
article, what do we need to look for? Let’s talk about some 
of the red flags that can tell you when something is fake 
news. Sometimes fake news will be obvious from the very 
first sentence. Other times, the first paragraph might sound 
reasonable, but then it will abruptly shift into outrageous 
halfway through. But sometimes fake news writers will copy 
and paste from legitimate sources to make an article sound 
more plausible to the reader, and then mix in lies and 
inaccuracies with the actual facts. But even in those harder- 
to-spot cases, you can find those red flags in a number of 
ways. You just have to do a little intelligence-analyst work. 

First, here is what you shouldn’t do. Even once you have 
read the article, don’t go with your gut. As we discussed in 


chapter 15, our gut is not always the most reliable source 
when it comes to figuring out what information is true 
because all our personal biases are at play. Saying Yeah, 
that sounds right to me and then moving on once you've 
read something could make you miss all those signs that 
what you read was not actually true. 

On the other hand, don’t let yourself dismiss something 
as fake news simply because you do not agree with what it 
says. We already know that we are naturally programmed to 
do this. So when our inclination is to dismiss an article or a 
piece of information right away, instead taking the time to 
really consider it may show us we've been wrong all along. 

Now for what you should do. Following these steps will 
help you figure out not only if something is fake news, but 
also. which real news outlets are good sources of 
information. 


1. Check the URL. First, take a look at the domain name. A 
domain name can sometimes tell you things about the 
website, such as the creator, the purpose, and often the 
country where the website was created. It can even 
alert you to possible fake news. These are the general 
kinds of domains out there: 

.com: This is for commercial websites that promote 
particular products. The website may not be trying to 
sell you something for money, but it is_ still 
promoting something, even if that something is 
information. 

edu: This is for educational institutions, from 
kindergarten to higher education, but be aware that 
it can also be used for students’ personal websites. 

.gov: This is a domain for American government 
agencies only. The real White House page ends with 
.gov because it is a part of the US government. 
When Whitehouse.com, on the other hand, was first 


created, it was actually a porn website14—and boy, 
were people surprised to find that out! 

.org: Traditionally, nonprofit organizations use _ this 
domain, but anyone can buy a .org domain without 
providing any proof the organization actually exists. 
Many nonprofits are unbiased and publish factual 
reports and good analyses of particular issues. But 
many others advocate for specific things or have 
partisan views, so the information published there 
may be skewed. RealTrueNews.org was a website 
that fooled thousands of people with fake stories 
about the US presidential election in 2016.15 

.biz, .net, .info, .xyz, etc.: These domains are for sites 
that do not really fit under the others. Most 
legitimate news sources will not use these domains, 
and if they do own one of these domains, they will 
usually have the page automatically redirect you 
back to their main .com address. 


Often, fake news websites use domain names that are 
close to an actual news-website domain to try to trick 
people, like BuzzFeedUSA.com or NBCNews9.net. 


. Check the date. Quickly checking the date and time an 
article was published can save you a lot of grief later. 
Sometimes, fake news starts with someone recycling old 
news. Sure, the event everyone is suddenly raging 
about online might have happened, but it happened five 
years ago or more and no one who's sharing the article 
has bothered to check the publication date. Fake news 
writers also sometimes recycle old fake news stories 
after a couple of years, when people have forgotten the 
last time they made the rounds. Remember the HIV- 
filed bananas? The first version was written years 
before, and featured HIV-filled oranges. You can expect 
to see it pop up again in another year or two—this is 


your warning. But next time it might be HIV-filled 
papayas. 

. Investigate the source. Figure out where the news 
comes from. That means investigating the media outlet 
or the individual sharing the content. Ask yourself: 


e Was the article or post written by someone who 
claims to be a journalist, or by something that calls 
itself a news organization? If so, you can do some 
research on the relevant outlet. 

e Was it created by a non-news organization, a 
government agency, a company pushing a product, or 
an individual? 


A little investigating on the website can also tell you a 
lot. Most often, you can see who the publisher of an 
article or report claims to be on the header of the 
website. Most legitimate news websites have an “About 
Us” section or something similar describing the 
company’s history that will give you more information. 
Satire or news-joke websites will often say that they are 
not real news. The look of the website can also be a 
sign. If it only has four or five other articles, that in and 
of itself is a red flag. You have probably stumbled across 
fake news. 


Additionally, a simple internet search can pull up a lot 
of useful information about a source’s background. For 
example, when | looked up Infowars, Google showed me 
the following Wikipedia explanation: “Infowars is a far- 
right American conspiracy theory and fake news 
website,” a good indication not to take anything from 
Infowars seriously, at least not without more research. It 
will also often tell you things like who or what company 
owns the publication, which will help you figure out what 
biases or motives the publication may have for 
publishing what they do. If you cannot find any 


information at all about the publication after you do a 
search, you should treat it and any news posted on it 
with a high degree of skepticism. 


Finally, fake news articles sometimes make up 
experts or cite anonymous experts to prove their claims. 
It is worth checking on any experts cited to make sure 
that, first, they really exist, and, second, that they 
actually have the expertise with which they were 
credited. 


. Watch out for spelling mistakes and poor grammar. Now 
you are into the actual text of the article or post, and 
you come across a spelling mistake. One _ spelling 
mistake might be an oops, but then you find another 
and another. When you look closer, it turns out the 
grammar is not great either. That is a big sign you have 
stumbled across fake news or, at the very least, a 
personal blog or website. Either way, it is not real news. 
Reputable media outlets have multiple layers of editors, 
copy editors, and fact-checkers, so it is very unlikely 
that an article riddled with mistakes like that would have 
been published. 


. See if other news outlets are reporting on it. lf a news 
story is big enough, most media outlets will be covering 
it. If you encounter a story that has some earth- 
shattering news, a quick online search will show you if 
other outlets are reporting on it. Sometimes, however, 
fake news writers own more than one fake news site and 
will publish articles across all the websites to make 
them look more credible. In this case, check with a news 
outlet you already know is real to see if it is covering 
what the websites in question claim. Think again of the 
HIV-filled banana story. If there were really a nefarious 
person running around with syringes of HIV-positive 
blood trying to infect people, it would be a global story. 
Every single news outlet would be covering it. The fact 


that only one website wrote about it should have been a 
giant warning sign to readers that the whole thing was 
made up. 


. Identify who its telling the story and why. Every 
legitimate news story should have the author listed. You 
should be able to click on their name and see what else 
they have written or published previously. Often, news 
outlets will also include relevant information about the 
author’s professional background. This will help you 
know their level of expertise and give you a sense of 
whether or not they are qualified to be writing on that 
particular topic. 


But having an author listed on an article, in and of 
itself, is not a sign they are reporting real news. For 
example, the story about Obama banning the Pledge of 
Allegiance was supposedly written by a person named 
Jimmy Rustling.1® You could even click on his name to go 
to his author page. On that page, it claimed Jimmy was 
a medical doctor. Okay, it might seem slightly odd that a 
doctor is writing on a political issue, but that is not 
necessarily cause for concern. But then the bio said 
Jimmy had won the biggest prizes in American 
journalism several times. Many people might take that 
aS impressive evidence and conclude Jimmy was 
reporting the truth. However, that would be a mistake. 
With a simple internet search, you would find out that 
no one named Jimmy Rustling has ever won any of the 
awards his bio claimed. The whole thing was made up to 
make the story look more credible. 


Doing a little research on an author’s background 
might also tell you about possible motivations or biases 
that might have influenced what they reported. 
Remember the scientists paid by Big Tobacco to report 
that there was no link between smoking and lung 
cancer? If we had had Google back then, it most likely 


would not have taken so long to expose their research 
as fake news. 


. Look at where the author got their information. That 
means paying attention to the sources they cite and 
what level of access they have to the information they 
are giving. Real news is made up of facts and 
information gathered from people or groups involved, so 
articles should be _ full of sources, background 
information, and quotes. When specific names are given 
for sources, you should take the time to verify first that 
they actually exist, and then that they have the 
background attributed to them. 


Sources should also be relevant to the topic discussed 
in the article. An article discussing climate change, for 
example, should be based on_ information from 
scientists, studies, and people who work on climate 
change. Citing a dog groomer or a fiction writer is a sign 
the information may not be accurate (unless, say, that 
dog groomer or fiction writer also has a PhD in 
environmental science and spent thirty years working in 
the field before changing professions). Typically, real 
news will give a short explanation of a _ source’s 
background, even something as simple as “Jane Smith, 
a professor of economics at the University of Fill-in-the- 
Blank.” 


Beware of articles making big claims that cite only 
one source, or that do not list any sources at all. A lack 
of sources means the article is probably not based on 
research or interviews. At least some of the sources 
used should also be firsthand accounts of people 
involved in the event, meaning they witnessed it or 
were personally involved in some way. Remember how 
newspapers reported on rumors about Jack the Ripper? 
Basing a whole story just on people who only heard the 
information from other people does not mean a report is 


wrong, but it may mean some of the details have 
probably gotten muddled. 


In some cases, real reporters leave out a source’s 
name because the source would face retribution of 
some kind if their name were reported. That’s when 
you'll see phrases like “a source speaking on condition 
of anonymity.” Even then, most reputable news 
organizations will explain the background of the source 
—for example, “an anonymous source in the White 
House”—to show that they have some level of 
knowledge about the issue. If a story makes an 
explosive claim based off one anonymous source, with 
no information about that source’s background or 
access to the information, that is reason to treat the 
article with a healthy dose of skepticism. 


Online articles will almost always include hyperlinks 
to other articles so you can find out where they got their 
information and also go to find out more if you want to. 
If they do not, that is a reason to be very suspicious. But 
even fake news often has hyperlinks, especially when 
it’s making a big claim. Sometimes fake news articles 
insert hyperlinks that lead nowhere to make it look like 
the article is credible—if you find this, it is a dead 
giveaway you have encountered fake news. And even 
links that actually lead to reputable websites might not 
Support or say what the article claims they do. The story 
about Obama banning the Pledge of Allegiance linked to 
an executive order he signed that had nothing to do 
with the pledge. 


. Ask yourself if there is more to the story. Sometimes 
fake news is based off real events and real news 
articles, but since the author copied and pasted only 
parts of the story, it is not accurate anymore. Even 
when reading an article from a reputable news source, 
you should ask yourself if it contains the whole story or 


if there is important context missing. When journalists 
report current events, particularly when they have word 
limits and deadlines to contend with, it can be easy to 
exclude relevant history and context. 


Fake news often pulls actual quotes from real experts, 
but uses only parts of them to make them seem to say 
what the author wants them to say. Or they will make up 
quotes and attribute them to real people. You will recall 
that reporters made up quotes by famous scientists in 
the Great Moon Hoax and in the article about the 
telegraph putting Earth on a collision course with the 
sun. Take the time to check the quote and see if there 
might be more to the story, or if it was pulled out of 
context or made up to fit what an article is trying to say. 


. Go to fact-checking websites. Still in doubt whether 
something you read is fake news? Look it up on one of 
the many fact-checking websites that debunk the 
biggest conspiracies, hoaxes, and fake news stories 
making the rounds online. 


The people who push out fake news are going to try 
their very best to fool you, and let’s be honest—they’re 
pretty good at what they do. So it may take you going 
through this whole list before you know if you’ve found 
fake news. But when you do, feel good about it and 
what you’ve done. You are one less person they will be 
able to trick! 


The other bonus of going through this list to verify 
information is that when you’re done, you will have your 
own list of those important trusted news sources you 
can turn to for information. 


Exercise: 
REAL OR FAKE? 


Below are three excerpts from articles. Using the list 
of strategies we’ve discussed in this chapter, go 
through and mark up any signals you can spot that 
indicate the article is either fake or real. If you 
cannot decide if it is real or fake, make a list of 
things you would need to investigate further. Check 
your answers with mine at the end. 


http: //www.rilenews.com/stories/us-international/ 
federal-technology-grant-to-provide-e-cigs-for-inner-city- 
students#sthash.iVQIfooS.dpuf 


FEDERAL CLASSROOM TECHNOLOGY GRANT 
GUARANTEES E-CIGS FOR ALL INNER CITY STUDENTS 


TECHNOLOGY FINALLY MAKES ITS WAY 
TO THE STUDENTS WHO NEED IT 


By Sarah Connor | 2014.08.03 


Some of the lowest performing schools in the country received a 
pleasant surprise this week when word of a new Federal technology 
grant was announced to the public. Much like the suburban programs 
that provide iPads to students, this program will finally put electronic 
cigarettes in the hands of trouble youths that are desperate for 
technology in the classroom. It is expected that the move will a game- 
changer in evening the playing field between suburban and urban 
schools. 


Emma Harris, a principal in one of Detroit’s worst school districts 
applauded the move. “We’ve been fighting for years to get more 
advanced technology available to the kids. I never thought I would 
see the day when I could bring in the teachers for a meeting and tell 
them that we finally accomplished what we set out to do. We all just 
cried tears of joy.”... 


http:/ /realnewsrightnow.com/2017/02/beyonce-jay-z- 


launch-online-contest-fans-submit-vote-baby-names/ 


ENTERTAIN M EN T 


BEYONCE, JAY Z 
TO LAUNCH ONLINE 
CONTEST TO DETERMINE 
BABY NAMES 





FEBRUARY 31, 2017 by R. HOBBUS J.D. 





LOS ANGELES, Ca.—Less than twenty-four hours after 
Beyoncé’s earth-shattering announcement that she and Jay Z are 
expecting twins, a source close to Queen Bey has revealed that the 
superstar couple plans to launch an online contest in which fans 
can submit and vote on potential baby names, the entertainment 
news website TMZ reported on Thursday. 


“The Carters have always felt a strong connection to their fans and 
this is a way for them to truly give something back,” the source 
told TMZ. The contest, which is scheduled to go live in the coming 
days via beyoncesbabynames.com, will begin with a three-week 
submission period followed by several days of voting.... 


..-Aclose friend of the Carter family, who spoke to Real News Right 
Now on condition of anonymity, has confirmed that the person 
responsible for submitting the winning names will receive a 
personal letter of gratitude from Beyoncé along with an invitation 
to be present for the twins’ delivery.... 


https://www.locall0.com/news/florida/plantation/ gas- 
explosion-reported-at-shopping-center-in-plantation 


23 INJURED AFTER EXPLOSION 
REPORTED IN PLANTATION 


2 PEOPLE SERIOUSLY INJURED, AUTHORITIES SAY 


By AMANDA BATCHELOR-Senior Digital Editor, 
Roy RAMOS-Reporter, PARKER BRANTON-Reporter, 
TRENT KELLyY-Reporter 


Posted: 12:00 PM, July 06, 2019 


PLANTATION, Fla.—A total of 23 people were injured 
Saturday during an explosion at a shopping center in Plantation, 
authorities confirmed. 


Plantation Fire Department Deputy Chief Joel Gordon said two 
people suffered serious injuries in the blast that was reported just 
before 11:30 a.m. at the Market on University shopping center on 
South University Drive.... 


Broward Health Medical Center officials confirmed an adult was 
taken to the hospital as a trauma alert.... 


http://www.rilenews.com/stories/ 
us-international/federal-technology- 
grant-to-provide-e-cigs-for-inner-city- 
students#sthash.iVQIfooS.dpuf 


FEDERAL CLASSROOM 
TECHNOLOGY GRANT GUARANTEES 
E-C1GS FOR ALL INNER CITY 
STUDENTS 


TECHNOLOGY FINALLY MAKES 
ITS WAY TO THE STUDENTS WHO 
NEED IT 


By Sarah Connor | 2014.08.03 


Some of the lowest performing schools 

in the country received a pleasant 
surprise this week when word of a new 
Federal technology grant was announced 
to the public. Much like the suburban 
programs that provide iPads to students, 
this program will finally put electronic 
cigarettes in the hands of trouble youths 
that are desperate for technology in the 
classroom. It is expected that the move 
will a game-changer in evening the playing 
field between suburban and urban schools. 


Emma Harris, a principal in one of 
Detroit’s worst school districts applauded 
the move. “We’ve been fighting for years 
to get more advanced technology available 
to the kids. I never thought I would see 

the day when I could bring in the teachers 
for a meeting and tell them that we finally 
accomplished what we set out to do. We all 
just cried tears of joy.”... 





The URL should raise a 

question in your mind. Is 
rile a misspelling of real or 
someone's name? 


Does this sound like 
something the Federal 
government would do? 


Actual media outlets would 
provide a hyperlink to the 
announcement because it 
is evidence of their claim. 


Atypo sometimes happens, 
but trouble where it should 
say troubled is the first of a 
few in this article. 


Another typo—a missing 
word this time 


Does it really sound 
possible that the 
government would think 
giving kids e-cigarettes 
is a good idea or that this 
is the kind of technology 
students needed? You 
could double-check by 
searching for other news 
outlets that might be 
reporting on the story. 


A journalist reporting the 
facts would not typically 
refer to a school this way 
because worst is a loaded 
term. Instead they would 
give information about 

the school to indicate it 

is struggling—low test 
scores, lack of money, high 
dropout rates. However, 
they might quote someone 
else who calls it the worst. 


http://realnewsrightnow. 
com/2017/02/beyonce-jay-z-launch- 
online-contest-fans-submit-vote-baby- 


names/ 


ENTERTAINMENT 


BEYONCE, JAY Z 
TO LAUNCH ONLINE 
CONTEST TO 


i AK DETERMINE BABY 


NAMES 





FEBRUARY 31, 2017 by R. HOBBUS J.D. 





LOS ANGELES, Ca.—Less than 
twenty-four hours after Beyoncé’s earth- 
shattering announcement that she and Jay 
Z are expecting twins, a source close to 
Queen Bey has revealed that the superstar 
couple plans to launch an online contest 
in which fans can submit and vote on 
potential baby names, the entertainment 
news website TMZ reported on Thursday. 


“The Carters have always felt a strong 
connection to their fans and this is a way 
for them to truly give something back,” 

the source told TMZ. The contest, which is 
scheduled to go live in the coming days via 
beyoncesbabynames.com, will begin with a 
three-week submission period followed by 
several days of voting.... 


...-Aclose friend of the Carter family, 

who spoke to Real News Right Now on 
condition of anonymity, has confirmed 
that the person responsible for submitting 
the winning names will receive a personal 
letter of gratitude from Beyoncé along with 
an invitation to be present for the twins’ 
delivery. ... 


The URL should raise flags 
because legitimate media 
outlets are not going to 
have to try to convince you 
they are real in the URL. 


First, February does not 
have thirty-one days in the 
month. Second, if you did 
a search on this writer's 
name, you would find that 
no one with this name 

has written a real news 
article before, just a series 
of articles as suspicious 
as this one for the same 
website. Additionally, 

J.D. stands for Juris 
Doctor, which means the 
person has a law degree. 
Of course lawyers can 
turn into entertainment 
journalists, but it’s not 
very common and should 
lead you to do some more 
research. 


If TMZ really reported this 
story, then this article 
would include a hyperlink 
to the report. Since it does 
not, you could go to TMZ’s 
website to see if there is a 
report. There isn’t. 


Although it may be true 
that they feel connected 
to their fans, does it seem 
likely that they would let 
the public pick names for 
their twins? 


You could click on this 
hyperlink to see if a real 
site exists. 


Even if it were possible 

the celebrity pair would 
turn baby naming over to 
their fans, does it seem like 
Beyoncé and Jay Z would 
allow a stranger into the 
delivery room for the birth, 
given what you know about 
them and their privacy? 


https: //www.local10.com/news/ florida/ 
plantation/gas-explosion-reported- 
at-shopping-center-in-plantation 


23 INJURED AFTER 
EXPLOSION REPORTED 
IN PLANTATION 


2 PEOPLE SERIOUSLY INJURED, 
AUTHORITIES SAY 


By AMANDA BATCHELOR- 
Senior Digital Editor, 
Roy RAMOS-Reporter, 

PARKER BRANTON-Reporter, 
TRENT KELLY-Reporter 


Posted: 12:00 PM, July 06, 2019 


PLANTATION, Fla.—A total of 23 
people were injured Saturday during 
an explosion at a shopping center in 
Plantation, authorities confirmed. 


Plantation Fire Department Deputy Chief 
Joel Gordon said two people suffered 
serious injuries in the blast that was 
reported just before 11:30 a.m. at the 
Market on University shopping center on 
South University Drive. ... 


Broward Health Medical Center officials 
confirmed an adult was taken to the 
hospital as a trauma alert.... 


You might not have heard 
of this outlet before, so 
you would want to doan 
internet search to find 
some information about it. 


You can quickly verify that 
this happened by checking 
with other news outlets, 
especially ones based in 
Florida, where the event is 
said to have taken place. 


You can doa search on 
each of these people and 
see that they have all 
written many other news 
articles. 


There are not hyperlinks to 
check, but the article cites 
an expert as evidence, 
and you could verify 

that he really is the fire 
department deputy chief 
by looking online. 


This gives you the exact 
location of the event, 
whichis something you 
could easily verify by 
looking it up. 


Again, the authors cite 
experts as sources. 


CHAPTER 18 


73% OF PEOPLE SAY THEY 
DON’T UNDERSTAND 
POLLING, AND OTHER FAKE 
STATS 


A recent poll found that 62 percent of people do not actually 
love ice cream. How did it make you feel when you read 
that? Poll results like this typically elicit three kinds of 
responses from people. 


1. “That can’t possibly be true. Who are these lunatics who 
said they don’t like ice cream?” (That would have been 
my response if | hadn’t written the sentence myself.) 


2. “Yep, that sounds about right.” 


3. “You know, come to think of it, ice cream makes me 
freezing and it is usually too sugary, and if everyone 
else doesn’t like ice cream, maybe | shouldn’t either.” 


If we, ourselves, like ice cream, our response is likely to 
be number one—if we like it, we think everyone else should 
too. If we don’t like ice cream, we will probably respond with 
the second statement. But there are also people who are 
likely to be influenced by learning the views of the supposed 
majority. For these people, poll results work kind of like peer 
pressure. These people want to be part of the popular group 
or the winning team. Is it any wonder, then, that fake news 
writers frequently use made-up poll results to make their 
articles appear more credible and have more of an impact 


on readers? This is true especially on issues like elections, 
crime, and race, when there are many different polls 
circulating at the same time that say different things. 

So, what was the correct response to seeing the (totally 
made-up) ice cream poll result? The right answer is actually 
secret option number four: “This poll seems weird. | have 
questions.” 

Polls measure how the public or a certain subset of the 
public feels at a specific point in time about particular 
topics. How the polls are conducted can have a huge impact 
on their findings and, as a result, their reliability. In 1948, 
the Republican governor of New York State, Thomas Dewey, 
was running for president against the incumbent, Harry S. 
Truman. Most of the major polls predicted that Dewey would 
win by at least several points. After all, Truman was having 
problems keeping support from members of his own political 
party. He was also president at a time when the economy 
wasn’t very good, which always makes it harder to run as 
the incumbent. Most newspapers said it was not looking 
good for Truman. 

On Election Day, ballot counting went late into the night, 
and the Chicago Daily Tribune was in a hurry to get the 
paper printed and out in time for the next morning. The 
editors decided the polls were so convincing that they could 
go ahead and project the winner. DEWEY DEFEATS TRUMAN, their 
front-page headline read. Except, in one of the biggest 
election upsets in history, Truman won.! 

How did the polls get it so wrong? Most polls were 
conducted over the phone. But in 1948, only wealthy people 
could afford a phone. So the polls really did not represent 
people from different backgrounds. The other problem was 
that the groups conducting the polling stopped doing their 
surveys two weeks before the election. In those two weeks, 
Truman’s campaign buckled down even harder and 
energized people to come vote for him on Election Day. The 
polling stopped right when it mattered most. 





A smiling Harry S. Truman holds a copy of the famous 
Chicago Daily Tribune declaring, erroneously, his 
defeat. 


So how do you make sense of it when news, real or fake, 
starts throwing polling results around? Here are the things 
to look for. 


1. Beware of how polls are framed. Watch out for poll 
results that are labeled “historic” or “shocking,” or that 
show something very unexpected. Most polls are simply 
a way of taking a snapshot of a certain group of people 
on a specific topic at a particular point in time. But 
attitudes can and do change. The poll results that 
matter most evaluate opinions over time to identify 
patterns and trends, rather than a sudden significant 
change in views. If the topic of the poll is important 
enough, like an election, there are probably several 
different organizations conducting polls. Do some 


research and see how the supposed “historic” poll 
compares to what other organizations have found. 


. Investigate who conducted or sponsored the poll. All 
sorts of organizations conduct and sponsor polling— 
nonpartisan organizations, partisan organizations, 
companies trying to find out what people think of their 
products, organizations tied to political candidates, and 
governments. Some organizations are looking for an 
accurate reading of public opinion. Others are looking to 
achieve specific results from the polls so they look like 
they have evidence to prove whatever point the 
organization would like to make. The fact is, with 
websites like SurveyMonkey, anyone can create an 
online poll these days. Do some digging on the 
background of who created and conducted the poll to 
see if they might have wanted to obtain the results they 
found.? 


In 2016, a British marketing firm conducted a poll 
showing that 52 percent of British people believed the 
first time astronauts walked on the moon in 1969 was a 
hoax. They claimed to have surveyed more than 1,003 
people eighteen years old or older. Their announcement 
came just in time for the forty- seventh anniversary of 
the moon landing and made newspaper headlines 
around the world. Suspiciously, the company refused to 
release any of the data or information on _ the 
methodology to show how they conducted the poll, and 
with a little investigation, journalists discovered that the 
marketing company was doing it to get media coverage 
for one of their clients.4 


Fake news writers will sometimes make up polling 
firms, so when you come across the name of one you 
have not heard of before, be skeptical and go research 
it.> If you search online for a polling firm cited in a poll 
and nothing comes up, congratulations—you may have 


just encountered a fake poll. Another trick is to take 
completely real poll results from a reputable polling 
organization and manipulate them to tell a fake news 
story. Real news articles will provide a hyperlink to the 
organization that conducted and published the poll so 
you can verify the results. 


. lf you can, look at the data for yourself. You will not 
usually have access to all the data from a poll, like the 
questions that were asked and the demographics of the 
respondents. But if you do, the data can tell you if the 
way the results are framed is correct and whether the 
Sample size was large enough and participants diverse 
enough to really be reflective of the population the poll 
is trying to measure. One problem polls often have is 
the questions they ask. For example, spot what is wrong 
with this question: “How furious are you to know 62 
percent of people dislike ice cream?” Your options are 
very mad, pretty mad, or neutral. This is called a leading 
question: The question itself tells you you're already at 
least a little mad about those people. On top of that, the 
responses do not give you a full range of options, 
including “I’m not mad at all and this is a weird 
question.” 


Here is a problematic question that’s more serious: 
“Who do you plan to vote for in the next election?” The 
problem is that the question presumes that everyone 
who answers will vote. Hopefully the poll has asked 
previous questions that weed out people who are not 
planning to vote by the time they get to this question. 
But if it has not, there will be a whole group of 
participants who pick a candidate even though they are 
not planning to vote, therefore skewing the results. 

. Check the sample size. To get an accurate reading of 
public opinion, you have to have a large enough number 
of participants. That size is going to vary depending on 


the size of the population you want to know about and 
what your polling question is. For example, if you want 
to know how Americans across the country feel about 
something, you will need a large group of survey 
participants from all over. However, if your question is 
how residents of Chicago, Illinois, feel about the city 
council approving a new housing development, the 
Sample size can be smaller and limited to just residents 
of Chicago (after all, you don’t need to know how 
someone from Portland, Maine, feels about the issue). 
Even if you do not have access to the polling data, a 
story from a real news outlet will almost always tell you 
the sample size. 


. Look at how the poll was conducted. Polls are conducted 
in three main ways. First, a pollster will randomly call 
people on the phone and ask them questions. Some 
polling organizations only call people who have landline 
telephones, not cell phones. Since people with landlines 
are disproportionately older, pollsters have to adjust the 
weighting of the results. Response rates are very low for 
phone polls in general because most people do not pick 
up the phone for phone numbers they do not recognize.® 


Second, some organizations conduct polls online. 
Internet-based poll results are highly unreliable, 
because these polls typically depend on people to 
volunteer to participate and they can be easily 
manipulated to ensure a particular outcome. They also 
often depend on people finding them, so they do not 
represent all the people who could not find them. And 
they depend on potential participants having an internet 
connection. The most unreliable polls are internet polls 
posted on a website for anyone to complete. Only 
people with the strongest opinions typically respond, 
and it is very easy for people looking for a particular 
result to send their like-minded friends to it to vote how 


they want them to. For example, in 2016 the United 
Kingdom’s_ Natural Environment Research Council 
launched an internet poll to name its new $288 million 
polar research ship. The poll went viral and internet 
users flocked to it to ensure their name of choice won— 
Boaty McBoatface.’ And it did, although the council 
decided not to use the name. 


Third, there are exit polls. These are polls taken on 
the day of an election to try to estimate who the 
ultimate winner will be. Pollsters physically stand 
outside voting locations and ask exiting voters a series 
of questions, the most important one being who they 
voted for. Exit polls can be misleading because pollsters 
cannot be at every polling station and the demographics 
of the people surveyed may not be an accurate 
representation of all the people voting.’ 


. Look at when and over what period of time the poll was 
conducted. |If an article is using polling results to talk 
about what people think about a topic, make sure that 
the polling was conducted recently enough to still be 
accurate. Participants might have said they felt one way 
five years ago, but the chance that they feel exactly the 
Same way now is pretty small, whether the topic is 
about ice cream or politics. (1 used to like strawberry ice 
cream but have very sensibly switched to chocolate 
peanut butter in recent years.) Another thing to consider 
is the length of the polling period. Were the questions 
only asked once over a couple of days or multiple times 
over the course of a month or a year? A poll concluding 
that people feel gas prices are too high has less weight 
if it was conducted the day after a major gas price hike 
than if the results covered a longer period of time. After 
all, gas prices fluctuate all the time. 


. Look at the margin of error. Pollsters only survey a 
sample of the population, so they know their results will 


only approximate reality. That is why every poll that’s 
been done correctly will have a margin of error (if there 
IS a graphic showing the results, you can usually find the 
margin of error listed below it, or sometimes right in the 
article). The margin of error shows how close we can 
reasonably expect the poll’s results to be to the truth.? 
So, for example, if a poll says Political Candidate 1 is 
probably going to get 48 percent of the vote and the 
poll has a margin of error of +/-3 percent, that means 
they think the candidate could actually get anywhere 
from 45 to 51 percent of the vote. 


. If you can, find out if the poll was random. The only way 
a survey of 1,500 people polled can come close to 
representing the general public’s views is if the people 
who participate have been selected randomly. That 
means those taking the poll cannot just survey their 
friends and neighbors and expect to get an accurate 
view of what the rest of the country thinks about 
something. In general, participants must come from a 
diverse range of the population, including different 
ages, races, genders, and locations. The people 
conducting the poll can decide to only survey a certain 
kind of audience, like women ages eighteen to thirty- 
five, for example. But that means they cannot say the 
poll showed what fifty-year-old men think about the 
topic. Put another way, if a polling firm only interviews 
straight white men, even if they’re randomly selected, 
the results will only be representative of straight white 
men, not the broader public.1° 


. Pay attention to the “undecided.” Most polls offer 
participants the opportunity to answer a question by 
saying that they are undecided or do not know how to 
answer. In any poll, a large number of “undecided” 
responses—or no answer—can make the result pretty 
useless. For example, if a poll finds that 30 percent of 


10. 


people like country music, and 30 percent like R&B, but 
40 percent of people couldn’t decide, the poll gets us no 
closer to figuring out which kind of music people prefer. 


In elections especially, when candidates are very 

close, undecided voters can be the deciding factor. If 34 
percent of voters say they are voting for Candidate 1, 
and 37 percent say they are voting for Candidate 2, but 
29 percent of people say they have not decided yet, we 
really cannot draw any conclusions about who might 
win. 
Remember to look at the results from another angle. 
Gallup, a very well-respected polling organization, 
released a poll in 2015 showing that 36 percent of 
millennials in America were not affiliated with a 
particular religion.1! Afterward, several news outlets 
came out with articles exclaiming that the poll proved 
religion was dying.!2 What those articles did not note 
(but you might have if you’ve done the math) is that 
about 64 percent of people who responded to the poll 
said they did still have a religion. Additionally, among 
the people who did not identify with a particular religion, 
two thirds of them said they still believed in a god. So 
why was none of that mentioned in the articles about 
millennials killing religion? There were probably a lot of 
different reasons, but one of them no doubt was that the 
Slow death of organized religion made for a more 
exciting story and, therefore, more clicks. This is not 
necessarily an example of fake news, but it does show 
how easily data can be manipulated to tell a very 
different story than the results actually show. 
Sometimes real poll results from reputable firms can be 
manipulated to spin a certain story. 


Exercise: 
POLLING PRACTICE 


Here are two polls. Using the information in the 
previous chapter, and the checklist below, can you 
tell which one is credible? 


POLL 1: 


In 2017, this poll graphic accompanied an article with 
the headline KID ROCK AHEAD IN HYPOTHETICAL MATCHUP WITH 
DEBBIE STABENOW. 


Hypothetical Michigan Senate Race Poll (7/14/2017-7/18/2017) 


On July 12th, 2017 Robert "Kid Rock” Ritchie declared his intent to challenge Debbie Stabenow for the 
2018 US Senate. If he wins the Republican nomination, who would you vote for? 


| prefer not to answer 


Robert "Kid Rock" Ritchie [R] 


Debbie Stabenow [D] 





Screenshot of poll graphic from article posted by 
Delphi Analytica on Medium.com on July 23, 2017 


The following information was included in the article 

about the poll results: 
Debbie Stabenow is the incumbent Democratic 
Michigan senator who is scheduled to defend her 
seat in 2018. Ritchie intends to run as a 
Republican who would likely have to defeat a 
crowded primary field to challenge Stabenow. 
The margin of error for the poll is 3.2% at 90% 
confidence. To gauge Ritchie’s chances ina 
hypothetical general election matchup, Delta 
Analytica conducted a poll from July 14-18 of 668 
Michigan residents.7?3 


CHECKLIST: 


_____ Includes the dates the poll was conducted 
____ States the name of the polling firm 
Lists question(s) the participants were asked 
_____ Shows the sample size 
___ Gives the margin of error 
____ Provides background on how the poll was conducted 


Results match the claim made about the poll 


POLL 2: 


This poll report came with a lengthy methodology 
note that included the following information: 


This particular survey featured interviews with 
920 teens ages 13 to 17. Interviews were 
conducted online and by telephone from Sept. 17 
to Nov. 25, 2018.... Sampling errors and 
statistical-significance tests take into account 
the effect of weighting. The following table 
shows the unweighted sample sizes and the 
error attributable to sampling that would be 
expected at the 95% level of confidence for 
different groups in the survey: 14 











Anxiety and depression top list of 
problems teens see among their peers 


% of teens saying each of the following is a among 
people their age in the community where they live 


m@ Major problem ® Minor problem Nota problem 
covecsior A BEN 
Drug addiction 13 
Drinking alcohol 16 
Teen pregnancy Pa} 


Note: Share of respondents who didn't offer an answer not shown. 
Source: Survey of U.S. teens ages 13 to 17 conducted Sept. 17-Nov 
25, 2018 

“Most U.S. Teens See Anxiety and Depression as a Major Problem 
Among Their Peers” 


PEW RESEARCH CENTER 





Screenshot posted on the Pew Research Center 
website on February 14, 2019 


Unweighted 


Group sample size Plus or minus ... 

Teens ages 13-17 920 4.8 percentage points 
Boys 461 7.0 percentage points 
Girls 454 6.6 percentage points 


Household income 


Less than $30K 210 10.1 percentage points 

$30K to $74,999 326 8.5 percentage points 

$75K and up 384 7.1 percentage points 
CHECKLIST: 


Includes the dates the poll was conducted 


States the name of the polling firm 


Lists question(s) the participants were asked 


Shows the sample size 


Gives the margin of error 


Provides background on how the poll was conducted 


Results match the claim made about the poll 


ANSWERS: 
POLL 1: NOT CREDIBLE 


ve Includes the dates the poll was conducted 

vO States the name of the polling firm 

ve Lists question(s) the participants were asked 

ve Shows the sample size 

iv Gives the margin of error 

____ Provides background on how the poll was conducted 


Results match the claim made about the poll 


There is a lot of information in Poll 1, but there area 
couple of important red flags, such as the fact that it 
doesn’t include information on how the poll was 
conducted. Additionally, 44 percent of respondents 
said they did not know who they would vote for—a 
larger percentage than the other two responses. So 
the claim in the headline that Kid Rock was ahead 


isn’t accurate, given the large percentage of 
undecided voters. Once you noticed things were not 
quite right with this poll, you might want to doa 
little more investigating. If you did, you would 
discover that the website for Delphi Analytica went 
live just weeks before the poll was released and only 
ever conducted one more poll after this one.15 Their 
Medium page only had two followers and Delphi 
Analytica did not seem to know its own name: In the 
article with the results, they refer to themselves as 
“Delta Analytica.” These are not signs of a well- 
established polling firm that knows what it is doing. 


POLL 2: CREDIBLE 


ve Includes the dates the poll was conducted 
ve States the name of the polling firm 

ve Lists question(s) the participants were asked 
ve Shows the sample size 


v Gives the margin of error 


v 


Provides background on how the poll was conducted 


v 


Results match the claim made about the poll 


The second poll report has all the key information we 
need to determine if the results are credible. By 
including things like sample size and margin of error, 
it lets us decide if there is sufficient evidence to 
support the overall claim—that young adults are 
most concerned about anxiety and depression. If we 
wanted to do additional research on the polling firm, 
we would quickly find that the Pew Research Center 
is a nonpartisan think tank (an organization of 


experts that researches and advocates certain 
political or economic issues) that has a long history 
of conducting polling and other research. In fact, you 
may have noticed that I have referenced their polls in 
previous chapters! 


CHAPTER 19 


YOUR EYES ARE LYING: 
SPOTTING FAKE PHOTOS 
AND VIDEOS 


Photos and videos are one of the biggest reasons fake news 
ends up going viral. People think they are “evidence”’— 
something must be true if we can actually visually verify it 
on our own. Except technology has made it so easy to make 
digitally altered photos and videos look real that we can no 
longer trust a quick glance to verify them. 

After a school shooting in Parkland, Florida, that left 
seventeen people dead in 2018, many of the survivors 
became politically active, calling for gun-safety reform. That 
is when a doctored photo of one of the survivors, Emma 
Gonzalez, went viral. It showed her ripping up the 
Constitution (the Second Amendment gives citizens the 
right to bear arms). A GIF version of the alleged act soon 
followed, showing her physically doing it, and it set off a 
firestorm online among pro-gun advocates. But none of it 
ever actually happened. In reality, the picture was from a 
photo shoot Gonzalez did for Teen Vogue, and in it she was 
ripping up a paper gun target. As revealed by then Jeen 
Vogue editor Phillip Picardi, the fake news photo manipulator 
simply slapped an image of the Constitution over it. 


: Phillip Picardi @ Vv 
@pfpicardi 


At left is @tyler_mitchell’s photo of @Emma4Change 
for the cover of @TeenVogue. At right is what so-called 
“Gun Rights Activists” have photoshopped it into. 
#MarchForOurLives 





1:26 PM - Mar 25, 2018 - Twitter for iPhone 


Screenshot of then 7een Vogue editor Phillip Picardi’s 
tweet on March 25, 2018, exposing the origin of the 
fake Emma Gonzalez meme 


Some governments use digitally altered photos to deceive 
and intimidate their enemies. In 2013, the North Korean 
News Agency, which is run by the government, released a 
photo showing its military practicing for a possible invasion 
of South Korea.1 Most news agencies know not to believe 


anything that comes out of North Korea’s official media, but 
the picture still spread online. In the picture, soldiers 
stormed a snowy beach; behind them were eight hovercraft 
in various stages of transporting the troops across the water 
and onto the sand. Except several of the craft were copies 
of the others—they had simply been altered in size and 
pasted into the picture to make it look like the force was 
bigger than it actually was. 

The fastest way to tell if a photo has been altered is to do 
a reverse image search, where the search engine shows you 
all the times the photo you’re looking at has been posted 
online. You can trace a photo all the way back to the original 
one and then compare the two to see if the photo you first 
Saw was altered. You can do a reverse image search on 
Google, or through an image database such as TinEye. 
However, there are also a number of things you can look for 
on your own to tell if an image is fake. 


1. Watch out for photos without attribution. Reputable 
news outlets have their own professional photographers, 
or use photojournalists from other outlets. News articles 
will credit the photographer in the caption of the photo. 
Photos that appear on social media and _ without 
attribution are not all fake, but you should ask the 
poster where the image came from. 


2. Check out the edges of an object. Cropping around an 
object to add it to another image can be really hard to 
do. If you zoom in on the photo and check out the 
edges, you might find that they are quite jagged. That is 
a sign the object was cropped and slapped onto another 
image, meaning the whole thing is fake. 

3. Look for wavy or mismatching lines. One of the easiest 
ways to tell if an image is a fake is to check out the lines 
in the picture. Often, they will not match up or will be 


out of place. That can happen when you try to layer one 
image over another. 


. Check to see if the lighting matches up. \f there are 
shadows from something in one part of the picture, but 
not in the other, that can be a sign the image has been 
altered. In 2016, a doctored photo of Michael Bennett, 
the defensive end for the Seattle Seahawks football 
team, went viral. It showed him burning an American 
flag in the locker room. The photo received so much 
attention because during this time, Americans were in 
heated debate about football players kneeling at games 
during the national anthem as a form of protest against 
racial inequality.2 The light could have tipped people off 
to the fact that it was fake. If the football player really 
had been burning a flag so close to his body, his body 
would have been brightened by the light of the flame— 
but it wasn’t. The real photo was of Bennett leading his 
team in their traditional postgame locker-room victory 
dance. 


. Investigate whether parts of the photo are a different 
quality. When pictures are added on top of pictures, 
sometimes they are not blended together well. Parts of 
the final image may have a different quality. It might be 
more pixelated or blurry in some places. The sizes of 
parts of the image may vary, and the color may also be 
brighter or lighter in some parts. 


. Think about how it fits with what you already know. Like 
you do when spotting fake news headlines, ask yourself, 
Does this make sense given what | know about the 
topic? In the case of survivor-turned-activist Emma 
Gonzalez, no it did not. Students from Parkland like 
Gonzalez were advocating for gun safety reform to keep 
students safe, not for the destruction of the 
Constitution. Beware of images that feel like they are 
trying to go viral or create outrage. Images that create 


strong emotional reactions are not ones we usually take 
the time to carefully study, but they are the ones we 
definitely should. 


And remember, even if a photo or video is real, it can still 
be taken out of context by fake news. For example, every 
time there is a hurricane in the southern United States, you 
will find photos of boats overturned, houses demolished, 
and sharks swimming along waterlogged city streets. But 
chances are that some of these pictures are from other 
places, from years before, or have nothing to do with the 
current natural disaster. During Hurricane Sandy in 2012, 
photos of flooding all over New York City circulated online 
before the storm even hit the city. Most of them were 
photoshopped, and some were even stills taken from the 
disaster movie The Day After Tomorrow. Although a lot of 
the photos went viral because people believed them, most 
of the fake reports did not fool the media. Except for one. A 
Twitter account using an anonymous handle took advantage 
of all the fake photos and photos taken out of context 
swirling on social media to report that the New York Stock 
Exchange (NYSE) was under three feet of water. Other parts 
of the city nearby had flooding from the storm, so the news 
seemed plausible and quickly spread across social media. It 
was even reported on CNN and the Weather Channel, and it 
caused financial analysts to worry the stock market might 
plunge because of it.4 The tweet was not referenced when 
the story about the NYSE made it on TV, but for the 
journalists who were combing through the photos circulating 
on social media, a reverse image search would have shown 
many of them for what they were: fake. This would have 
been the first clue that maybe anonymous Twitter users 
might not be a reliable source. 

Sometimes a photo doesn’t really provide any evidence 
for what a fake news article claims, but simply having it next 
to the text tricks us into thinking it does.® Take, for example, 


a claim that cheetahs are the only mammals that can run at 
fifty miles per hour or higher, paired with a generic photo of 
a cheetah running. Even though the photo does nothing to 
prove or disprove the claim, we are naturally more inclined 
to believe it simply because of the picture. (The claim about 
cheetahs is false, by the way.) 

In fact, researchers have found that a photograph (not 
even one that has been altered) can make us 60 to 70 
percent more likely to believe a claim. As Australian 
National University researcher Dr. Eryn Newsman explained, 
“Adding a photograph to a message, even when that 
photograph provides no evidence, actually systematically 
Shapes people’s beliefs.’”® 

When you see a photo alongside an article, do not let 
yourself be fooled. Stop to consider whether or not the 
photo proves anything at all. If the article is real, the most 
important evidence will be in the actual text. 


WHAT ABOUT FAKE VIDEOS? 


On September 13, 2018, Facebook users watched in total 
horror a video that showed a commercial airliner flipping 
over in the air.” In the video, the plane is tossed around by 
intense winds and does a complete 360-degree roll in the air 
before righting itself and landing. The video was posted ona 
page called Time News International with this caption: “A 
Capital Airlines Beijing-Macao flight, carrying 166 people, 
made an emergency landing in Shenzhen on 28 August 
2018, after aborting a landing attempt in Macao due to 
mechanical failure, the airline said.” The video got over 14 
million views. The video looks real, and if you were a little 
Skeptical and decided to do some digging, you would 
discover that an airplane really did make an emergency 
landing in Macao that day. 

Yet, the video is totally fake. Or at least the context it was 
given was fake. The video had been made a year earlier by 
a film director and computer-graphics expert who animated 
the whole 360-degree roll and then posted the video to 
YouTube for people to see his animation skills. The maker 
never intended for it to be labeled as real; it was the fake 
news writers who did that. Enough people shared and 
viewed the video that even though Facebook was trying to 
crack down on fake news, the social media platform started 
displaying the video on people’s news feeds as something 
users might be interested in viewing. Several days later, 
Snopes.com labeled the story as fake. 

Okay, so you have never flown a plane, and maybe you 
are like me and not great at physics. What are you supposed 
to do when you see a video and do not know if what was 


Shown really could have happened or if the was edited in 
some way? First, check the actual news. Many fake news 
videos are edited a little, sometimes called a cheap fake, to 
show something almost impossible to believe—that is how 
they go viral. If an eagle really did swoop down and carry off 
a kid in its talons, or if a girl caught on fire while twerking 
(both actual videos, both completely fake), at the very least 
your local news station would be covering it. 

You should also look at who posted it and trace it back to 
find the original poster of the video. Was it a news outlet, or 
was it the YouTube channel of FancyDude247 who only just 
created that account and happened to go viral on his first 
post, but then never posted again? If the latter, alarm bells 
Should be going off in your head. Finding the original video 
will also allow you to compare it with the first version you 
Saw SO you can note any changes that may have been made 
to it. You should also investigate the quality of the video, 
like if it flickers. You can also pause the video and run 
through the steps you would use when looking at an image 
to see if anything is off about it. 

Technology is improving every day, and people are 
already working on software and apps that make it easier 
for even those without graphic-design or computer- 
animation skills to splice together fake videos or audio clips 
that are almost indistinguishable from real ones. These 
manufactured videos are called deep fakes, and they are 
meant to look or sound like the real thing. The software lets 
the user lay digital copies of pictures and sometimes audio 
over one another to create what looks like a moving, talking 
person. For example, a program called FaceApp created by a 
company in Russia allows users to create realistic videos 
that put people’s faces on other people’s bodies. You can 
also alter the look of a person to change things like signs of 
their age, gender, and facial expressions. It probably will not 
Surprise you to learn that as soon as the technology was 
available, people started creating videos with celebrities’ 


faces on the bodies of porn stars to create fake porn videos. 
Websites including Twitter and PornHub have banned the 
doctored videos over concerns that users would use them 
for revenge porn.® 

It is not hard to guess that the next real concern of 
technology experts is that makers of deep fakes will next 
turn to making videos that could lead to violence or even 
start wars. As it gets easier to alter videos, not only can 
deep fakes make people look like they said something they 
never did, but they can provide “evidence” that someone 
said something they never actually said. This is another 
reason why those trusted sources of news you are going to 
build up over time are so important. They will help you 
verify what is real. 

The people who make this kind of video content know 
how easy it is for us to get sucked into sites like YouTube, 
where the next recommended video is queued up and ready 
to go as soon as the last one you watched ends. Before 
moving on to your next video, stop and take the time to 
consider what you just watched and who created it. 


Exercise: 
HOW WAS IT PHOTOSHOPPED? 


Study the following pictures. Each of them has been 
digitally altered in at least one way. Can you tell 
how? Circle the changes you find. 
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ANSWERS: 





One thing has been changed in this photo, and that’s 
me! My picture was cut out and added. Although I’ve 
been on a lot of mountains, | have never seen this 
one. One clue that something is amiss is the lighting. 
| look like | have the sun shining right on me, but 
there does not seem to be any sun in the picture. 
Also, I look like I’m dressed for summer, Which 
doesn't make much sense given the cold, dark, and 
misty mountain scene behind me. 








Two things have been edited into this photo. You 
would not necessarily need to know that dolphins do 
not live in Bali’s freshwater Lake Batur to see that it 
does not belong. If you look closely, you will notice 
that the dolphin looks too big compared to the size of 
the boat. The edges of the dolphin also look a little 
jagged—a key sign that someone edited the dolphin 


into the picture. Finally, the words Lake Batur were 
added to the top of the boat. 
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Two things have been edited in this photo. First, the 
numbers on the real clock are Roman numerals. You 
can tell because the font just does not look right. 
Also, this is Big Ben in London, England. So the 


American flag should definitely not be flying on that 
flagpole. 


CHAPTER 20 


MEMES AREN'T NEWS AND 
OTHER SOCIAL-MEDIA TIPS 


Thirty-five-year-old businessman Eric Tucker was walking in 
downtown Austin, Texas, the day after the 2016 presidential 
election when he came across a long line of buses parked 
on the street.1. He remembered seeing on the news 
somewhere that anti-Trump protests were happening that 
day. Could the buses and the protests be related? he 
wondered. It seemed possible. Just to be safe, Tucker did a 
quick Google search to make sure there were not any 
conferences or other big events that day that might have 
used buses like the ones he had found. He didn’t find 
anything, so that was enough evidence for him. Tucker 
tweeted the pictures along with the only conclusion that 
seemed reasonable: “Anti-Trump protestors in Austin today 
are not as organic as they seem. Here are the busses they 
came in. #fakeprotests #trump2016 #austin.”2 


erictucker 


os Anti-Trump protestors in Austin today are 
not as organic as they seem. Here are the 
busses they came in. #fakeprotest 


trum} 
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Screenshot of Eric Tucker’s tweet on November 9, 
2016 


Even if he got it wrong, it did not really matter, Tucker 
thought. He only had around forty Twitter followers, after all. 
No one would probably even see his post. “I did think in the 
back of my mind there could be other explanations, but it 
just didn’t seem plausible,” he said later in an interview. 

The next day, an anonymous Reddit user posted a 
screenshot of the tweet on the main pro-Trump Reddit 
channel, saying: “BREAKING: They found the buses! Dozens 
lined up just blocks away from the Austin protests.” From 


there, conservative-leaning internet forums, social-media 
pages, blogs, and conspiracy websites shared the link, 
generating hundreds of thousands of views and likes. The 
story snowballed from there, with social-media users and 
fake news websites that posted conservative stories 
claiming the people that had come to Austin on the buses 
were being paid by George Soros to protest. Soros is a 
billionaire Jewish hedge-fund manager who has long been a 
popular target of extreme right-wing, anti-Semitic groups 
and conspiracy theorists, who believe he is_ secretly 
controlling the global economy and politics.? 

The manager of the bus company in Tucker’s pictures 
started getting calls from people all over the country who 
were angry that the company had supposedly been used to 
transport protestors, and from journalists who were trying to 
see if there was any truth to the story. Even President Trump 
Shared the story and tweeted: “Just had a very open and 
successful presidential election. Now _ professional 
protesters, incited by the media, are protesting. Very 
unfair!’"4 


Donald J. Trump @ 
@realDonaildTrump 


Just had a very open and successful presidential election. Now 
professional protesters, incited by the media, are protesting. Very 
unfair! 
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119K people are talking about this 


Screenshot of President Donald Trump’s November 10, 
2016, tweet in response to the bus story taken 
September 20, 2019. 


Three days after tweeting the original post, Tucker 
admitted on Twitter that he had no concrete proof of his 
claim, and that he had never seen people getting on or off 
the buses. They just happened to be parked near where 
protests were taking place. He tried to correct his post by 
deleting the original and tweeting a new one that said his 
tweet was false. But how much attention did the new tweet 
correcting the record get? Just twenty-nine retweets and 
twenty-seven likes. It was far too late. Many far-right 
politicians in America still claim that people protesting 
against President Trump are paid to do so. 

Later, Tucker told the New York Times, “|I’'m also a very 
busy businessman and | don’t have time to fact-check 
everything that | put out there, especially when | don’t think 
it’s going out there for wide consumption.”> But even the 
busiest people in the world have a responsibility to make 
sure that what they post is accurate. It does not matter how 
many followers you have, because anything on social media 
can quickly go viral and take on a life of its own we cannot 
control. 

Have you ever played the game telephone? You line up 
side by side in a long row. The first person whispers a 
sentence into the ear of the person next to them—“I had 
pancakes for breakfast this morning,” for example. You can 
only say the sentence once, even if the person did not quite 
hear or understand you. That person repeats what they 
think they heard into the ear of the person next to them, 
and so on down the row. The last person must say aloud 
what they heard. Almost always it is nothing like the original 
sentence, and often it’s totally unintelligible, like “Mike ran 
ransack while drowning.” 


Social media can be like that too. It is a snapshot of what 
its users want the world to see, know, hear, and think, and 
all of it gets shared and reinterpreted over and over again. 
Someone gives their take on something. Then a person 
Shares that post and gives their own take on it. Then 
someone shares that and gives their take on the previous 
take, and on and on until the original message has become 
quite muddled. That is certainly how things turned out in 
Eric Tucker’s case. 

Social media plays a significant role in generating and 
spreading fake news. Although bots, trolls, and foreign 
governments can be involved, the blame mostly lies with 
individual social-media users. In a Pew Research Center 
study conducted in December 2016, 23 percent of people 
admitted they had shared fabricated news stories on social 
media, sometimes even intentionally.® It does not sound that 
bad until you consider there are nearly 2.5 billion active 
Facebook users and 330 million Twitter users worldwide, and 
those aren’t the only social-media platforms people use.’ 
That means that at least 499,100,000 people have shared 
fake news—and those are just the ones who will admit it! 

It matters how we behave on social media because, as we 
talked about in chapter 12, it’s been proven that lies spread 
faster than truth there. And people’s views are affected by 
what they see on their feeds. In a different Pew Research 
Center study in 2018, 14 percent of Americans said they 
had completely changed their minds about an issue as a 
result of something they saw on social media.? 

While technology companies are working on ways to stop 
fake social-media accounts and to stop fake news from 
spreading, we cannot count on them to fix the problem on 
their own. Each person needs to take responsibility for their 
own social-media behavior. 

So, how do you not only spot fake news on social media, 
but make sure you do not inadvertently have a hand in 
Spreading it yourself? Follow these rules: 


1. Figure out what kind of post and account you are looking 
at. Social media is where we talk about everything— 
from what our dog ate for breakfast to our opinions on 
upcoming elections—all blended together. Everyone can 
have their say. But social-media posts do not come with 
labels, so it is up to us to sort out fact from opinion and 
find the truth in the clutter. It’s pretty easy to spot the 
difference between things like updates from your 
friends, cute animal pictures, and popular memes, but 
other posts can be a bit trickier. 


e An official news post will come from the respective 
news outlet, even if it’s then been shared by normal 
social-media users. You can trace a linked article back 
to the original outlet. If a social-media user is a 
journalist and works for a media outlet, they will 
usually say so in their bio. 

e A hot take is a person’s immediate reaction or 
commentary, usually in response to something that 
has just happened. It is usually an opinion or a rant, 
though it may be based on the person’s own 
experience or written by an expert on the issue. It can 
be difficult to verify the accuracy of a hot take unless 
the writer documents their evidence. If they do not, it 
may be best to wait to share their post until you can 
verify their claims. 

e A quote is something someone has actually said or 
something pulled from an article, book, video, or 
interview. Sometimes social-media users give a link to 
where the quote came from, but sometimes they 
don’t. You can quickly check to see if the quote is 
accurate by doing a simple internet search. 

e An advertisement is meant to promote a business, 
organization, product, or person. It is often labeled on 
social media as “Sponsored content.” That means the 
account is paying the social-media platform to show 


you the content for a particular reason. The platform 
will list the name of the company or group that paid 
for the ad (though it may be in small print and hard to 
find), which you then can use to investigate the 
source. 

Commentary on social media is when experts post 
their informal analysis, sometimes with sources and 
sometimes not. These are like the op-ed articles we 
discussed earlier—typically based on facts and the 
person’s expertise, but opinions all the same. 


Knowing what you are looking at will help you 
determine how seriously to take it. 


. Find the real experts. Thanks to social media, experts 
are more accessible to us than ever before. If you have 
questions about astrophysics, you can follow real 
astrophysicists on social media. Want to know what it is 
like to work at the CIA? You can find me on Twitter. 
Experts on social media can help us make sense of 
important events and issues by using their professional 
experience and skills to put them into context. 


Of course, anyone can create an account and claim to 
be an expert, so it is worth it to verify who you follow. If | 
wanted to pretend to be a nuclear scientist (which | am 
not), | could probably get a pretty impressive following 
simply by copying and pasting things from articles on 
the subject and changing my bio on social media. Check 
to see if an account is verified (marked by a blue check 
mark next to the person’s name) to make sure you are 
following a popular expert and not an impostor, fan 
account, or a fake news site. Verification can tell you 
that the million Beyoncé fan accounts always circulating 
on social media are not the real Beyoncé, or that @BBC 
is the actual BBC news account. 


It is important to note that just because your favorite 
celebrity has been verified, it does not mean that what 


they post is always true. Just because @ChrisEvans 
really is the account for Chris Evans (aka Captain 
America) and he has gone to space in the Avengers 
movies does not mean | would look to him for accurate 
information on astronomy (sorry, Chris!). For that, | 
would follow someone like Neil deGrasse Tyson, who is 
an astrophysicist and an expert in his field. | can double- 
check that I’m following Neil deGrasse Tyson’s actual 
account (@neiltyson) by looking for the verification 
mark on his social media. 


But don’t rely solely on that blue check mark. Not all 
experts in every field have been verified, but a lack of 
verification does not mean the account is fake. In that 
case, you can look up the people claiming to be experts 
and see if their background checks out. And don’t just 
rely on a personal website where they wrote their own 
biography. Just like on social media, anyone can say 
anything about themselves on their personal website, so 
try to find another source to back it up. 


Finally, be wary of social-media users who post in a 
way that makes them look like they might be journalists, 
but they do not provide an actual source for their 
information or appear to work for a media outlet. For 
example, they might start a post with “Breaking News!” 
but do not actually provide a link to a news article. 
Those people got that information from somewhere, but 
without a citation you cannot verify what they have 
posted. Often, these social-media users are trying to 
make themselves look like a news source so that you 
will check their accounts regularly and share their posts. 
Ultimately, they want more followers. However, until 
you know where their information comes from— 
legitimate news reports or a rumor they heard from 
their neighbor down the street—treat them with 
Skepticism. 


3. Don’t be fooled by the number of likes, shares, and 
comments on a social-media post. As we have already 
seen, just because a post has gone viral does not mean 
that what it says is accurate or true. Most social-media 
posts go viral because they are clever, invoke a certain 
emotion, are controversial, or have a strong image, not 
necessarily because they are accurate. But our brains 
sometimes make us think that a social-media post with 
more engagement must be right, or at the very least be 
important. This is a trap. Not all that engagement may 
be from real people. If you are looking for social-media 
fame, you can buy the likes to get you there. People 
have found ways to manipulate every social-media site. 
From YouTube to Facebook to Instagram, it’s possible to 
buy thousands of fake likes and followers for social- 
media posts. And influencer wannabes are not the only 
ones using these services. Fake news posters also use 
them to make their posts go viral. 


4. Learn to spot fake accounts. Fake social-media accounts 
are everywhere. In May 2019, Facebook announced it 
had found and removed 3.4 billion fake accounts in just 
one six-month period. The company estimated that 5 
percent of its 2.4 billion active monthly users were fake.? 
As we discussed earlier, bots were designed to get real 
social-media users to engage with them in order to 
amplify what they are saying or the links they are 
Sharing. Whether they are promoting a product, a 
person, a conspiracy theory, or fake news, people who 
push fake news want their message out there. Foreign 
governments use bots and trolls to spread fake news 
and stir up discord on the most politically sensitive 
topics. It can be tough to tell a fake social-media user 
from a real one. But there are a couple of red flags to 
look for. 


Accounts that only share posts and never create 
Original content might be bots. Most real humans 
using social media post original content about some 
element of their actual lives, like their interests, so an 
account that only shares other people’s posts should 
raise concern. And be aware, some fake accounts will 
sometimes post a random-looking assortment of 
pictures—like a dog, a forest, and then a car—on their 
pages to try to make it look like they are actual 
people. 

If a (noncelebrity) account posts and immediately 
gets thousands of likes and shares, but not many 
comments, it may be because the likes or shares are 
from automated bots. 

If a social-media account has a large following but not 
a lot of engagement (original posts, likes, and shares), 
that can mean it purchased fake followers or is a fake 
account. 

Fake accounts often have the same or similar bios and 
profile pictures as other fake accounts. Oftentimes, 
profile pictures will be of inanimate objects or 
scenery, rather than people, because that makes it 
harder to spot a fake account. If the pictures are of 
people, they are often taken from stock images or are 
pictures of models or celebrities easily found online.?° 
Fake news pushers will often create accounts the 
Same day as a big news story. If an account was 
created the same day as a big story and only shares 
posts about that topic, you might have found a bot or 
a troll. 

People using bots and trolls want their content to 
spread to real users, so accounts will often include a 
lot of hashtags in their posts and their bios to try to 
make content go viral. 


“| want to thank all of you for 
your visionary work on global 
education, particularly on the 
issue | want to discuss today - 
an issue which is the focus of 


my international work 
Lady of the United State 
that is providing quall 
education for girls arou: 
world.” 

- Michelle Obama, 

the United Nations 
Sept 24, 2014 


-- 





Screenshot of a widely spread political meme—later 
disproved—implying that Melania Trump plagiarized 
Michelle Obama’s speech 


5. Watch out for political memes. All you have to do is click 
on the comments section of a social-media post to find 
that people debate issues more with memes than with 
actual words these days. But memes are often fake 
news traps. They can stir up our emotions simply by 
pairing short text with an image or a GIF. Memes can 
look authoritative, but they rarely provide actual links to 
source material, and they are not a reliable form of 
news. They contain no nuance or context—they are 
sound bites—and frequently include false statistics, 
quotes misattributed to celebrities or historical figures, 
and fake images. It is also very difficult to trace a meme 
back to the original creator, making it nearly impossible 
to figure out what motivation the poster might have had 
for creating it. 


In September 2017, a meme spread like wildfire 
claiming that First Lady Melania Trump’s speech to the 
United Nations earlier that month had been copied from 
former First Lady Michelle Obama’s speech to the United 
Nations in 2014. The meme showed two quotes, one 
allegedly from each speech, but the quote attributed to 
Melania was not actually in her speech. Still, the meme 
went viral. Most people did not bother to look at the 
speeches and compare them. And, at the time, the 
White House had not posted the First Lady’s speech, so 
even if you’d wanted to check whether the meme was 
true, there was no transcript or video to look at, so 
people simply believed it.1! 

One of the reasons people were so quick to jump onto 
the idea that Melania Trump had plagiarized her speech 
is the result of something called the illusory truth affect. 
Articles and memes had appeared earlier claiming that 
She had plagiarized other speeches from Michelle 
Obama. For example, a speech the First Lady gave at 
the Republican National Convention in 2016 used 


several of the same sentences and phrases from 
Michelle Obama’s speech in 2008 to the Democratic 
National Convention.!2 As a result, the news about the 
First Lady’s speech at the United Nations sounded 
completely consistent with what we had heard before. 
Our brains had been trained by previous accounts to 
think Melania—or more accurately, her speechwriter— 
couldn’t come up with original words of her own. So 
when we saw the claim this time, our brains 
automatically accepted it as true. 


When you come across a political meme, use the 
Same techniques we talked about for verifying articles 
claiming to be news—things like looking for the source 
of the information and investigating who originally 
posted it. Verifying statistics or quotes is even easier 
because you can just Google them. 


THE WORD MEME IS RELATED TO THE GREEK 
WORD MI/IMEME, MEANING “IMITATED THING.” It 
was first coined by evolutionary biologist 
Richard Dawkins in 1976, who defined a meme 
in an interview in 2018 as the “cultural 


equivalent of a gene. So anything that gets 
passed from brain to brain, like an accent, ora 
basic word, or a tune. It’s anything that you can 
say spreads through the population in a cultural 
way, like an epidemic.” 4 





6. Don’t share things you already know are not true. There 
are all kinds of reasons we share things online even 
though we know they’re false. Sometimes, fake news 
stories are so ridiculous that they’re funny and we want 
our friends to join in on the laugh. Other times we might 
get angry about a deliberate lie we see someone 


spreading, so we share it to call it out. In that case, we 
want our friends to join in on our outrage. If we agree 
with the sentiment being expressed in a story or post, 
even if we know the actual facts are wrong, we might 
even think we’re doing a good thing by sharing it. One 
of the most infamous fake news writers in America 
claims to be politically liberal, but writes fake news that 
appeals to the far right.15 He says his articles are meant 
to be satire and that he is actually fighting fake news by 
showing what the far right will fall for. But the fact of the 
matter is that people believe what he writes, and each 
of his posts gets thousands of likes and shares. His 
“fight” has really only helped to spread fake news. 


You can never assume that since you know something 
is fake, everyone else must know too. Even if you start a 
post with “This isn’t true, but...,” some people will never 
read your caveat. One of the memes that went viral 
during the 2016 US presidential election claimed Trump 
had once told People magazine, “If | were to run, I’d run 
as a Republican. They’re the dumbest group of voters in 
the country. They believe anything on Fox News. | could 
lie and they’d still eat it up. | bet my numbers would be 
terrific.” Comedian Amy Schumer posted it on 
Instagram, saying, “Yes this quote is fake but it doesn’t 
matter.”17 But it does matter. Many people did not read 
the part about it not being true. That meme is still 
circulating on social media to this day among people 
who believe it is actually true. 


. Share good sources of news and information. Once you 
have spent enough time verifying who you follow, you 
will start to find the people you can count on to provide 
helpful and accurate information. Part of fighting fake 
news is also elevating and promoting those reputable 
sources, which means sharing the work of good 
journalists. Just as we try to root out inaccurate 


information, so too should we work to encourage and 
amplify the voice of those who provide accurate and 
unbiased information. 


8. Don’t feed the trolls. Unlike bots, trolls are real people. 
They try to stir up trouble by picking fights online and 
posting controversial material they know will make 
people angry. Trolls succeed when they get other social- 
media users to respond to them. Block, mute, report, or 
ignore them, but don’t play into their hands by engaging 
because it helps to amplify the message they are trying 
to push. 


9. Flag fake news. |f you are sure you have found a fake 
account or a fake news story on social media, report it. 
Social-media companies are still working on ways to 
stem the tide of fake news. You can help them refine the 
algorithms that determine which content to promote by 
flagging articles and links that you know are fake. 


Exercise: 
TO TRUST OR NOT TO TRUST? 


Keeping in mind the tips we discussed earlier, can 
you identify whether each account is real or fake? 
You may not be sure about an account without doing 
some additional research to verify if the information 
the account gives about themselves is correct. In 
those cases, underline the information you could 
follow up on to check if the account is real. 


PrinceHarry Charles) @ 


6 Tweets 





Tg 





PrinceHarry Charles{_) @ 


@PrinceHarry778 


Joined November 2017 


231 Following 642 Followers 


a Shelly LaMonica - Real Estate Expert ++ 
8 


Shelly La Monica 


Realto r® > Like (Comment ¢> Share 


C: 912.312.3404 O: 912.445.2230 


shelly@integritynewhomes.com 


integritynewhomes.com 





7,465 1.9M 262 


Posts Followers Following 





NBC News 

Broadcasting & Media Production Company 

The official Instagram account of @NBCNews. A 
visual digest of the top #news across & and the @ 
| .. LINK IN BIO 

linkin.bio/nbcnews 


| Follow Message Contact Vv 








Climate teens Itta Bena, M.... Hunger CA PR protests D-D: 





Timeline About Friends 1 Mutua Photos More + 


# Create Post Photo/Video 


Geek and fangirl. AKA That-Girl-Who-Reads-A-Lot. 


Senior Editor at Swoon Reads and Feiwel & Friends. sii oo thing 
(rite somethir Holl 


© Senior Editor at Feiwel & Friends / Macmillan 
Children's Publishing 





Photo/Video & Tag Friends =) Feeling/Activ... 


© Former Administrative Assistant at St. Martin's 


Press 


Studied at NYU 


2 iversity of t lands 
— Studied at University of the Cumberlands a Holly West oe 


2 Went to Wayne County High Schoo! 


(a) Lives in New York, New York 


2mins - & 


Found a new friend at #GenCon2019 and he's enjoying hanging out at the 


© From Monticello, Kentucky office with me today! 


Photos 


& Keanu Charles reeves @KeanuChar... -Sep 14, 2018 v 





= 
| 


e Keanu Charles reeves 
4 Tweets 





Keanu Charles reeves 
@KeanuCharlesr12 


© Canadalel Joined September 2018 
190 Following 83 Followers 


Not followed by anyone you're following 


Tweets Tweets & replies Media Likes 


= 
is 








1.5% 


the vorid P\ 


or 





with Hate 


Gro 





Tweets Following Followers Likes 


203K 4 679 1,062 








Tweets Tweets & replies Media 
sunneversets100 


G@sunneversets 100 % Pinned Twoe 
sunneversets100 Gsunneversets100 - 15 Nov 2016 


Spin aint Pursue Happiness with Gottfried Wilhelm Leibniz #8R1C 


aa 
/ 14/us-do 








Tasman Kekai (semi-hiatus) 
5,155 Tweets 





000 Following 


Tasman Kekai (semi-hiatus) 
@m_kekai Follows you 


RARREAND // 20 - she/they - bi - writer // icon by @hexaes 


© 20 - she/they - bi - writer “6 tasmankekai.carrd.co © Born November 27 
Joined October 2015 


1,204 Following 1,019 Followers 


ANSWERS: 


PrinceHarry Charles(_) @ 






PrinceHarry Charles() & 


Screenshot of Twitter account @PrinceHarry778 taken 
on September 28, 2019 


FAKE. You might be fooled into thinking that a locked 
account with a low follower number might be real— 
maybe the prince likes his privacy. But the biggest 
sign that this is a fake account is that it is not 
verified. The blue-and-white circle icon is trying to 
fool you because it’s similar to the blue check mark. 
Someone as famous as Prince Harry would definitely 
have a verified account. 
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Screenshot of Shelly LaMonica’s Facebook page, taken 
on September 30, 2019 


REAL. You might wonder if this page is real because 
the banner picture does look like it has been digitally 
altered (the edges around her hair and the banner 
are the clue) and the business only has a few 
recommendations. But to check, we could call the 
phone number provided. We could also do a search 
for the business and see if she is listed as an 
employee. If we did, we’d discover this page is real. 
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Screenshot of the NBC News Instagram page, taken on 
September 20, 2019 


REAL. You can quickly see that this Instagram 
belongs to the real NBC News because of its 
verification. But there are other signs too. For 
example, click on the news stories and you’ll be 
taken right to the NBC website. The account also has 
1.8 million followers. A fake NBC would have to be 
pretty good to dupe that many people. 





Screenshot of the Facebook profile for Holly West, 
taken on September 29, 2019 


REAL. If you looked through Holly’s profile, you would 
quickly see she’s real. She lists things like where she 
lives, where she is from, and where she went to 
school. Holly also posts pictures of things she’s 
interested in, along with actual original content, 
rather than just sharing other people’s posts. You 
could double-check that she’s real by looking into the 
employer she lists right on her profile or where she 
went to school. In short, Holly’s account looks real 
because she posts the full range of human activities, 
including details you can verify. 
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Screenshot of Twitter account @KeanuCharlesr12, 
taken on September 29, 2019 


FAKE. The real Keanu Reeves would have a verified 
account and more than eighty-three followers. I think 
we can Safely say he’d also know to capitalize his last 
name. Also, fake account creators will often post 
random pictures of things on their pages to simulate 
human behavior—in this case, a weird picture of the 
belly of an airplane. 


i 


1,062 





wo 


sunneversets100 





Tweets 


Larouche : U.S. Needs Infrastruct But i — too - 
=p dope “” Pursue Happiness with Gotttried Wilhelm Letbnz 


mon 


Screenshot of the Twitter page for @sunneversets100, 
taken on August 28, 2017 


FAKE. Between the creation of this account in 
November 2016 and the time of this screenshot, less 
than a year later, the account tweeted 203,000 times. 
That’s a little over seven hundred posts a day (or 
about one per minute during a twelve-hour period), 
way more than even the chattiest human posters. 
Also, the vast majority of these posts were retweets, 
rather than original content, and most were shares of 
articles by Russian government-owned news outlets. 


Tasman Kekai (semi-hiatus) 
5,155 Tweets 





Tasman Kekai (semi-hiatus) 
@m_kekai Follows you 
ARRRRAD // 20 - she/they - bi - writer // icon by @hexaes 


) 20 - she/they - bi- writer “ t 1kel 1 *) Born November 27 
[=] Joined October 2015 


1,204 Following 1,019 Followers 


Screenshot of Twitter user Tasman Kekai’s profile, 
taken on July 21, 2019 


REAL. This account has an average number of tweets 
given when it was created, and most of the tweets 
are original content rather than retweets. You could 
also click on Tasman’s website link, where she gives 
more information about herself and links to her other 
social-media accounts. 


CHAPTER 21 


MANAGING THE CHAOS OF 
THE BREAKING-NEWS 
CYCLE 


It is late on a Sunday night and you can’t sleep. You have a 
quiz at school tomorrow and you are worried you did not 
study enough. To distract yourself, you decide to check 
social media, and right away, your feed is filled with posts 
that start with: 


BREAKING NEWS! 


Not again, you think. Was it a terrorist? An earthquake? Or 
did another politician resign in disgrace? There was breaking 
news about something else just a few hours ago, wasn’t 
there? Warily, you decide to read on. 

It is another shooting, this time in Las Vegas at a concert. 
You can feel your chest tightening. You have friends who live 
there. What if something happened to them? Wrong place, 
wrong time—it happens. You quickly head over to Twitter to 
find out what the news is saying. A journalist from CNN 
tweeted that the shooting was on the Vegas strip. A gunman 
fired on a crowd from somewhere, but no one knows from 
where yet because the killer is still on the loose. At least a 
dozen people have been killed or injured, the news report 
says. #LasVegas is trending, so you click on it and start 
scrolling through the latest posts. 


Most of the tweets are people praying for Vegas or saying 
they have friends at that concert. It makes you feel a little 
sick to read them all. But then another tweet says the cops 
are in the middle of a shootout with the killer. Wait, when 
did they find the gunman? You don’t recognize the name of 
the person who tweeted it, but it sounds like they know 
what they’re talking about since they give a lot of details. 
The person says five people have been killed or injured, and 
they have pictures they say are from the actual scene of the 
shooting. But a new post from CNN says that forty people 
have been killed or injured. You refresh the feed and already 
there are hundreds of new posts, some with pictures and 
video from people who say they are there. In one of the 
pictures, you can just make out a little snow on the ground. 
You've never been to Las Vegas, but it still strikes you as a 
little weird for early October. A newer post that is already 
going viral says there is more than one shooter, but when 
you check back at CNN, they haven’t posted anything about 
it yet. You growl a little in frustration. You just want to know 
what’s really going on, and there are too many posts to 
keep up with, all saying different things. 

By now you are glued to Twitter, as more news rolls in 
during the course of a few hours. Angst over that quiz at 
school is now a distant memory. You texted your friends in 
Vegas to see if they were okay, and luckily, they quickly 
texted back that they were nowhere near the concert. But 
that isn’t the case for the fifty-eight people who were 
actually killed that night in October 2017. It takes hours for 
the news to finally identify the gunman, sixty-four-year-old 
Stephen Paddock, who opened fire on the concert from the 
thirty-second floor of the Mandalay Bay hotel. The police 
identified the shooter after finding him dead from a self- 
inflicted gunshot wound. 

You get up early the next morning and immediately check 
Twitter. CNN says the police still don’t know Paddock’s 
motive. You can’t help but wonder who this guy was and 


why he would do something so horrific. Enter the fake news 
writers and Twitter trolls. Back on #LasVegas, you see the 
channel full of posts citing a story from far-right fake news 
site Gateway Pundit claiming they know the truth. 

Another story says Paddock was an anti-Trump liberal. 
Investigators will discover later that this story originated in 
a 4chan post in which anonymous users discussed how to 
pin the shooting on liberals.1 A third story, this one from 
Sputnik, a Russian outlet controlled by the government and 
known to spread fake news, said American media were 
trying to hide the fact that the shooter had recently 
converted to Islam. They claimed the FBI had linked 
Paddock to the Islamic State of Iraq and the Levant terrorist 
group.2 There were even some stories identifying the 
shooter as someone other than Paddock. 

These fake articles were so popular that they appeared as 
“top stories” on Google and Facebook, right alongside real 
news articles from NBC and CNN.? And that was not all. 
Countless posts on social media, both during and after the 
shooting, claimed to be from people who were there, had 
been shot, or had lost relatives. Some of these posts, from 
fake accounts and users trying to get attention, even 
included fake pictures.¢ 

The Las Vegas shooting is not the only time fake news has 
spread in the aftermath of disaster. In fact, breaking-news 
situations are often overrun with false information, fake 
news, and conspiracy theories that trick people by using 
many of the same tactics we have talked about in previous 
chapters. Breaking news often sets off strong emotions and 
creates a flood of information online, which fake news 
writers can easily leverage to push out fake stories and 
Cause confusion. 

But what is breaking news? Typically, a media outlet 
labels something breaking news when it has just happened. 
It is not always a crisis, like a shooting. It can be about 
politics, the death of someone high-profile, or big 


developments at important companies. The label is also 
often used to give an update to an important story that has 
already been reported, like when a peace agreement 
between two countries that has been negotiated for months 
is finally signed. 

These days, it can often feel like everything is breaking 
news. It’s not just that so many things are happening, but 
also partly because some outlets have turned to saying 
Breaking News! more often to attract attention, even when 
the news item may not warrant it. Fake news websites, 
which already rely on clickbait headlines, often label 
something “Breaking News” to get more people clicking on 
a story. So how do you make sure you are not fooled by fake 
news during a real breaking-news event? 


1. Stop and breathe. Fake news moves just as fast as real 
news. Sometimes it moves even faster, since fake news 
posters don’t have to wait for facts. They can just make 
stuff up. Breaking-news events can get our blood 
pumping and our emotions running high, especially as a 
result of the quick pace. But we are more likely to help 
spread fake news and inaccuracies about a breaking- 
news event when we are anxious and feel like we have 
to do something. So wait, breathe, and then calmly 
investigate before sharing anything. 


2. Make sure it really is “breaking news.” Sometimes fake 
news pushers recycle old news stories or create new 
ones, then label them “breaking news,” so make sure 
the event actually happened. You can do this by 
checking to see if other news stations (especially ones 
you've already identified as trustworthy) are reporting 
on it. One of the first things reporters do when they see 
breaking news from one media outlet is to check with 
their own sources to see if they can confirm what is 
being reported. That is one of the reasons why you will 


see multiple news outlets cover the same story, even 
after one breaks the story. 


For example, say you see a story from a news site you 
are not familiar with claiming a bomb went off in Florida. 
If it really happened, media outlets from all over will be 
rushing to cover the story. Wait a minute and then do a 
quick internet search to see if outlets you know are 
reputable are reporting on it. If they are not, that might 
be an indication it is fake news. 


. Look for news stations closest to the event taking place. 
If a breaking-news event is happening in northern 
Florida, for example, the news outlets that have 
journalists in that area are probably the best places to 
get accurate information. Local reporters on the scene 
are the most likely to have sources in relevant offices to 
give them information on what’s happening. 


. Don’t trust everything you see on social media. You 
know now that social media is a hotbed for fake news. In 
a breaking-news situation, it’s even worse. As people 
take to social media to share what they know or think 
about what is happening, fake news writers slip in too, 
claiming to know what is really going on. Foreign 
governments—Russia, China, and Iran in particular— 
deploy bots and trolls to post false information on social 
media during breaking-news events, to increase 
confusion and sow divisions on hot-button issues such 
as race and politics. Racist and extreme _ political 
groups, too, often push out fake news- and 
disinformation during and after crisis situations to 
advance their agenda. For example, after a shooting or 
attack carried out by a white person, white supremacists 
often take to social media to spread false information 
and point the blame at people of color or other minority 
groups. 


Be skeptical of people posting information on social 
media without citing their sources. If they don’t share a 
link to where they got their information, you don’t have 
any way to verify it. If you see in a social media user’s 
bio that they are a verified journalist, they might be 
posting information about an event without linking to a 
news article. That could be because they haven’t yet 
written their article on the event. But when a seemingly 
random person posts about the event without citing a 
news article, and they do not appear to be at the actual 
event, ask yourself how they know what they are 
saying. Even if they claim to be at the scene of the 
event, and even if they have pictures, it is possible that 
they are using old pictures they found online from a 
similar event. 


. Don’t be discouraged if even your trusted news outlets 
get the story wrong the first time they report on it. It 
can take time for news outlets to put a full picture 
together. To keep readers updated, they report what 
they learn during a crisis as it is still actively unfolding. 
Since that information can quickly change, as they talk 
to first responders on the scene or others who have 
inside knowledge of what is happening, stories often 
change quickly to include that new information. 


Additionally, breaking-news stories cannot always 
provide the relevant context and background on the 
story. A breaking- news event is a rapidly unfolding 
situation, so most news coverage during and 
immediately after will focus on getting the basic facts 
out first. Sometimes it can take days before the news 
has the full picture of what happened, who was 
involved, why it happened, and if something like it has 
happened before. If it seems like a news outlet you have 
relied on in the past is changing their story a little, or 
isn’t providing all the context at the beginning of a 


breaking-news event, it doesn’t mean you can’t count 
on them. It just means they are learning new 
information. 


Breaking-news events are one of the times we are most 
at risk of falling for fake news and passing it to others 
online. It is worth it to take the time to investigate what is 
being reported before sharing what we have found. 


Exercise: 
SORTING THROUGH BREAKING NEWS 


Below are actual tweets that appeared during a real 
breaking-news event in 2017—Hurricane Harvey. 
Look at each post and put a check mark next to the 
ones that look credible. Next, put a star next to each 
post that might be worth investigating further, along 
with a note of what you would want to look up to 
determine if it is a credible source of information. 
Finally, put an X next to any post you think you 
should discount completely. 
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Resourceful dog walks away with bag of dog food after Hurricane Harvey 


4% DarkSyn © #9 PRU Founder @Mihero - Aug 26, 2017 v 
huffingtonpost.com/entry/hurrican... via @HuffPostWeird 





Resourceful Dog Walks Away With Bag Of Dog Food After Hurricane H... 
“Must be a Texas dog cause he can survive without help," one person 
said. 
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Some El Paso emergency responders deploy to assist with Hurricane 


ft Nichole Gomez ABC-7 @ @NicholeEGomez - Aug 25, 2017 Vv 
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Some El Paso emergency responders deploy to assist with Hurricane H... 
Hundreds of emergency responders are mobilizing across Texas --and 
the country-- to help residents in the path of Hurricane Harvey. Some ... 
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Margaret Browning @Margare068244038 - Aug 25, 2017 
Now #FakeNews Wash Post says Hurricane H is Cat 4. So sad, scaring the 


& good people of Texas. 
OQ pa! Qg by 


John Moffitt 
@JohnRMoffitt 
#HoustonFlood : #Houston has greedy developers who 


build expensive homes in a flood plain. Every year we 
see a lot of cars under water. 





This is what Houston flooding looked like,couldve had a yardsale 
#Houston #HurricaneHarvery #flooding #hurricane #weatherchannel 


#yardsale 


at Trash Yorlang @StartTrashTalkN - Aug 26, 2017 





ANSWERS: 


» dontpanic ontPanicBur Aug 26, 2017 
So far s — od. Fete in tv, siredis in the background. 






ad Hurricane Local Statement a> >” 
/ <q Tropical Storm Warning = >>> 

g 
ve a. ar Flash Food Watch > ve 


1 


Screenshot of a tweet posted by @DontPanicBurns on 
August 26, 2017 


STAR. The picture from this post looks like it came 
from a weather app, but it is not clear which one, 
how old the image might be, or whether it is 
accurate. The poster does not appear to be from a 
media outlet and does not claim in the post to have 
personally taken the picture. The post also does not 
link to a news article. Because you do not know 
where the photo came from, you could ask the poster 
for their source or see if they explain in another post 
where they got the picture. You could also simply 
look up the weather report for the area yourself. 


DarkSyn @ #9 PRU Founder @Mihero - Aug 26, 2017 
Resourceful dog walks away with se oe dog food after Hurricane Harvey 





said 


Screenshot of a tweet posted by @Mihero on August 
26, 2017 


CHECK MARK. The post shares an article from an 
actual media outlet about how one animal was 
braving the storm. The poster does not make any 
claim in the post other than what came from the 
headline. Posting a news article does not mean 
everything else the poster says on their account is 
true, but you know that the information in this post 
comes from an actual news source. If you were 
unfamiliar with the news outlet, you could do your 
own research to see if the source of the article is 
reliable. 
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Screenshot of tweet posted by Nicole Gomez on 
August 25, 2017 


CHECK MARK. The post comes from an actual 
reporter who is sharing news from her media outlet 
about the event. The user is verified, meaning she is 
who she says she is. Once again, posting a news 
article does not mean everything else a poster says 
on their account is true, but you know this post 
comes from an actual news source. If you were 
unfamiliar with the reporter or her news outlet, you 
could do your own research to see if they are 
reliable. 


Screenshot of tweet by Margaret Browning on August 
25, 2017 


X. The post does not link to the Washington Post 
report it seems to be citing. You could do your own 
research to see if the newspaper reported what the 
account claims, but this particular post is probably 
worth ignoring altogether because the account 
makes a claim that doesn’t cite any sources and calls 
a reliable media outlet—the Washington Post 
—“#FakeNews.” Also, the account does not have a 
profile picture and still uses the alphanumeric 
username they’re assigned when they create their 
profile. Those two things are not always definitive 
indicators that an account might be a bot or a troll, 
but they are often signs that what they post might 
not be reliable. 


= John Moffitt 


has greedy developers who 


build expensive homes in a flood plain. Every year we 
see a lot of cars under water. 





Screenshot of tweet posted by John Moffitt on August 
27,2017 


X. The picture certainly looks like the results of a 
hurricane, but it’s not clear where the picture came 
from originally, where it was taken and when, what it 
is actually of, or why the poster has it. The poster 
does not appear to be from a media outlet and does 
not claim to have personally taken the picture. The 
post does not link to a news article and appears to be 
intended to support a personal view. You could ask 
the poster for their source or see if they explain in 
another post where they got the picture or do a 
search to see if you can find where they may have 
gotten the photo. If you are looking for news on the 
actual event, however, it may be better to ignore this 
post and look for photos from more reliable sources, 
like a trusted news outlet. 


Trash Yorlang @StartTrashTalkN - Aug 26, 2017 
a This is what Houston flooding looked like,couldve had a yardsale 





Screenshot of tweet by Trash Yorlang on August 26, 
2017 


STAR. The poster implies that they took this picture 
from their own neighborhood, but it is difficult to 
verify where the picture really came from. The poster 
does not appear to be from a media outlet. It is 
important to remember that even a large-scale event 
like a hurricane will not affect all areas or people the 
same way. While the poster may have experienced no 
flooding in the hurricane, this should not be taken as 
evidence that the hurricane did not have an impact. 
The problem with a post like this is that some people 
might see it and think it is safe to go out when really, 
their area might not be safe at all. The best thing to 
do is check in with local, trusted media sources or 
local emergency response organizations to see what 
areas have been affected. 


CHAPTER 22 


CONCLUSION 


In 2017, twenty-year-old best friends Rohan Phadte and Ash 
Bhat noticed some accounts on Twitter acting strangely. In 
one of their computer-science classes at the University of 
California, Berkeley, they had been given an assignment to 
study President Trump’s tweets. They had both read a lot 
about how Russia had used fake accounts to try to influence 
US voters during the presidential election the year before. 
Some of the Twitter users they saw commenting on the 
president’s tweets followed some of the known patterns of 
the Russian bots they’d studied—pretty new accounts that 
only retweeted politically one-sided stuff. They were sure 
they’d found fake accounts. But if they could spot fake 
accounts themselves, couldn’t a computer be programmed 
to identify the bots automatically? Phadte and Bhat 
wondered. The answer, they decided, was yes. 

The key was to help internet users become more 
informed. The two students started first by building 
NewsBot, an app where users could send in news articles 
through Facebook Messenger and the program would 
analyze them and report back the political leanings of the 
source. But they didn’t stop there. Next, Phadte and Bhat 
launched Botcheck.me, a downloadable browser extension 
for Google Chrome that spots accounts on Twitter that 
behave like bots. They created the program in just eight 
weeks, and it had an over 90 percent accuracy rate at 
identifying bots.2 Their third project, SurfSafe, was another 
free browser extension that analyzes text and images to 
identify if a site claiming to be news is actually trying to 
mislead you. 


It’s not political for them; it’s about information. “I don’t 
care what someone’s political view is, | just want them to be 
informed,” Bhat said in an interview with Wired in 2017. “A 
lot of people may think they’re informed while reading very 
biased sources and having their news very skewed.” Every 
day, Phadte and Bhat try to think of new ways to help 
people spot fake news because they know the problem isn’t 
going away. 

They also know that fake news is not just a government 
problem or a social-media company problem. It’s an all-of-us 
problem. Each of us has a critical role to play in fighting fake 
news. 


THE PART WHERE IT TAKES ALL OF US 


We are living in an amazing time of communication, with 
more information than we'll ever be able to actually 
consume in one lifetime. It might feel overwhelming at 
times, since we know now that fake news pushers are taking 
advantage of this unprecedented access to try to create 
confusion and spread false information. But there is good 
news too. We have more information than ever before to 
help spot and fight fake news. 

We have the benefit of Knowing the history of fake news 
now. Fake news in the age of the pharaoh or the early days 
of the printing press really wasn’t that different from the 
kind of fake news we encounter today. Although the way it 
spreads today is faster and easier than when people were 
writing on papyrus, we know the patterns now. We know the 
kinds of sensational and divisive stories fake news tries to 
tell. We know that fake news takes advantage of our 
emotions to trick us. We know that it plays off things like 
racism, political division, and conspiracies. We know that it 
tries to flood us with lies over and over again because the 
more we hear and see fake news, the more likely we are to 
fall for it. Every generation of people that has come before 
us has dealt with the same fake news problem, and every 
generation has learned from it. So must we. Knowing the 
history of fake news gives us a road map to follow to 
combat it.3 

We might think the simple solution is to trust nothing. 
That is what fake news pushers want us to do. They want us 
to think that nothing is true anymore, or that the problem is 
so insurmountable that it isn’t worth our effort. But giving 
up is the easy way out, and also the dangerous one, 
because it does not help solve the fake news problem. It 
ignores the fact that truth still exists and that journalists are 
out there working hard every day to make sure we know 
what it is. So it’s up to each of us to help fight fake news. 


We might not all be computer programmers. But, aS we’ve 
learned in this book, we can all think like an intelligence 
analyst. 

Intelligence analysts consider their biases to make sure 
they’re not discounting the truth simply because they don’t 
agree with it. They take the time to make sure they know 
where they’re getting their information. They see all 
information as potentially useful, but they first work to verify 
it before they use it. Intelligence analysts also call out false 
information when they find it. You can do all these things 
too, and then help your friends and families learn to do the 
same. 

| often think back to my first day at the CIA, when | 
spotted that quote carved up on the wall: “And ye shall 
know the truth and the truth will make you free.” It took a 
while before | came to realize just how important that motto 
was. | learned at the CIA that discovering the truth was not 
always easy, but it was always worth it. We’ve seen the 
history of fake news, and we know how bad the 
consequences can be if we do not fight back. If freedom is 
the reward, surely it is worth each of us committing to cut 
through the noise of fake news to find out what is true or 
false. 
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